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Thispapershowshow to harnessdecisionproceduresto automaticallyverify safety
propertiesof imperativeprogramsthatperformdynamicstorageallocationanddestruc-
tive updatingof structure�elds. Decidablelogicsthatcanexpressreachabilityproper-
ties areusedto statepropertiesof linked datastructures,while guaranteeingthat the
veri�cation methodalways terminates.The main technicalcontribution is a method
of structuresimulationin which a set of original structuresthat we wish to model,
e.g.,doubly linked lists, nestedlinked lists, binary trees,etc.,aremappedto a setof
tractablestructuresthatcanbereasonedaboutusingdecidablelogics.Decidablelogics
that canexpressreachabilityareratherlimited in the datastructuresthat they candi-
rectly model.For instance,our examplesusethe logic MSO-E, which canonly model
functiongraphs;however, thesimulationtechniqueprovidesan indirectway to model
additionaldatastructures.

1 Introduction

In this paper, we explore theextent to which decidablelogicscanhelpuscheckprop-
ertiesof programsthat performdynamicstorageallocationanddestructive updating
of structure�elds. Oneof our key contributionsis a methodof structuresimulationin
whichasetof original structuresthatwewishto model,e.g.,doublylinkedlists,nested
linked lists, binary trees,etc.,aremappedto a setof tractablestructuresthat canbe
reasonedaboutusingdecidablelogics.

1.1 Motivation

Automaticallyproving safetyandlivenesspropertiesof sequentialandconcurrentpro-
gramsthat permit dynamicstorageallocationand low-level pointermanipulationsis
challenging.Dynamicallocationcausesthe statespaceto be in�nite. Also, abstract-
datatypeoperationsare implementedusing loops,procedurecalls, and sequencesof
low-level pointermanipulations;consequently, it is hardto prove thata data-structure
invariantis reestablishedonceasequenceof operationsis �nished [7].

Reachabilityis crucial for reasoningaboutlinked datastructures.For example,to
verify that a memorycon�guration containsno garbageelements,we mustshow that
every elementis reachablefrom someprogramvariable.Specifyingsuchproperties
presentsa challengebecauseit requiresa logic with the ability to quantify over un-
boundedresourcesandto expressreachabilityproperties.Evensimpledecidablefrag-
mentsof �rst-order logic becomeundecidablewhen reachabilityis added[9]. The
readermaywonderhow undecidablelogicscanbeusefulfor automaticveri�cation.
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1.2 An Overview of the Approach

In this section,we illustrate the simulationtechniqueby showing its applicability to
semi-automaticHoare-styleveri�cation. Thetechniquecanalsobeappliedto improve
theprecisionof operationsusedin abstractinterpretation[14].

Hoare-style verification: Recall that in Hoare-styleveri�cation, a programmerex-
pressespartial-correctnessrequirementsof the form f pregstf postg, wherepre and
post arelogical formulasthat expressthe pre- andpost-conditionof statementst. To
handleloops, it is necessarythat loop invariantsbe provided (alsospeci�ed as logi-
cal formulas).Fromtheseannotations,a formula' is generated,calledtheveri�cation
conditionof theprogram;' is valid if andonly if theprogramis partially correct.

In this paper, we allow pre-conditions,post-conditions,and loop invariantsto be
speci�edin FO(TC) : �rst-order formulaswith transitiveclosure.Thegeneratedveri�-
cationconditionis alsoanFO(TC) formula.The logic FO(TC) is naturalbecauseit
canexpresspointerdereferencinganddynamiccreationof objectsandthreads.How-
ever, validity in this logic is undecidable,and thereforethe validity of a program's
veri�cation conditioncannotbecheckeddirectly.

Restricting the set of reachable program states: To performveri�cation automati-
cally, wewill restrictthesetof programstatessuf�ciently to make thevalidity problem
for FO(TC) decidable.More precisely, for every programandclassof datastructures
of interest,wechooseadesignatedsetof structuresC, suchthattheproblemof checking
whethera generalFO(TC) formulaholdsfor all structuresin C is decidable.In other
words,wework with FO(TC) formulas,for which thevalidity problemis undecidable
in general,but by restrictingour attentionto theclassof structuresin C, we changethe
probleminto onethatis decidable.

Simulation invariants: BecauseC is de�ned perclassof datastructuresandperpro-
gram,we cannotassumethat thesetC is de�ned a priori . Instead,we assumethat the
classC is alsode�nable by an FO(TC) formula, i.e., thereexists a formula SI such
thatA 2 C iff A j= SI . SI is calledthesimulationinvariant, andis similar to a data-
structureinvariantor a classinvariant.This formula canusuallybe de�ned oncethe
datastructurethatwewish to modelis known.

Fromalogicalperspective,restrictingattentionto structuressatisfyingSI allowsus
to checkif anFO(TC) property' holdsin all structuresin C by showing thevalidity
of

SI ) ' (1)

First-order reductions: Insteadof implementinga decisionprocedurethat is para-
metricin SI for validity of formulasof theform Eq. (1), we provide a way to translate
theseformulasautomaticallyinto anotherdecidablelogic, with an existing decision
procedure.We de�ne admissibilityconditionsthatguaranteethatanFO(TC) formula
of the form Eq. (1) is valid if andonly if the correspondingformula in the decidable
logic is valid. Thisallowsusto useexistingdecisionproceduresto determinethevalid-
ity of veri�cation conditions.In thepaper, we illustratethemethodusingthedecidable
logic MSO-E, i.e.,weakmonadicsecond-orderlogic on functiongraphs.FO(TC) for-
mulasover a restrictedsetof graphs—but includingpossiblycyclic graphs,andgraphs
containingnodesthathave in-degreegreaterthanone—aretranslatedinto MSO-Efor-
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mulason functiongraphs.This opensup thepossibilityto applyMSO-Eto a largerset
of graphs.

Handling low-level mutations: Destructive updatesof pointer-valuedstructure�elds
mightcausethesimulationinvariantto beviolated.Therefore,theveri�cation condition
mustalsocheckwhetherthesimulationinvariantismaintained.Forexample,wechange
therequirementfor astatementfrom f pregstf postg to f pre ^ SI gstf post ^ SI g. This
guaranteesthatthemethodwill never missanerror: it will eitherdetectanerror in the
speci�cation,or aviolationof thesimulationinvariantby someoperation.

Even correctprogramscantemporarilyviolatea data-structure invariant. That is,
a violation of thedata-structureinvariantneednot indicateanerror. For example,it is
possibleto rotateanacyclic singly-linkedlist by �rst creatingacycle,andlaterbreaking
thecycle.This complicatesthetaskof de�ning simulationinvariants. In particular, the
userneedsto allow simulationinvariantSI to belessrestrictive thanthedata-structure
invariantfor thedata-structureof interest.Still, webelievethatthisapproachcanhandle
realisticprogramsthatmanipulatetheir datastructuresin a limited way, e.g.,whenthe
numberof mutatedpointer �elds is limited. The programmercanspecifyan SI that
allows suf�cient �e xibility , andassertthat thedata-structureinvariantis reestablished
at certain(“stable”) states.

1.3 Main Results

Thecontributionsof thispapercanbesummarizedasfollows:
– We statethe preciserequirementsthat allow the methodto be appliedto verify

propertiesof imperativeprogramswrittenin aprogramminglanguagewith pointers
anddestructive updates(Section2.2; for proofsseethefull versionof thepaper).

– We show that programsthat manipulatecommonlyuseddatastructures,suchas
singly-linked(includingcyclic andshared)lists,doubly-linkedlists, andtreeswith
unboundedbranching,satisfytheabove requirements(Section2.3). (We notethat
for structuresthatarealreadytractable,suchassinglylinkedlists,simpletrees,etc.,
ourmethodswork trivially.)

– In Section3.1, we show how to useour methodfor Hoare-styleveri�cation. We
assumethattheprogrammerspeci�esloop invariantsandpre-andpost-conditions
for procedures.

– In Section3.2, we show how to useour methodfor automaticveri�cation using
abstractinterpretation.Thiseliminatestheneedto provide loop invariants,but may
only establishweaker safetypropertiesthan thoseproved by Hoare-styleveri�-
cation.This �lls in the missingpieceof the algorithm presentedin [14], which
requiresa decidablelogic to computethebestabstracttransformerautomatically.
This allows us to apply the algorithmfrom [14] to imperative programsthat per-
form destructive updates.Wehave implementedthisusingTVLA andMONA.

2 Simulation
In this section,we de�ne thenotationused,anddescribethesimulationmethodology
in detail.

2.1 Notation

For any vocabulary ¿, let L (¿) denotea logic with vocabulary ¿. In our examples,
L (¿) is �rst-order logic with transitive closure.We allow arbitrary usesof a binary
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transitive closureoperator, TC; TC u;u 0[' ] denotesthe re�exive, transitive closureof
binary relation ' (u; u0) [8]. We omit the subscriptfrom TC u ; u0 whenever it is clear
from the context. In principle, however, we could useother logics, suchas second-
orderlogic. Let STRUCT[¿] denotethe setof �nite structuresover vocabulary ¿. We
denotethesetof structuresthatsatisfyaclosedformula' by [[' ]] µ STRUCT[¿].

Let Or g be a classof original structures.Let ¿Or g = f Ra1
1 ; : : : Rak

k g be the vo-
cabulary of Or g, wherethearity of the relationsymbolR i is ai . Note that¿Or g may
bearbitrarily rich. Or g is a subsetof STRUCT[¿Or g]. Not all structuresof Or g canbe
simulated.Weassumethattheuserprovidesasimulationinvariant, SI , thatde�nesthe
subclass[[SI]] of Or g to besimulated.SI is aglobalinvariantthatmustholdthroughout
theprogram.

Example1. Let Or g be thesetof forestsof binary trees,representedaslogical struc-
turesover¿Or g = f l2; r 2g wherethetwo binaryrelationsl andr denotepointersto the
left andright subtree.SI , shown in the third columnof Table1, speci�esthat l andr
arepartialfunctions,andforbidsstructureswith sharednodesor cyclescreatedby l and
r pointers.It is clearthatall forestsof binarytreessatisfythis requirement.A structure
in ¿Or g satis�esSI if andonly if it representsa forestof binarytrees.

We use this exampleof binary treesthroughoutthe sectionto demonstrateour
method.We usethenotationTREEf l ; r g (andothersimilar notationin Section2.3),
in thesamemannerasadata-typein aprogramminglanguage,andnotaspeci�c object
of thetreedata-type.

Let Rep be the setof representationstructures,and let D be a decidablelogic over
Rep. Thatis,wehaveanalgorithmthathaltsonall inputsandtellsusfor everyformula
Ã 2 D whetherÃ holdsfor all structuresin Rep.

In our examples,Rep will alwaysbe a setof (�nite) function graphs,i.e., every
vertex hasat most one edgeleaving it. Let ¿R ep denotethe vocabulary of Rep. We
illustrateour methodby �xing D to beMSO-E, which is weakmonadicsecond-order
logic on function graphs.The vocabulary ¿R ep includesone binary relation symbol,
E , which mustbe interpretedby a relationthat is a partial function. Arbitrary unary
relationsymbolsand constantsymbolsmay be included.Reachabilityis expressible
in MSO-Eusingsecond-orderquanti�cation. MSO-Eis decidableby reductionto the
monadicsecond-ordertheoryof oneunaryfunction[11].

In additionto thesimulationinvariant,SI , we assumethattheuserprovidesa rep-
resentationinvariant, RI , thatde�nesthesubclass[[RI ]] of Rep.

2.2 Simulation Methodology

Wede�ne a �rst-order mapping,́ : STRUCT[¿R ep] ! STRUCT[¿Or g].

Definition 1. (First-order mapping ´ ) Let A 2 STRUCT[¿R ep] be a structure with
universe jAj . For each relation symbolR i 2 ¿Or g of arity ai , ´ providesa formula
±[Ri ](v1; : : : va i ) 2 L (¿R ep). Thestructure ´ (A ) has the sameuniverseas A .4 The
relationsymbolRi is interpretedin ´ (A ) asfollows:

R´ (A )
i =

©
he1; : : : ; ea i i 2 jAj a i

¯
¯ A j= ±[Ri ](e1; : : : ; ea i )

ª
:

4 For simplicity, wemakethissame-universeassumptionin thispaper. Actually ®rst-ordermap-
pingsmaychangethesizeof theuniverseby any polynomialfunction[8].
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Example2. The secondcolumnof Table1 lists the ± formulasfor the main original
datastructuresthatwe consider. Therepresentationof theTREEf l ; r g exampleuses
¿R ep = f E 2; L 1; R1g. For example,±[l ](v1; v2) is theformulaE(v2; v1) ^ L (v2). In-
tuitively, the simulationreversesthe l- andr -edges(recordingthemasE-edges),and
markseachnodethatwasa targetof anl-edgeor r -edgewith L or R, respectively.

The �rst-order mappingon structures,́ , de�nes a dual, �rst-order translationon for-
mulasin theoppositedirection,´ : L (¿Or g) ! L (¿R ep).

Definition 2. (First-order translation ´ ) For any formula ' 2 L (¿Or g), ´ (' ) 2
L (¿R ep) is the resultof replacingeach occurrencein ' of R i (t1; : : : ; ta i ), by the for-
mula±[Ri ](t1; : : : ; ta i ).

It follows immediatelythatfor all A 2 STRUCT[¿R ep] and' 2 L (¿Or g),

A j= ´ (' ) , ´ (A ) j= ' : (2)

De�nition 2 andEq. (2) follow from [8, Proposition3.5] which canbeeasilyextended
to handlethetransitive-closureoperatorallowedin L (¿Or g).

SeeFigure1 for asketchof themappinǵ from Repto Or g andthecorresponding
dual´ from L(¿Or g) ! L (¿R ep). To guaranteethatqueriesover theoriginalstructures

SI

Struc[       ]t OrgOrg

RepStruc[       ]

RI

t

f

Rep

h
(f)h

Fig. 1. SI de�nesaclassof structuresthatcanbemappedto Rep.

canbepreciselyansweredin therepresentation,thefollowing restrictionsareimposed
on ´ , SI , andRI .

Definition 3. (Admissibility requirement) Given a �r st-order mapping
´ : STRUCT[¿R ep] ! STRUCT[¿Or g], a simulationinvariantSI such that [[SI ]] µ Or g,
and a representationinvariant RI such that [[RI ]] µ Rep, we saythat h́ ; SI ; RI i is
admissibleif thefollowingpropertieshold:
Well-definedeness of ´ . For all Sr 2 Repsuch thatSr j= RI , ´ (Sr ) j= SI
Ontoness of ´ . For all So 2 Or g such thatSo j= SI , thereexistsa structureSr 2 Rep

such thatSr j= RI and´ (Sr ) = So.

In fact, for all examplesshown in Table1, we do not provide RI explicitly, but
de�ne it to be´ (SI ). Thefollowing lemmaprovidesasuf�cient conditionfor admissi-
bility of h́ ; SI ; ´ (SI )i .

Lemma 1. If for all So 2 Or g such that So j= SI , there existsSr 2 Rep such that
´ (Sr ) = So, thenh́ ; SI ; ´ (SI )i is admissible.

Admissibility guaranteesthateachqueryin theoriginal languageis translatedby ´ to
a query in the representationlanguage,whereit canbe answeredusing the decision
procedure:
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Theorem 1. (Simulation Theorem) Assumethat h́ ; SI ; RI i de�nes an admissible
simulation.Thenfor any' 2 L (¿Or g), SI ) ' holdsin Or g iff RI ) ´ (' ) holdsin
Rep.

Corollary 1. Assumethat (i) h́ ; SI ; RI i de�nesan admissiblesimulation,(ii) for all
' 2 L (¿Or g), RI ) ´ (' ) 2 D, and(iii) D is decidableoverRep. Thenthereexistsan
algorithmthat for any' 2 L (¿Or g), checkswhetherSI ) ' holdsin Or g.

A simpler way to expresscondition (i) is with the equation,[[SI ]] = ´ ([[RI ]]). We
show that condition(i) holds for all examplesin Section2.3. From De�nition 2 and
Eq. (2), it immediatelyfollows that´ (L (¿Or g)) µ L (¿R ep), which in turn is contained
in monadicsecond-orderlogic over onebinary relationE (not necessarilyinterpreted
asa partial function). Becausein all of our examplesRI ensuresthat E is a partial
function, RI ) ´ (L (¿Or g)) is in MSO-E. Thus, condition (ii) holds for all of the
examplesthatweconsider. Thisallowsusto useadecisionprocedurefor MSO-Ein our
examples,to checkvalidity of FO(TC) formulasover [[SI ]]. Insteadof implementinga
decisionprocedurefor MSO-E, wehave implementeda translationof MSO-Eformulas
into WS2S(usingthe simulationmethod,asdescribedin the full paper),andusedan
existingdecisionprocedureMONA [5] for WS2Slogic.

Remark. If the decidablelogic D placesa syntacticrestrictionon formulas,asis the
casefor 98(DTC [E ]) [9], thencondition(ii) of Corollary 1 may not be satis�ed. In
suchcases,it maybepossibleto replacé (De�nition 2) with analgorithm(or a setof
heuristics)thatgeneratesa formulaÃ 2 D that is equivalentto RI ) ´ (' ) over Rep.
Fromourexperience,themaindif�culty is to ensurethat: RI is in D. Thisproblemcan
beaddressedby choosingastrongerrepresentationinvariantRI with [[RI ]] µ [[´ (SI )]],
suchthatRI 2 D, andacorrespondingsimulationinvariantSI 0 (strongerthantheorig-
inal SI ), andproving admissibilitydirectly from De�nition 3, ratherthanby Lemma1.

2.3 Simulating Commonly Used Data Structures

We distinguishbetweenfamilies of datastructuresaccordingto the �eld-pointers in
useandtheir intendedmeaning.[b] Table1 shows the simulation-speci�cde�nitions
requiredfor eachfamily of datastructures:(i) the translation´ ; and(ii) the invariant
SI .

The vocabulary ¿Or g containsbinary predicatesthat represent�eld-pointers and
unarypredicatesthatrepresentpointervariablesandpropertiesof elements.Thenames
of binarypredicatesarespeci�c to eachexample;unarypredicatesareusuallynamed
x, y, pi . A formula in D over the vocabulary ¿R ep canuseall unarypredicatesfrom
¿Or g andadditionalsimulation-speci�cunarypredicates.
SLLf ng A singly linked list, wheren denotesthe �eld-pointer to the next element
in the list. Rep is the setof all function graphsover ¿R ep. The translation´ andthe
mapping´ areidentity functions.Becausen representsa �eld-pointer thatcanpoint to
at mostonememorylocation,SI requiresthat n be interpretedasa partial function.
This simulationinvariantallows us to handleany singly-linked list, including cyclic
and/orsharedlists.
TREEf l; rg Thestandardtreedata-structurewasexplainedearlier.
UBTREEf sg A treewith unboundedbranching,wheres(v1; v2) is a successorrela-
tion: v2 is a successorof v1 in the tree.Rep is thesetof acyclic functiongraphsover
¿R ep. Thesimulationsimply reversestheedges.
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Data Structure Translation (´ ) Simulation Invariant (SI)
SLL f ng n(v1; v2) 7! E (v1; v2) f unc[n]

TREEf l ; r g
l(v1; v2) 7! E (v2; v1) ^ L (v2)
r (v1; v2) 7! E (v2; v1) ^ R(v2)

f unc[l ] ^ f unc[r ]
^ uns[l(v1; v2) _ r (v1; v2)]
^ acyc[l (v1; v2) _ r (v1; v2)]

UB TREEf sg s(v1; v2) 7! E (v2; v1) uns[s] ^ acyc[s]

DLL f f ; bg
f (v1; v2) 7! E (v1; v2)
b(v1; v2) 7! E (v2; v1) ^ B (v1)

8v1; v2 : b(v1; v2) ) f (v2; v1)
^ f unc[f ] ^ f unc[b] ^ uns[f ]

DLL f f ; bg b
pointsto oneof
f p1; : : : ; pk g

f (v1; v2) 7! E (v1; v2)
b(v1; v2) 7! f (v2; v1) ^ B (v1)
_

W
i =1 ;::: ;k pi (v2) ^ Bpi (v1)

8v1; v2 : b(v1; v2) )
(f (v2; v1) _

W
i =1 ;:::;k pi (v2))

^ f unc[f ] ^ f unc[b] ^ uns[f ]
^ uns[b] ^

V
i =1 ;:::;k unique[pi ]

DLL f f ; bg b
de®nedby
' (v1; v2)

f (v1; v2) 7! E (v1; v2)
b(v1; v2) 7! f (v2; v1) ^ B (v1)
_B ' (v1) ^ ' (v1; v2)

8v1; v2 : b(v1; v2) )
(f (v2; v1) _ ' (v1; v2)) ^ f unc[f ]
^ f unc[b] ^ uns[f ] ^ uns[b]

Table 1. Commonlyuseddatastructuresandtheirsimulations.Theformulaf unc[f ] for
some�eld-pointer f is de�nedby 8v; v1; v2 : f (v; v1) ^ f (v; v2) ) v1 = v2; it ensures
thatf is interpretedasa partialfunction;theformulauns[Ã(v1; v2)] for someformula
Ã is de�nedby 8v; v1; v2 : Ã(v1; v) ^ Ã(v2; v) ) v1 = v2; theformulaacyc[Ã(v1; v2)]
for someformulaÃ is de�ned by 8v1; v2 : Ã(v1; v2) ) : TC[Ã](v2; v1). Theformula
unique[p] for someunarypredicatep is de�ned by 8v1; v2 : p(v1) ^ p(v2) ) v1 = v2.

DLLf f ;bg A doubly linked list, wheref and b denotethe forward and backward
�eld-pointers.At thispoint,wereferonly to the�rst simulationof DLL in Table1; the
purposeof othersimulationsis explainedin Section3.4.¿R ep includesonesimulation-
speci�c unarypredicateB . [[RI ]] is thesetof all functiongraphsover ¿R ep suchthata
graphnodelabeledwith B mustnot besharedi.e., it mayhave at mostoneincoming
E-edge.

Thesimulationinvariantensuresthat thebackwardpointercanonly point to its f -
predecessor(if anelementdoesnot have an f -predecessor, its backwardpointermust
beNULL). Thetranslationrepresentsthebinaryrelationb(v1; v2) with aunarypredicate
B (v1), which denotesthepresence(or absence)of thebackwardpointerfrom element
v1.

The full versionof the papercontainsmore complex simulationsof generalized
treesandundirectedgraphs.

3 Applications

In thissection,weprovidemotivationfor potentialapplications.

Meaning of program statements. We assumethat themeaningof every atomicpro-
gramstatementst is expressedasa formula transformer, wpst : L (¿) ! L (¿), which
expressestheweakestpreconditionrequiredfor st to producestructuresthatsatisfya
givenformula; i.e., for every ' 2 L (¿), theinput structurebeforest satis�eswpst (' )
if andonly if theresultantstructureproducedby st satis�es' .
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3.1 Hoare-Style Verification

In Hoare-styleveri�cation, theprogrammerexpressespartial-correctnessrequirements
of the form f pregstf postg, wherepre andpost arelogical formulasin L (¿) thatex-
pressthepre-andpost-conditionof a statementst. To handleloops,it is requiredthat
loop invariantsbeprovided(alsospeci�edaslogical formulasin L (¿)).

In conventionalHoare-styleveri�cation, thepartialcorrectnessof a statementst is
ensuredby thevalidity of theformulapre ) wpst (post). In our approach,thepartial
correctnessof st is ensuredby thevalidity of theformulaSI ^ pre ) wpst (post ^ SI ).
Thepresenceof SI on theleft-handsidecorrespondsto anassumptionthatweareonly
interestedin statesin whichSI holds;thepresenceof SI ontheright-handside—within
the operatorwpst —ensuresthat the executionof st yields a statein which SI again
holds.(Thismeansthattheveri�cation systemwill reportanerrorif executionof st can
causeeitherpost to be violatedor the global invariantSI to be violated.)The partial
correctnessof sequentialcomposition,conditionalstatements,and loop invariantsis
expressedby similarextensionsto thestandardHoare-styleapproach.

3.2 Abstract Interpretation

Theabstract-interpretationtechnique[2] allows conservative automaticveri�cation of
partial correctnessto be conductedby identifying soundover-approximationsto loop
invariants.An iterative computationis carriedout to determineanappropriateabstract
valuefor eachprogrampoint.Theresultateachprogrampoint is anabstractvaluethat
summarizesthesetsof reachableconcretestatesat thatpoint.

In abstractinterpretationwe usuallyassumethatthesetof potentialabstractvalues
forms a lattice A. Also, concretestatescanbe representedas logical structuresover
vocabulary¿. Weintroduceanon-standardrequirementthatall concretestatesmanipu-
latedby a correctprogramsatisfySI . Thus,theabstract-interpretationsystemneedsto
issueawarningif this requirementis violated.Weformalizethis restrictionof concrete
statesto [[SI ]] asfollows:

A concretizationfunction ° : A ! 2[[SI ]] yields the setof concretestatesthat an
abstractelementrepresents.Similarly, theabstractionfunction®: 2[[SI ]] ! A yieldsthe
abstractvaluethat representsa setof concretestates.Thepartialorderon A (denoted
by v ) satis�esa v a0 ( ) ° (a) µ ° (a0).

An elementa 2 A is a lower bound of asetX µ A if, for everyx 2 X , a v x. The
latticeis closedundera meet operator, denotedby u, which yieldsthegreatestlower
boundwith respectto v ; i.e., for every setX µ A, uX is a lower boundof X , andfor
every lower bounda of X , a v uX . Theconcretizationandtheabstractionfunctions
form a Galoisconnectionbetween2[[SI ]] andA; i.e., for all a 2 A andX µ [[SI ]],
®(X ) v a ( ) X µ ° (a). An additionalassumptionthatwe placeon A is that the
concretizationcanbeexpressedin L (¿); i.e., for everya 2 A, thereexistsa formulain
L (¿), denotedby b° (a), thatexactly representsa: s 2 [[b° (a)]] if andonly if s 2 ° (a).
Thetightestover-approximationin A of thesetof concretestatesspeci�edby aformula
' (denotedby b®(' )) canbecomputedby

b®(' ) def= uf aj(SI ^ ' ) ) b° (a)g: (3)

Thefollowing lemmastatesthat b® is indeedthetightestover-approximation:

Lemma 2. For everyformula' , b®(' ) = ®([[' ]]).
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Now considerastatementst andanabstractvaluea thatdenotesthesetof statesbefore
st. First,asin Section3.1,we needto ensurethattheglobalinvariantSI is maintained
by checkingthevalidity of

(SI ^ b° (a)) ) wpst (SI ): (4)

This requirementis non-standardin abstractinterpretation,and re�ects the fact that
statesviolating SI areignored.Thus,theabstract-interpretationsystemneedsto issue
awarningwhenthisconditionis violated.

Wecanalsocomputethe(most-precise)effect in A of astatementst onanabstract
input valuea 2 A asthetightestover-approximationto thestrongestpost-conditionof
st:

best[st](a) def= uf a0j(SI ^ b° (a)) ) wpst (b° (a0) ^ SI )g (5)

Not surprisingly, theformulasfor abstractinterpretationgivenabove aresimilar to the
formulasfor Hoare-styleveri�cation givenin Section3.1.

In certaincircumstances,b° and validity checkers automaticallyyield algorithms
for b®(' ) (Eq. (3)), for checkingthat a statementst maintainsSI (Eq. (4)), and for
the abstractinterpretationof a given statementin the mostpreciseway (Eq. (5)). In
particular, whentheabstractdomainA is a �nite lattice,Eqns.(3), (4), and(5) canbe
usedin abrute-forceway(bygeneratingavalidity queryfor all elementsin thedomain).
For moreelaboratealgorithmsthat handle�nite-height latticesof in�nite cardinality,
thereaderis referredto [12,14].

3.3 Summary

We now summarizethe stepsthat a userof our approachhasto go throughto carry
out a veri�cation. The usermustprovide the inputslisted below. The �rst two inputs
are standardfor many veri�cation methods.The other inputs are interdependent,as
explainedlater.

1. A schemefor encodingthe program's possiblememorycon�gurationsaslogical
structuresover vocabulary¿Or g.

2. A descriptionin L (¿Or g) of theweakestpreconditionfor eachstatement.
3. A decidablelogic D over Rep.
4. The�rst-order mappinǵ .
5. A simulationinvariantSI in L (¿Or g).
6. A representationinvariantRI in D.

Also, theusermustensurethat(i) h́ ; SI ; RI i is admissible,and(ii) theinitial program
statesatis�esSI .

We have implementedour approachaspart of the TVLA system— a parametric
systemfor performingabstractinterpretation.Thesimulationpackage is initialized by
readingthe de�nition of ¿Or g, ¿R ep, SI , andtr in FO(TC) from a �le provided by
theuserof TVLA. Currently, it usesWS2SasD andbinary treesasRep, but it could
easily be con�gured to useother decidablelogics. The packagetakes formula ' 2
FO(TC) andreturnsa translationinto WS2S, computedby substitution.Wehave also
implementeda SymbolicChecker that interfacesto theMONA tool. SymbolicChecker
takesa formula ' 2 WS2S, andcheckswhetherthe formula is valid. We have used
SymbolicChecker to performabstractinterpretationof sampleprograms.
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3.4 An Example of a Simulation Invariant that Supports Low-Level Heap
Mutations

In this section,we show anexampleprogramthattemporarilyviolatesa data-structure
invariant,andshow how to graduallygeneralizethe simulationinvariantto copewith
thelow-level mutationsin thisprogram.

/* dll.h */

enum Color
f RED, BLACKg;

typedef struct node f
struct node *f, *b;
enum Color c;

g *DLL;

/* divide.c */
DLL *dllR, *dllB;
void divide(DLL *x) f

DLL *t;
dllB = dllR = NULL;
while (x ! = null) f

if (x->c == RED) f
x->b = dllR; dllR = x;

g else f
x->b = dllB; dllB = x;

g
x = x->f;

g
if (dllR != NULL) f

while(dllR->b != NULL) f
t = dllR; dllR = dllR->b; dllR->f = t;

g
g
if (dllB != NULL) f

while(dllB->b != NULL) f
t = dllB; dllB = dllB->b; dllB->f = t;

ggg
(a) (b)

Table 2. (a) a datatype of coloreddoubly linked lists: eachlist nodeis marked with
eitherREDor BLACK. (b) aprogramthatdividesacoloreddoublylinkedlist into two
disjoint lists,pointedto by dllR anddllB , eachof whichcontainsnodesof onecolor
only.

Considerthedata-typein Table2(a) thatde�nes a doubly-linked list with anaddi-
tionalbit for eachelement,representedby theunarypredicatesRED(v) andB LAC K (v).
Theprogramdivide(x) in Table2(b) takesasinput a doubly-linked list pointedto
by x thatmaycontainbothredandblackelements.Wecanverify thatthisprogramar-
rangestheelementsreachablefrom x into two disjointdoubly-linkedlistspointedto by
dllR anddllB , eachof which containselementsof only onecolor. To automatically
verify this propertyusingoneof theveri�cation methodsdescribedabove, we needto
provideanappropriatesimulationinvariant.
Basic simulation. The basicsimulationof DLL f f ; bg in Table1 de�nes simulation
invariantSI 1. Considerthestatementx->b = dllR from thedivide(x) program.
The weakestpreconditionof x->b = dllR with the basicsimulationinvariantSI 1

is wp1
def= 8v1; v2 : x(v1) ^ dllR(v2) ) f (v1; v2). If a structuresatis�eswp1, then

the result of applying x->b = dllR satis�es SI 1. However, one of the structures
thatarisesin divide(x) beforethestatementx->b = dllR doesnot satisfywp1.
This meansthat a result of applying this statement,the structureshown on the left
of Fig. 2(b), doesnot satisfySI 1. The reasonis that the backward pointer from the
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secondelementdoesnot point to the predecessorof this element,while SI 1 allows
only mutationsthatresultin a structurewherethebackwardpointeris eitherNULL or
pointsto its f -predecessor. The backward pointerto the elementpointedto by dllR
cannotberecordedusingonly theB (v) predicate,providedby thebasicsimulation.
k-bounded simulation. Thesecondsimulationof DLL f f ; bg in Table1 de�nes sim-
ulationinvariantSI 2. Theweakestpreconditionof x->b = dllR andSI 2 is wp2

def=

Org Rep

(a) GFED@ABCr ed

f

¼¼GFED@ABCblack

f

¼¼

b
YY

GFED@ABCr ed

f

»»

b
YY

GFED@ABCr ed

b
XX

GFED@ABCr ed

E

¼¼GFED@ABCblack

E

¼¼GFED@ABCr ed

E

»»GFED@ABCr ed

B B B

(b) GFED@ABCr ed

f

¼¼GFED@ABCblack

f

¼¼GFED@ABCr ed

f

»»

jj
bb

b

[[
GFED@ABCr ed

b
XX

dl l R

OO

dl l B

OO

x

OO
GFED@ABCr ed

E

¼¼GFED@ABCblack

E

¼¼GFED@ABCr ed

E

»»GFED@ABCr ed

dl l R dl l B B dllR B

(c) GFED@ABCr ed

f

¼¼GFED@ABCblack

f

¼¼GFED@ABCr ed

f

»»

b

\\
GFED@ABCr ed

b
XX

dl l B

OO

dl l R

OO
GFED@ABCr ed

E

¼¼GFED@ABCblack

E

¼¼GFED@ABCr ed

E

¼¼GFED@ABCr ed

B ' B ' ;dl l B B ' B ' ;dl l R

(d) GFED@ABCr ed

f

¿¿GFED@ABCblack GFED@ABCr ed

f

»»

b

\\
GFED@ABCr ed

b
XX

dl l B

OO

dl l R

OO
GFED@ABCr ed

E

¼¼GFED@ABCblack

E

¼¼GFED@ABCr ed

E

¼¼GFED@ABCr ed

dl l B B B ;dl l R

Fig. 2. Examplestructuresproducedby thedivide(x) operationon Red-BlackList
from Table2, areshown on the left. The correspondingrepresentationstructuresare
on the right. (a) initial structureand its basicsimulation;(b) the structureafter two
iterationsof the �rst while loop, and its k-boundedsimulationwith the setof unary
predicatesf dllR; dllB g; the symbol jj on the edgein the Or g structureindicatesthe
edgedeletedby x->b = dllR ; (c) the structureat the endof the �rst loop andits
formula-basedsimulation,asis de�ned in Eq.(6); (d) theresultof divide(x) is two
disjointdoublylinkedlists thatcanberepresentedcorrectlyusingthebasicsimulation.

8v1; v2 : x(v1) ^ dllR(v2) ) f (v1; v2) _ dllR(v2) _ dllB (v2). Wecanshow thatevery
structurethat satis�esSI 2 remainsin SI 2 after x->b = dllR , becauseSI 2 is less
restrictive thanSI 1, i.e., [[SI 1]] µ [[SI 2]]. It allowsmutationsthatredirectthebackward
pointerto anelementpointedto by oneof thevariablesp1; : : : ; pk . Eachpi is unique,
that is, it maypoint to at mostoneelement.The translationrepresentsb(v1; v2) using
unarypredicatesBp1 (v); : : : ; Bpk (v) in additionto B (v). Bpi (v) indicatesthatthereis
a backward pointerfrom the elementv to the elementpointedto by pi . For example,
in divide(x) thesevariablesaredllR anddllB . The representationstructureon
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theright of Fig. 2(b)usespredicateBdl l R to correctlycapturetheresultof thex->b =
dllR operation.

ThesubsequentoperationdllR = x in programdivide(x) movesdllR for-
ward in the list. The weakestpreconditionof dllR = x andSI 2 doesnot hold for
the structurein Fig. 2(b), the statementdllR = x makesthe previous useof B dl l R
unde�ned,andSI 2 enablesthemutationonly for structuresin whichdllR andx point
to the sameelement,or no backward pointer is directedto the elementpointedto by
dllR , exceptmaybethebackwardpointerfrom its f -successor(whichcanbecaptured
by B (v)).
Simulation with b-field defined by a formula ' . Thethird simulationof DLL f f ; bg
in Table1 de�nessimulationinvariantSI 3. SI 3 de�nesthebackwardpointereitherby a
formula ' (v1; v2) 2 MSO-Eor by its predecessor. Thetranslationrepresentsb(v1; v2)
using a unary predicateB ' (v) (in addition to B (v)), to indicatethat the backward
pointerfrom theelementrepresentedby v1 pointsto someelementrepresentedby v2
suchthat' (v1; v2) holds.In theexample,' (v1; v2) is de�ned by

' (v1; v2) def= ' R E D (v1; v2) _ ' B LAC K (v1; v2) (6)

where' c(v1; v2) for c 2 f RED; B LAC K g is de�ned by

' c(v1; v2) def= c(v2) ^ 8v : TC[f ](v2; v) ^ TC[f ](v; v1) ^ (v 6= v2) ^ (v 6= v1) ) : c(v)

It guaranteesthat v1 is the �rst elementof color c reachablefrom v2 usingf -edges.
Thissimulationcancaptureall intermediatestructuresthatmayoccurin divide(x) ,
someof whichareshown in Fig. 2(c).

To summarize,the high-level operationdivide(x) preservesthe data-structure
invariant:if theinput is a doubly-linkedlist thatsatis�esthebasicsimulationinvariant
SI 1 in Table1, thentheresultsatis�esSI 1 aswell. Theproblemis thattheimplemen-
tation of divide(x) performslow-level mutationsthat may temporarilyviolate the
invariant(andrestoreit later).In this case,themutationoperationcannotbesimulated
correctlywith thebasicinvariantSI 1, but only with SI 3.

4 Related Work

4.1 Decidable Logics for Expressing Data-Structure Properties

Two otherdecidablelogicshave beensuccessfullyusedto de�ne propertiesof linked
datastructures:WS2Shasbeenusedin [3,10] to de�ne propertiesof heap-allocated
datastructures,andtoconductHoare-styleveri�cation usingprogrammer-suppliedloop
invariantsin thePALE system[10].

A decidablelogic calledL r (for “logic of reachabilityexpressions”)wasde�ned
in [1]. L r is rich enoughto expresstheshapedescriptorsstudiedin [13] andthepath
matricesintroducedin [4]. Also, in contrastto WS2S, MSO-Eand98(DTC [E ]) [9],
L r candescribecertainfamiliesof arbitrary stores—notjust treesor structureswith
onebinarypredicate.However, theexpressive power of L r is ratherlimited becauseit
doesnot allow propertiesof memorylocationsto bedescribed.For instance,it cannot
expressmany of thefamiliesof structuresthatarecapturedby theshapedescriptorsthat
ariseduring a run of TVLA. L r cannotbe usedto de�ne doubly linked lists because
L r provides no way to specify the existenceof cycles startingat arbitrary memory
locations.
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4.2 Simulating Stores

Theideaof simulatinglow-level mutationsis relatedto representationsimulation(Mil-
ner, 1971)anddata-structurere�nement(Hoare[6]). In [6], thesimulationinvariantis
de�ned over therepresentationstructures;it denotesthesetof representationstructures
for which ´ is well-de�ned. This methodhastheobviousadvantageof specifyingthe
formulasdirectly, without theneedfor translation,whereasour methodrequirestrans-
lation,whichmaynotbede�ned for someformulasandsomelogics.

PALE [10] usesa hard-codedmappingof linked data-structuresinto WS2S, and
usesMONA decisionprocedures.Thesimulationtechniquecanbeusedto extendthe
applicabilityof WS2Sto moregeneralsetsof storesthanthosehandledin [10], for ex-
ample,cyclic sharedsingly-linkedlists,asdescribedin Section2.3,andalsoto simulate
generalizedtreesandundirectedgraphs.

5 Conclusion

In this paper, we have describeda techniquethatcanincreasetheapplicabilityof deci-
sionproceduresto largerclassesof graphstructures.Weallow graphmutationsto bede-
scribedusingarbitrary�rst-order formulasthatcanmodeldeterministicprogramming-
languagestatements,includingdestructive updates.

We have implementedan interfacebetweenTVLA andMONA usingsimulation.
Thisallowsustoapplythesimulationmethodasdescribedin Section3.2,thus,enabling
preciseabstractinterpretation.
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