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This papershavs how to harnesslecisionprocedureso automaticallyverify safety
propertieof imperatize programghatperformdynamicstorageallocationanddestruc-
tive updatingof structure elds. Decidablelogicsthatcanexpressreachabilityproper
ties are usedto statepropertiesof linked datastructureswhile guaranteeinghat the
veri cation methodalways terminates.The main technicalcontrikution is a method
of structuresimulationin which a setof original structuresthat we wish to model,
e.g.,doubly linked lists, nestedinked lists, binary trees,etc., are mappedto a setof
tractablestructureghatcanbereasone@dboutusingdecidabldogics.Decidabldogics
that canexpressreachabilityareratherlimited in the datastructureghatthey candi-
rectly model.For instance pur examplesusethe logic MSO-E which canonly model
function graphs;however, the simulationtechniqueprovidesanindirectway to model
additionaldatastructures.

1 Introduction

In this paper we explore the extentto which decidabldogics canhelp us checkprop-
ertiesof programsthat perform dynamicstorageallocationand destructve updating
of structure elds. Oneof ourkey contritutionsis a methodof structuresimulationin
whichasetof original structureghatwe wishto model,e.g.,doublylinkedlists, nested
linked lists, binary trees,etc.,are mappedto a setof tractablestructureghat canbe
reasoneboutusingdecidabldogics.

1.1 Motivation

Automaticallyproving safetyandlivenesspropertiesof sequentiahndconcurrenfpro-
gramsthat permit dynamicstorageallocationand low-level pointer manipulationss
challenging.Dynamic allocationcauseghe statespaceto be in nite. Also, abstract-
datatypeoperationsare implementedusing loops, procedurecalls, and sequencesf
low-level pointermanipulationsgonsequentlyit is hardto prove thata data-structure
invariantis reestablishedncea sequencef operationss nished [7].

Reachabilityis crucial for reasoningaboutlinked datastructuresFor example,to
verify thata memorycon guration containsno garbageelementsywe mustshav that
every elementis reachablefrom someprogramvariable. Specifyingsuch properties
presentsa challengebecauset requiresa logic with the ability to quantify over un-
boundedesourcesndto expressreachabilityproperties Even simpledecidablerag-
mentsof rst-order logic becomeundecidablewhen reachabilityis added[9]. The
reademaywonderhow undecidabldéogics canbe usefulfor automaticveri cation.
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1.2 An Overview of the Approach

In this section,we illustrate the simulationtechniqueby shaving its applicability to
semi-automati¢ioare-styleveri cation. Thetechniquecanalsobe appliedto improve
theprecisionof operationsisedin abstracinterpretatior{14].

Hoare-style verification: Recallthatin Hoare-styleveri cation, a programmerex-
pressegartial-correctnessequirementf the form f pregstf postg, where pre and
post arelogical formulasthat expressthe pre- and post-conditionof statemenst. To
handleloops, it is necessaryhat loop invariantsbe provided (also speci ed aslogi-
calformulas).Fromtheseannotationsaformula' is generatedgalledtheveri cation
conditionof theprogram;' is valid if andonly if the programis partially correct.

In this paper we allow pre-conditionspost-conditionsandloop invariantsto be
speci edin FO(TC) : rst-order formulaswith transitve closure.Thegeneratederi -
cationconditionis alsoan FO(TC) formula. Thelogic FO(TC) is naturalbecauseét
canexpresspointerdereferencingand dynamiccreationof objectsandthreads How-
ever, validity in this logic is undecidableand thereforethe validity of a programs
veri cation conditioncannotbe checleddirectly.

Restricting the set of reachable program states: To performveri cation automati-
cally, we will restrictthe setof programstatessufciently to make thevalidity problem

for FO(TC) decidableMore precisely for every programandclassof datastructures
of interestwe chooseadesignatedetof structure<, suchthatthe problemof checking
whethera generalFO(TC) formulaholdsfor all structuresn Cis decidableln other

words,we work with FO(TC) formulas,for which thevalidity problemis undecidable
in generalput by restrictingour attentionto the classof structuresn C, we changehe

probleminto onethatis decidable.

Simulation invariants: BecauseCis de ned perclassof datastructuresandper pro-
gram,we cannotassumehatthe setC is de ned a priori. Instead we assumehatthe
classC is alsode nable by an FO(TC) formula,i.e., thereexistsa formula Sl such
thatA 2 Ciff A F Sl. Sl is calledthe simulationinvariant, andis similar to a data-
structureinvariantor a classinvariant. This formula can usually be de ned oncethe
datastructurethatwe wish to modelis known.

Fromalogical perspectie, restrictingattentionto structuressatisfyingSl allowsus
to checkif anFO(TC) property’ holdsin all structuresn C by shaving the validity
of
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First-order reductions: Insteadof implementinga decisionprocedurethat is para-
metricin Sl for validity of formulasof theform Eq. (1), we provide away to translate
theseformulas automaticallyinto anotherdecidablelogic, with an existing decision
procedureWe de ne admissibilityconditionsthatguaranteehatan FO(TC) formula
of theform Eq. (1) is valid if andonly if the correspondindormulain the decidable
logicis valid. Thisallows usto useexisting decisionprocedureso determinghevalid-

ity of veri cation conditions.In the paperwe illustratethe methodusingthedecidable
logic MSO-E i.e.,weakmonadicsecond-ordelogic on functiongraphs FO(TC) for-

mulasover arestrictedsetof graphs—It including possiblycyclic graphsandgraphs
containingnodesthathave in-degreegreatethanone—aretranslatednto MSO-Efor-



mulason functiongraphs This opensup the possibilityto apply MSO-Eto alarger set
of graphs.

Handling low-level mutations: Destructve updatesof pointervaluedstructure elds
might causehesimulationinvariantto beviolated.Thereforetheveri cation condition
mustalsocheckwhetherthesimulationinvariantis maintainedFor example we change
therequiremenfor a statemenfrom f pregstf postg to f pre Sl gstf post”™ Slg. This
guaranteethatthe methodwill never missanerror:it will eitherdetectanerrorin the
speci cation,or aviolation of the simulationinvariantby someoperation.

Even correctprogramscantemporarilyviolate a data-structue invariant Thatis,
aviolation of the data-structurénvariantneednot indicatean error. For example,it is
possibleto rotateanagyclic singly-linkedlist by rst creatingacycle,andlaterbreaking
thecycle. This complicateghetaskof de ning simulationinvariants In particular the
userneedgo allow simulationinvariantSI to belessrestrictve thanthe data-structure
invariantfor thedata-structuref interestStill, we believe thatthisapproacttanhandle
realisticprogramghatmanipulatetheir datastructuresn alimited way, e.g.,whenthe
numberof mutatedpointer elds is limited. The programmercan specifyan Sl that
allows sufcient e xibility, andasserthatthe data-structurénvariantis reestablished
atcertain(“stable”) states.

1.3 Main Results
The contritutionsof this papercanbe summarizedsfollows:

— We statethe preciserequirementghat allow the methodto be appliedto verify
propertieof imperative programswrittenin aprogramminganguagevith pointers
anddestructve updategSection2.2; for proofsseethefull versionof the paper).

— We show that programsthat manipulatecommonlyuseddatastructuressuchas
singly-linked (includingcyclic andshared)ists, doubly-linkedlists, andtreeswith
unboundedranching satisfythe abore requirementgSection2.3). (We notethat
for structureghatarealreadytractable suchassingly linkedlists, simpletreesgetc.,
our methodswork trivially.)

— In Section3.1, we shav how to useour methodfor Hoare-styleveri cation. We
assumehatthe programmespeci esloop invariantsandpre-andpost-conditions
for procedures.

— In Section3.2, we shov how to useour methodfor automaticveri cation using
abstracinterpretationThis eliminategheneedto provide loop invariants but may
only establishwealer safety propertiesthan thoseproved by Hoare-styleveri -
cation. This lls in the missingpiece of the algorithm presentedn [14], which
requiresa decidabldogic to computethe bestabstractransformerautomatically
This allows us to apply the algorithmfrom [14] to imperatve programsthat per
form destructve updatesWe have implementedhis usingTVLA andMONA.

2 Simulation

In this section,we de ne the notationused,and describethe simulationmethodology
in detail.

2.1 Notation

For ary vocahlary ¢, let L(¢) denotea logic with vocahulary ¢. In our examples,
L(¢) is rst-order logic with transitve closure.We allow arbitrary usesof a binary



transitive closureoperatoy TC; TC.uo[' ] denoteshe re exive, transitve closureof
binary relation" (u;u% [8]. We omit the subscriptfrom TC yo wheneer it is clear
from the context. In principle, however, we could use other logics, suchas second-
orderlogic. Let STRUCT][¢] denotethe setof nite structuresover vocalulary ¢,. We
denotethe setof structureghatsatisfya closedformula’ by [' T pu STRUCT[)].

Let Org be a classof original structuresLet ¢org = fR;:::Ri*g be the vo-
catulary of Org, wherethe arity of the relationsymbolR; is &. Notethat ¢org may
bearbitrarily rich. Or g is a subsebf STRUCT[¢o,g]. Not all structuresof Org canbe
simulated We assumehatthe userprovidesa simulationinvariant, Sl , thatde nesthe
subclas§ SI]] of OrgtobesimulatedSI is aglobalinvariantthatmustholdthroughout
theprogram.

Examplel. Let Org bethe setof forestsof binarytrees representeaslogical struc-
turesover éorg = f12;r?gwherethetwo binaryrelationsl andr denotepointersto the
left andright subtree Sl , shawvn in the third columnof Table1, speci esthatl andr
arepartialfunctions,andforbidsstructuresith sharechodesor cyclescreatedy | and
r pointers.t is clearthatall forestsof binarytreessatisfythis requirementA structure
in ¢org Satis esSI if andonly if it representa forestof binarytrees.

We usethis example of binary treesthroughoutthe sectionto demonstrateour
method.We usethe notationTREEfI; rg (andothersimilar notationin Section2.3),
in thesamemannerasadata-typen aprogrammindanguageandnotaspeci ¢ object
of thetreedata-type.

Let Rep be the setof representationstructuresandlet D be a decidablelogic over
Rep. Thatis, we have analgorithmthathaltson all inputsandtells usfor everyformula
A 2 D whetherA holdsfor all structuresn Rep.

In our examples,Rep will alwaysbe a setof ( nite) function graphs,i.e., every
vertex hasat mostone edgeleaving it. Let ¢rep denotethe vocalulary of Rep. We
illustrate our methodby xing D to be MSO-E which is weakmonadicsecond-order
logic on function graphs.The vocatulary ¢rep includesone binary relation symbol,
E, which mustbe interpretedby a relationthatis a partial function. Arbitrary unary
relation symbolsand constantsymbolsmay be included.Reachabilityis expressible
in MSO-Eusingsecond-ordequanti cation. MSO-Eis decidableby reductionto the
monadicsecond-ordetheoryof oneunaryfunction[11].

In additionto the simulationinvariant,SI, we assumehatthe userprovidesarep-
resentatiorinvariant, Rl , thatde nesthesubclasgRI ] of Rep.

2.2 Simulation Methodology
We de ne a rst-order mapping,” : STRUCT[¢rep] ! STRUCT[¢org]-

Definition 1. (First-order mapping ") Let A 2 STRICT[¢rep] be a structue with
univerisejAj . For ead relation symbolR; 2 ¢orq4 Of arity &, ~ providesa formula
HRi](V1;:::Va) 2 L(¢rep)- Thestructue " (A) hasthe sameuniveseasA.* The
relationsymbolR; is interpretedin * (A) asfollows:

“(A) © s A iaca A
R, = hep;iiieqi 2 A% AFE HR(er; i1 ea)

4 For simplicity, we make this same-unierseassumptiorin this paper Actually ®rst-ordemap-
pingsmay changethe sizeof the universeby ary polynomialfunction|[8].



Example2. The secondcolumnof Table 1 lists the + formulasfor the main original

datastructureghat we consider Therepresentationf the TREEfI; rg exampleuses
érep = FEZ; LY R1g. For example,Hl](vy; v2) is theformulaE (vo;vi) A L(vz). In-

tuitively, the simulationreversesthe |- andr-edgegrecordingthemasE -edges)and
markseachnodethatwasatargetof anl-edgeor r-edgewith L or R, respectiely.

The rst-order mappingon structures; , de nes a dual, rst-order translationon for-
mulasin theoppositedirection,” : L (¢org) ! L (¢rep)-

Definition 2. (First-order translation ©) For any formula' 2 L(éorg), (') 2

It followsimmediatelythatfor all A 2 STRUCT[¢rep] and' 2 L(¢org),
AFE“C) . “TWF': 2

De nition 2 andEq. (2) follow from [8, Proposition3.5] which canbe easilyextended
to handlethetransitive-closureoperatorallowedin L (¢or g).

SeeFigurel for asketchof themapping from Repto Or g andthecorresponding
dual” fromL(¢éorg) ! L(¢érep). To guaranteghatqueriesovertheoriginal structures

Struct org |

Org

B=) ] . (@~

Strucftrepl

Fig.1. Sl de nesaclassof structureghatcanbe mappedo Rep.

canbe preciselyansweredn therepresentatiorthe following restrictionsareimposed
on’, Sl,andRlI.

Definition 3. (Admissibility requirement) Given a rst-oder mapping

"1 STRICT[¢rep] ! STRICT[¢o1rg], asimulationinvariantS| sudthat[SI] p Org,

and a representatiorinvariant Rl sud that[RI ] p Rep, wesaythath ; SI; Rl is

admissibldf thefollowing propertieshold:

Well-definedeness of *. Forall S; 2 RepsudthatS, £ RI, " (S;) E SI

Ontoness of *. Forall S, 2 OrgsudthatS, F Sl, thereexistsastructue S, 2 Rep
suhthatS, F Rl and” (S;) = S,.

In fact, for all examplesshavn in Table 1, we do not provide RI explicitly, but
de neit to be (Sl ). Thefollowing lemmaprovidesa sufcient conditionfor admissi-
bility of H ; SI;(SlI)i.

Lemmal. If forall S, 2 Org sudthatS, F Sl, there existsS, 2 Rep sud that
“(Sr) = So, thenh' ; SI;7(SI)i is admissible

Admissibility guaranteeghateachqueryin the original languagés translatecby “ to
a queryin the representatiofranguagewhereit canbe answeredisingthe decision
procedure:



Theorem 1. (Simulation Theorem) Assumethat h ; SI; Rl i de nes an admissible
simulation.Thenfor any' 2 L(¢org), SI') ' holdsin Orgiff Rl ) “(* ) holdsin
Rep.

Corollary 1. Assumehat (i) b ; SI; Rl i de nesan admissiblesimulation,(ii) for all
" 2 L(¢org),Rl') “(") 2 D,and(iii) D is decidableover Rep. Thenthere existsan
algorithmthatfor any' 2 L(¢org), chekswhetherSl') ' holdsin Org.

A simplerway to expresscondition (i) is with the equation,[SI] = " ([RI]). We
shav that condition (i) holdsfor all examplesin Section2.3. From De nition 2 and
Eq.(2), it immediatelyfollowsthat=(L (¢org)) K L(¢érep), Whichin turnis contained
in monadicsecond-ordelogic over onebinaryrelationE (not necessarilynterpreted
asa partial function). Becausean all of our examplesRI| ensureghatE is a partial
function, Rl )  “(L(¢org)) is in MSO-E Thus, condition (ii) holds for all of the
exampleghatwe considerThis allows usto useadecisionprocedurdor MSO-Ein our
examplesto checkvalidity of FO(TC) formulasover[Sl ]. Insteadof implementinga
decisionprocedurdor MSO-E we have implementedatranslationof MSO-Eformulas
into WS2Susingthe simulationmethod,asdescribedn the full paper),andusedan
existing decisionprocedureMONA [5] for WS2Sogic.

Remark. If the decidablelogic D placesa syntacticrestrictionon formulas,asis the
casefor 98(DTC [E]) [9], thencondition(ii) of Corollary 1 may not be satis ed. In
suchcasesit maybe possibleto replace™ (De nition 2) with analgorithm(or a setof
heuristics)thatgenerates formulaA 2 D thatis equivalenttoRl ) “(* ) overRep.
Fromourexperiencethemaindif culty istoensurghat: Rl isin D. Thisproblemcan
beaddressebly choosinga strongerepresentatiomvariantRI with [R1 ] [7(SI)],
suchthatRI 2 D, andacorrespondingimulationinvariantSl °(strongethantheorig-
inal SI), andproving admissibilitydirectly from De nition 3, ratherthanby Lemmal.

2.3 Simulating Commonly Used Data Structures

We distinguishbetweenfamilies of datastructuresaccordingto the eld-pointers in
useandtheir intendedmeaning.[b] Table 1 shavs the simulation-speci cde nitions
requiredfor eachfamily of datastructures{i) the translation™; and (ii) the invariant
SI.

The vocalulary ¢org containsbinary predicateghat representeld-pointers and
unarypredicateshatrepresenpointervariablesandpropertief elementsThenames
of binary predicatesare speci ¢ to eachexample;unarypredicatesare usuallynamed
X, Y, pi. A formulain D over the vocalulary ¢rep canuseall unary predicatesrom
éorg andadditionalsimulation-speci cunarypredicates.

SLLfng A singly linked list, wheren denotesthe eld-pointer to the next element
in the list. Rep is the setof all function graphsover ¢rep. The translation™ andthe
mapping” areidentity functions.Becausen represents. eld-pointer thatcanpointto

at mostone memorylocation, Sl requiresthatn beinterpretedasa partial function.
This simulationinvariantallows us to handleary singly-linked list, including cyclic

and/orsharedists.

TREETf|; rg Thestandardreedata-structurgvasexplainedearlier

UBTREEf sg A treewith unboundedranchingwheres(vi; v,) is asuccessorela-
tion: v, is a successoof v; in thetree.Repis the setof agyclic function graphsover
¢rep- Thesimulationsimply reversesheedges.



Data Structure|Translation () Simulation Invariant (ST)
SLLfng n(vy;vy) 70 E(vy;va) f unc[n]
] A func[l]” funcr]
TREEfl:rg 'r((‘\’ll’_‘\’f)) 77!| EE((‘\’IZ’_‘\’})) N "R((VVZ)) A unsfl(vi:va) 1 (va;vo)]
v > 27 |~ acydl (vi; V2) _ r(va;V2)]
UBTREEfsg |s(vy;Vv2) 7! E(v2;Vv1) uns[s]* acyc[s]
DLLff:bg f(vi;v2) 71 E(va;Vv2) 8v1; V2 i b(vy;va) ) f(vz;vi)
' b(vi;va) 7! E(ve;vi) » B(vy) |Mfunc[f]” func[b]® uns]f]
DLLff;bg b f (v1;V2) 7! E(Vi;v2) Buwivz - Xvajyz) )
ointsto oneof |B(ygs V2) 7! f (v2;v1) » B(v1) (F(Vaiva) _ it e PrV2)
pomisto: Wov2) 1 (V25 N v )1 Afunclf ]4,f uncfb] ~ unsif ]
PLiiiiiPkg = =gk PilV2 pi \V1 Auns[b] A S uniquelpi]
DLLff;bg b |f (vi;v2) 7! E(v1;V2) 8vy; Vo 1 b(vi;V2) )
de®nedby b(vy;vo) 70 f (vo;va) A B(vy) |(F (v2;ve) _ " (vi;v2)) N func[f]
" (V1;V2) _ B (Vi)™ (v V) Afunc[b] A uns[f 1~ uns[b]

Table 1. CommonlyuseddatastructuresndtheirsimulationsTheformulaf uncif ] for
some eld-pointer f isde nedby 8v;vy;vy i f (v;vi) M f(vive) ) Vi = vy it ensures
thatf is interpretecasa partialfunction; theformulauns[A(v1; v»)] for someformula
Alisde nedby 8v;vi; vy : A(vi; V)N A(V2; V) ) Vi = Vs theformulaacyc[A(vy; vo)]
for someformulaA is de ned by 8v1; v, : A(vi; Vo) ) : TC[A](v2;v1). Theformula
unig uefp] for someunarypredicatep is de ned by 8vy; v, : p(vi) » p(v2) ) vi = Va.

DLLf f;bg A doubly linked list, wheref andb denotethe forward and backward
eld-pointers. At this point, wereferonly to the rst simulationof DLL in Tablel; the
purposeof othersimulationsis explainedin Section3.4. ¢rep includesonesimulation-
speci ¢ unarypredicateB . [RI ] is the setof all functiongraphsover ¢rep Suchthata
graphnodelabeledwith B mustnot be shared.e., it may have at mostoneincoming
E-edge.

The simulationinvariantensureghat the backward pointercanonly pointtoits f -
predecessafif anelementdoesnot have anf -predecessoits backward pointermust
beNULL). Thetranslatiorrepresentthebinaryrelationb(vy; v2) with aunarypredicate
B (v1), which denotedhe presencéor absencedf the backward pointerfrom element
V1.

The full versionof the papercontainsmore comple simulationsof generalized
treesandundirectedgraphs.

3 Applications

In this sectionwe provide motivationfor potentialapplications.

Meaning of program statements. We assumehatthe meaningof every atomicpro-
gramstatemenst is expressedisa formulatransformerwpg : L(¢) ! L(¢), which
expresseshe wealestpreconditionrequiredfor st to producestructureghat satisfya
givenformula;i.e.,for every' 2 L(¢), theinputstructurebeforest satis eswpg: (" )
if andonly if theresultantstructureproducedy st satis es' .



3.1 Hoare-Style Verification

In Hoare-styleveri cation, the programmeexpressepartial-correctnesgequirements
of the form f pregstf postg, wherepre andpost arelogical formulasin L (¢) thatex-
pressthe pre-andpost-conditiorof a statemenst. To handleloops, it is requiredthat
loop invariantsbe provided (alsospeci ed aslogical formulasin L (¢)).

In conventionalHoare-styleveri cation, the partial correctnessf a statemenst is
ensuredy thevalidity of theformulapre ) wpg (post). In our approachthe partial
correctnessf st is ensuredy thevalidity of theformulaSI ~ pre) wps; (post” Sl).
Thepresenc®f S| ontheleft-handsidecorrespondso anassumptiothatwe areonly
interestedn statesn which Sl holds;thepresencef S| ontheright-handside—uwithin
the operatorwps —ensureghat the executionof st yields a statein which SI again
holds.(Thismeanghattheveri cation systemwill reportanerrorif executionof st can
causeeitherpost to be violated or the global invariant Sl to be violated.) The partial
correctnes®f sequentiacomposition,conditional statementsand loop invariantsis
expressedy similar extensiongo the standardHoare-styleapproach.

3.2 Abstract Interpretation

The abstract-interpretatiotechnique[2] allows conserative automaticveri cation of
partial correctnesso be conductedby identifying soundover-approximationgo loop
invariants.An iteratve computations carriedout to determineanappropriateabstract
valuefor eachprogrampoint. Theresultat eachprogrampointis anabstracwaluethat
summarizeshe setsof reachableoncretestatesat thatpoint.

In abstracinterpretatiorwe usuallyassumehatthe setof potentialabstractvalues
forms a lattice A. Also, concretestatescan be representeés logical structuresover
vocahulary ¢. We introducea non-standardequirementhatall concretestatesmanipu-
latedby a correctprogramsatisfySl . Thus,theabstract-interpretatiosystemneedgo
issueawarningif thisrequirements violated.We formalizethis restrictionof concrete
statego [SI ] asfollows:

A concretizatiorfunction® : A ! 2[8'] yields the setof concretestatesthat an
abstracelementepresentsSimilarly, theabstractiorfunction®: 2IS'1 1 A yieldsthe
abstractvaluethatrepresents setof concretestatesThe partial orderon A (denoted
byv)satisesav a () °(a)p °(a%.

Anelementa 2 A isalower bound of asetX p A if, foreveryx 2 X,av x.The
lattice is closedundera meet operator, denotedby u, which yieldsthe greatestower
boundwith respectov ; i.e.,for everysetX p A, uX isalowerboundof X , andfor
every lower bounda of X, a v uX. Theconcretizatiorandthe abstractiorfunctions
form a Galois connectionbetween2IS'l andA; i.e., for alla 2 A andX p [SI],
®&X)v a () X u °(a).An additionalassumptiorthatwe placeon A is thatthe
concretizatiorcanbeexpressedn L (¢); i.e.,for everya 2 A, thereexistsaformulain
L (¢), denotedby b(a), thatexactly represents: s 2 [b(a)] if andonly if s 2 °(a).
Thetightestover-approximatiorin A of thesetof concretestatesspeci edby aformula
' (denotedby ®(' )) canbe computedy

®(' ) = ufaj(SI~ ")) b(a)g: 3)
Thefollowing lemmastateghat® is indeedthetightestover-approximation:

Lemma 2. For everyformula' ,®(" ) = &[' ]).



Now considera statemenst andanabstracivaluea thatdenoteshe setof statesbefore
st. First,asin Section3.1,we needto ensurehatthe globalinvariantSI is maintained
by checkingthe validity of

(SI " b(@)) wpst(SI): 4)

This requirementis non-standardn abstractinterpretation,and re ects the fact that
statesviolating SI areignored.Thus,the abstract-interpretatiosystemneedso issue
awarningwhenthis conditionis violated.

We canalsocomputethe (most-precisegffectin A of astatemenst onanabstract
inputvaluea 2 A asthetightestover-approximatiorto the strongespost-conditiorof
st:

bes{st](a) =' uf aJ(SI ~ b(a)) ) wps(b(a) * Sl)g ®)
Not surprisingly the formulasfor abstracinterpretatiorgiven above aresimilar to the
formulasfor Hoare-styleveri cation givenin Section3.1.

In certaincircumstancesh and validity checlers automaticallyyield algorithms
for ®(' ) (Eq. (3)), for checkingthat a statementt maintainsSI (Eq. (4)), andfor
the abstractinterpretationof a given statemenin the mostpreciseway (Eg. (5)). In
particular whenthe abstractdomainA is a nite lattice, Eqns.(3), (4), and(5) canbe
usedn abrute-forcewvay (by generatingvalidity queryfor all elementsn thedomain).
For more elaboratealgorithmsthat handle nite-height latticesof in nite cardinality
thereadeiis referredto [12, 14].

3.3 Summary

We nowv summarizethe stepsthat a userof our approachhasto go throughto carry
out a veri cation. The usermustprovide the inputslisted belov. The rst two inputs
are standardfor mary veri cation methods.The otherinputs are interdependentas
explainedlater.

1. A schemédor encodingthe programs possiblememorycon gurationsaslogical
structuresover vocakulary ¢org.

. A descriptionin L (¢org) of thewealestpreconditiorfor eachstatement.
. A decidabldogic D overRep.

. The rst-order mapping’ .

. A simulationinvariantSI in L (¢org).

6. A representatiomvariantRIl in D.

a b wN

Also, theusermustensurehat(i) b ; SI; Rl i is admissibleand(ii) theinitial program
statesatis esSl.

We have implementedour approachas part of the TVLA system— a parametric
systemfor performingabstracinterpretation.The simulationpadage is initialized by
readingthe de nition of ¢og, érep, SI, andtr in FO(TC) from a le provided by
theuserof TVLA. Currently it useswS2SasD andbinarytreesasRep, but it could
easily be con gured to useother decidablelogics. The packagetakes formula' 2
FO(TC) andreturnsatranslationinto WS2S, computecdby substitution We have also
implementeda SymbolicChder thatinterfacesto the MONA tool. SymbolicCheckr
takesaformula' 2 WS2S, andcheckswhetherthe formulais valid. We have used
SymbolicCheckrto performabstracinterpretatiorof sampleprograms.



3.4 An Example of a Simulation Invariant that Supports Low-Level Heap

Mutations

In this section,we shav anexampleprogramthattemporarilyviolatesa data-structure
invariant,andshav how to graduallygeneralizethe simulationinvariantto copewith

thelow-level mutationsin this program.

f* di.h ¥/ /* divide.c */
DLL *dlR,  *dlIB;
enum Color void divide(DLL  *x) f
f RED, BLACK; DLL *t;
diB = dlIR = NULL;
typedef struct node f while  (x !'= null) f
struct  node *f, *b; if (x->c == RED) f
enum Color c; x->b = dIR; dIR =
g *DLL; g else f
x->b = diB; diB =
g
X = x->f;
g
if (IR != NULL) f
while(dlIR->b I= NULL) f
t = dIR; dIR = dlIR->b; dirR->f =1
9
g
if (dliB != NULL) f
while(dlIB->b I= NULL) f
t = diB; diB = diB->b; dlIB->f =t
999
(@) (b)

Table 2. (a) a datatype of coloreddoubly linked lists: eachlist nodeis marked with
eitherRED or BLACK. (b) aprogramthatdividesa coloreddoublylinkedlist into two
disjointlists, pointedto by dIIR anddlIB , eachof which containsnodesof onecolor
only.

Considerthe data-typein Table2(a)thatde nesadoubly-linked list with anaddi-
tionalbit for eachelementrepresentetly theunarypredicate RRE D (v) andB LAC K (v).
The programdivide(x) in Table2(b) takesasinput a doubly-linked list pointedto
by x thatmay containbothredandblack elementsWe canverify thatthis programar
rangeghe elementseachabldérom x into two disjointdoubly-linkedlists pointedto by
diIR anddllB , eachof which containselementf only onecolor. To automatically
verify this propertyusingoneof theveri cation methodsdescribedabore, we needto
provide anappropriatesimulationinvariant.

Basic simulation. The basicsimulationof DLL ff;bg in Table 1 de nes simulation
invariantSl ;. Consideithestatemenk->b = dlIR fromthedivide(x) program.
The wealestpreconditionof x->b = dIIR with the basicsimulationinvariantSI 1
iswpy £ 8vi;vo : x(va) A dIIR(V2) ) f (vi;Va). If astructuresatis eswpy, then
the resultof applyingx->b = dIIR satis es Sl ;. However, one of the structures
thatarisesin divide(x) beforethestatemenk->b = dIIR doesnotsatisfywp;.
This meansthat a result of applying this statementthe structureshavn on the left
of Fig. 2(b), doesnot satisfy Sl 1. The reasonis that the backward pointer from the
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secondelementdoesnot point to the predecessoof this element,while Sl ; allows
only mutationsthatresultin a structurewherethe backward pointeris eitherNULL or
pointsto its f -predecessoil he backward pointerto the elementpointedto by dIIR
cannotberecordedusingonly the B (v) predicateprovidedby thebasicsimulation.
k-bounded simulation. The secondsimulationof DLL ff; bg in Table1 de nessim-

ulationinvariantSl ,. Thewealestpreconditionof x->b = dIIR andSl, iswp, £
Org Rep

o GHAEBRERERHEAEREREEH 0

diR

diiB B air

b
diIR diiB X

Fig. 2. Examplestructuregproduceddy the divide(x) operationon Red-BlackList
from Table 2, are showvn on the left. The correspondingepresentatiostructuresare
on the right. (a) initial structureandits basicsimulation;(b) the structureafter two
iterationsof the rst while loop, andits k-boundedsimulationwith the setof unary
predicated dIIR; dlIB g; the symboljj onthe edgein the Org structureindicatesthe
edgedeletedby x->b = dIIR ; (c) the structureat the end of the rst loop andits
formula-basedimulation,asis de nedin Eq. (6); (d) theresultof divide(x) is two
disjointdoublylinkedlists thatcanberepresentedorrectlyusingthe basicsimulation.

8vy; vy i x(v) N dIIR(v2) ) f(vi;ve) _dIIR(v,) _dlIB(v2). Wecanshow thatevery
structurethat satis es Sl» remainsin Sl, afterx->b = dIIR , becausesl, is less
restrictvethanSl ,, i.e.,[SI1] p [SI2]. It allows mutationghatredirectthe backward

a backward pointerfrom the elementv to the elementpointedto by p;. For example,
in divide(x) thesevariablesaredIllR anddlIB . Therepresentatiostructureon
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theright of Fig. 2(b) usegpredicateB g g to correctlycapturetheresultof thex->b =
dlIR operation.

The subsequenvperationdllR = x in programdivide(x) movesdIR for-

ward in the list. The wealestpreconditionof dlIR = x andSl, doesnot hold for
the structurein Fig. 2(b), the statementllR = x makesthe previous useof B g r
unde ned,andSl , enableghemutationonly for structuresn whichdllR andx point
to the sameelement,or no backward pointeris directedto the elementpointedto by
dlIR , exceptmaybethebackwardpointerfrom its f -successofwhich canbe captured
by B (V)).
Simulation with b-field defined by a formula ' . Thethird simulationof DLL ff ; bg
in Table1 de nessimulationinvariantSl 3. Sl 3 de nesthebackwardpointereitherby a
formula' (vi;v2) 2 MSO-Eor by its predecessom hetranslationrepresent®(vy; v,)
using a unary predicateB: (v) (in additionto B(V)), to indicatethat the backward
pointerfrom the elementrepresentedy v; pointsto someelementrepresentedy v,
suchthat' (vi;Vv2) holds.In theexample, (v1;V,) is de ned by

Y (viv2) £ Rep (Vi V2) _ ' iac k (Vi) V2) (6)

where' ¢(v1;Vv;) forc2 fRED;BLAC K gis de ned by
" o(ViiVa) £ e(va) N 8V i TCf J(Vo; VA TCIF(V; V)N (VE Vo)A (VB vi)) :c(V)

It guaranteeshatv; is the rst elementof color ¢ reachabldrom v, usingf -edges.
This simulationcancaptureall intermediatestructuregshatmayoccurin divide(x)
someof whichareshavn in Fig. 2(c).

To summarizethe high-level operationdivide(x) preseresthe data-structure
invariant:if theinputis a doubly-linkedlist thatsatis esthe basicsimulationinvariant
Sl in Tablel, thentheresultsatis esSl; aswell. The problemis thattheimplemen-
tation of divide(x) performslow-level mutationsthat may temporarilyviolate the
invariant(andrestoreit later).In this case the mutationoperationcannotbe simulated
correctlywith the basicinvariantSl 1, but only with Sl 3.

4 Related Work

4.1 Decidable Logics for Expressing Data-Structure Properties

Two otherdecidabldogics have beensuccessfullyusedto de ne propertiesof linked
datastructuresWS2Shasbeenusedin [3, 10] to de ne propertiesof heap-allocated
datastructuresandto conductHoare-styleveri cation usingprogrammeisuppliedoop
invariantsin the PALE system10].

A decidabléelogic calledL, (for “logic of reachabilityexpressions”wasde ned
in [1]. L, is rich enoughto expressthe shapedescriptorsstudiedin [13] andthe path
matricesintroducedin [4]. Also, in contrastto WS2$SMSO-Eand98(DTC [E]) [9],
L, candescribecertainfamiliesof arbitrary stores—nofust treesor structureswith
onebinary predicate However, the expressie power of L, is ratherlimited becauset
doesnot allow propertiesof memorylocationsto be describedFor instancejt cannot
expresamary of thefamiliesof structureshatarecapturedy theshapedescriptorghat
ariseduringarun of TVLA. L, cannotbe usedto de ne doubly linked lists because
L, provides no way to specify the existenceof cycles startingat arbitrary memory
locations.
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4.2 Simulating Stores

Theideaof simulatinglow-level mutationds relatedto representatiosimulation(Mil-
ner, 1971)anddata-structuree nement(Hoare[6]). In [6], the simulationinvariantis
de ned overtherepresentatiostructuresit denoteghe setof representatiostructures
for which” is well-de ned. This methodhasthe obvious advantageof specifyingthe
formulasdirectly, without the needfor translationwhereasour methodrequirestrans-
lation, which maynotbede ned for someformulasandsomelogics.

PALE [10] usesa hard-codednappingof linked data-structureinto WS2$ and
usesMONA decisionproceduresThe simulationtechniquecanbe usedto extendthe
applicability of WS230 moregeneraketsof storesthanthosehandledin [10], for ex-
ample cyclic sharedsingly-linkedlists,asdescribedn Section2.3,andalsoto simulate
generalizedreesandundirectedgraphs.

5 Conclusion

In this paperwe have describeda techniquethatcanincreasdahe applicability of deci-
sionprocedureso largerclasse®f graphstructuresWe allow graphmutationgto bede-
scribedusingarbitrary rst-order formulasthatcanmodeldeterministigprogramming-
languagestatementdncluding destructve updates.

We have implementecdan interfacebetweenTVLA and MONA using simulation.
Thisallowsusto applythesimulationmethodasdescribedn Section3.2,thus,enabling
preciseabstracinterpretation.
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