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Ov erview. This lecture lo oks at routing issues in the In ternet at large, fo cusing on ho w In ternet

Service Pro viders exc hange routes with eac h other. W e lo ok at p eering and transit relationships

b et w een pro viders and discuss BGP4, the curren t wide-area In ternet routing proto col.

These notes w ere originally prepared for 6.829 Computer Net w orks in F all 2001. They ha v e b een

sligh tly revised for 6.033 Computer Systems Engineering in Spring 2002.

1 In tro duction

This goal of this lecture is to giv e y ou a go o d sense of the realit y of wide-area In ternet routing. W e

will lo ok at ho w In ternet Service Pro viders exc hange routing information (and pac k ets) b et w een

eac h other, and ho w the w a y in whic h they buy service from and sell service to eac h other and their

customers in
uences the tec hnical researc h agenda of In ternet routing in the real-w orld.

An abstract, highly idealized view of the In ternet is sho wn in Figure 1, where end-hosts ho ok up

to routers, whic h ho ok up with other routers to form a nice connected graph of essen tially \p eer"

routers that co op erate nicely using routing proto cols that exc hange \shortest-path" or similar

information and pro vide global connectivit y . The same view p osits that the graph induced b y the

routers and their links has a large amoun t of redundancy and the In ternet's routing algorithms are

designed to rapidly detect faults and problems in the routing substrate and route around them.

Some w ould ev en p osit that the same routing proto cols to da y p erform load-sensitiv e routing to

dynamically shed load a w a y from congested paths on to less-loaded paths.

While at a high-enough lev el there are some v ague elemen ts of truth in the ab o v e description, this

abstraction is actually quite misleading. It's actually a m yth, or p erhaps wishful thinking, that

m uc h of this happ ens! The real story of the In ternet routing infrastructure is that the In ternet

service is pro vided b y a large n um b er of commercial en terprises, generally in comp etition with eac h

other. Co op eration, required for global connectivit y , is generally at o dds with the need to b e a

pro�table commercial en terprise, whic h often o ccurs at the exp ense of one's comp etitors|the same

p eople with whom one needs to co op erate. Ho w this is ac hiev ed in practice (although there's lots

of ro om for impro v emen t), and ho w w e migh t impro v e things, is an in teresting and rev ealing study

of ho w go o d tec hnical researc h can b e shap ed and c hallenged b y commercial realities.

A second pass at dev eloping a go o d picture of the In ternet routing substrate is sho wn in Figure 2,

whic h depicts a group of In ternet Service Pro viders (ISP's) someho w co op erating to pro vide global

connectivit y to end-customers. This picture is closer to the truth, but the main thing it's missing

is that not all ISP's are created equal. Some are bigger and more \connected" than others, and

still others ha v e global reac habilit y in their routing tables. There are names giv en to these \small,"

\large," and \really h uge" ISP's: Tier-3 ISP's are ones that ha v e a small n um b er of usually lo calized

(in geograph y) end-customers; Tier-2 ISP's generally ha v e regional scop e ( e.g., state-wide, region-

wide, or non-US coun try-wide), while Tier-1 ISP's , of whic h there are a handful, ha v e global scop e
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in the sense that their routing tables actually ha v e routes to all curren tly reac hable In ternet pre�xes

( i.e., they ha v e no default routes). This organization is sho wn in Figure 3.

The curren t wide-area routing proto col, whic h exc hanges r e achability information ab out routeable

IP-address pre�xes b et w een routers at the b oundary b et w een ISP's, is BGP-4 (for \Border Gatew a y

Proto col, V ersion 4"). More precisely , the wide-area routing arc hitecture is divided in to autonomous

systems (AS's) that exc hange reac habilit y information. An AS is o wned and administered b y a single

commercial en tit y , and implemen ts some set of p olicies in deciding ho w to route its pac k ets to the

rest of the In ternet, and ho w to exp ort its routes (its o wn, those of its customers, and other routes it

ma y ha v e learned from other AS's) to other AS's. Eac h AS is iden ti�ed b y a unique 16-bit n um b er.

Within an AS, an en tirely di�eren t routing proto col op erates. These routing proto cols are called

Interior Gateway Pr oto c ols , or IGP's, and include proto cols lik e RIP , OSPF, IS-IS, and IGRP .

(This mak es proto cols lik e BGP-4 \Exterior Gatew a y Proto cols" or EGP's.) The k ey di�erence

b et w een BGP-4 and IGPs is that the former is concerned with pro viding r e achability information

and facilitating r outing p olicy implemen tation, in a sc alable manner, whereas the latter are t ypically

concerned with optimizing a path metric. Scalabilit y is t ypically not a ma jor concern in the design

of IGP's (or at least, it's safe to sa y that all kno wn IGP's don't scale as w ell as BGP-4 do es).

The rest of this lecture is in t w o parts: �rst, w e will lo ok at in ter-AS relationships (transit and

p eering); then, w e will study some salien t features of BGP-4. W e don't ha v e time to surv ey IGP's

in this lecture, but y ou should b e familiar with the more w ell-kno wn ones lik e RIP and OSPF (or

at least with distance-v ector and link-state proto cols). T o learn more ab out IGP's if y ou're not

familiar with them, read a standard net w orking textb o ok ( e.g., P eterson & Da vie, Kurose & Ross,

T anen baum) or a b o ok on routing proto cols ( e.g., Huitema).

2 In ter-AS Relationships: T ransit and P eering

Consider the picture sho wn in Figure 4. It sho ws an ISP , with AS n um b er X , directly connected

to a pr ovider (from whom it buys In ternet service) and a few customers (to whom it sells In ternet

service). In addition, the �gure sho ws t w o other ISP's to whom it is directly connected, with whom

X exc hanges routing information via BGP .

There are t w o prev alen t forms of AS-AS in terconnection. The �rst form is tr ansit , wherein one

ISP (the \pro vider" P in Figure 4) pro vides access to all (or most) destinations in its routing

tables. T ransit almost alw a ys is meaningful in an in ter-AS relationship where �nancial settlemen t

is in v olv ed; the pro vider c harges its customers for In ternet access, in return for forw arding pac k ets

on b ehalf of customers to destinations (and in the opp osite direction in man y cases). Another

example of a transit relationship in Figure 4 is b et w een X and its customers (the C

i

's).

The second prev alen t form is called p e ering . Here, t w o AS's (t ypically ISP's) pro vide m utual access

to a subset of eac h others' routing tables. The subset of in terest here is their o wn transit customers

(and the ISP's o wn in ternal addresses). Lik e transit, p eering is a business deal, but it ma y not

in v olv e �nancial settlemen t. While paid p eering is not unheard of, in man y cases they are recipro cal

agreemen ts. As long as the tra�c ratio b et w een the concerned AS's is not highly asymmetric ( e.g.,

4:1 is a commonly b eliev ed and quoted ratio), there's usually no �nancial settlemen t. P eering

deals are almost alw a ys under ND A and held quite con�den tial. (P aid p eering arrangemen ts are

apparen tly common in some parts of the w orld; Norton men tions some examples.)
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Figure 1: This is a rather misleading abstraction of the In ternet routing la y er.
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Figure 2: The In ternet is actually comp osed of man y comp eting In ternet Service Pro viders (ISP's)

that co op erate to pro vide global connectivit y . This picture suggests that all ISP's are \equal,"

whic h isn't actually true.

2.1 P eering v. T ransit

A k ey p oin t to note ab out p eering relationships is that they are often b et w een business comp etitors.

The common reason for p eering is the observ ation b y eac h part y that a non-trivial fraction of the

tra�c emanating from eac h one is destined for the other's direct transit customers. Of course, the

b est thing for eac h of the ISP's to try to do w ould b e to w ean a w a y the other's customers, but this

ma y b e hard to do. The next b est thing, whic h w ould b e in their m utual in terest, w ould b e to a v oid

pa ying transit costs to their resp ectiv e pro viders, but instead set up a transit-free link b et w een eac h

other to forw ard pac k ets for their direct customers. In addition, this has the adv an tage that this

more direct path w ould lead to b etter end-to-end p erformance (in terms of latency , pac k et loss rate,

and throughput) for their customers. It's also w orth noticing that a Tier1 ISP usually will �nd it

essen tial to b e in v olv ed in p eering relationships with other ISP's (esp ecially other Tier1 ISP's) to

obtain global routing information in a default-free manner.
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Figure 3: A more accurate picture of the wide-area In ternet routing infrastructure, with v arious

t yp es of ISP's de�ned b y their resp ectiv e reac h. Tier-1 ISP's ha v e \default-free" routing tables (i.e.,

they don't ha v e an y default routes), and t ypically ha v e global reac habilit y information. There are

a handful of these to da y (ab out �v e or so).

Balancing these p oten tial b ene�ts are some forces against p eering. T ransit relationships generate

rev en ue; p eering relationships usually don't. P eering relationships t ypically need to b e renegotiated

often, and asymmetric tra�c ratios require care to handle in a w a y that's m utually satisfactory .

Ab o v e all, these relationships are often b et w een comp etitors vying for the same customer base.

2.2 Exp orting Routes: Route Filtering

Eac h AS (ISP) needs to mak e decisions on whic h routes to exp ort to its neigh b oring ISP's using

BGP . The reason for this is that no ISP w an ts to act as transit for pac k ets that it isn't someho w

making money on. Observ e that in general pac k ets 
o w in the opp osite direction to the (b est)

route adv ertisemen t for an y destination, whic h means that an AS should b e careful of what routes

it adv ertises. An adv ertisemen t for an y destination means that some other AS that hears the

adv ertisemen t ma y b eliev e that the place where the adv ertisemen t came from is a go o d place to

send pac k ets for an y destination corresp onding to the adv ertisemen t.

T ransit customer routes. T o an ISP , its customer routes are lik ely the most imp ortan t, since

the view it pro vides to its customers is the sense that al l p oten tial senders in the In ternet can reac h

them. This means that it is in the ISP's in terest to adv ertise routes to its transit customers to as

man y other connected AS's as p ossible.

T ransit pro vider routes. Do es an ISP w an t to pro vide tr ansit to the routes exp orted b y its

pro vider to it? Most lik ely not, since the ISP isn't making an y money on pro viding suc h transit

facilities. An example of this is sho wn in Figure 4, where C

0

P

is a customer of P , and P has exp orted

a route to C

0

P

to X . It isn't in X 's in terest to adv ertise this route to ev ery one, e.g., to other ISP's

with whom X has a p eering relationship. An imp ortan t exception to this, of course, is X 's transit
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Figure 4: In ter-AS relationships; transit and p eering.

customers who are pa ying X for service|the service X pro vides its customers C

i

's is that they can

reac h an y lo cation on the In ternet via X , so it mak es sense for X to exp ort as man y routes to X

as p ossible.

P eer routes. It usually mak es sense for an ISP to exp ort only selected routes from its routing tables

to other p eering ISP's. It ob viously mak es sense to exp ort routes to all of ones transit customers.

It also mak es sense to exp ort routes to addresses within an ISP . Ho w ev er, it do es not mak e sense

to exp ort an ISP's transit pro vider routes to other p eering ISP's, since that ma y cause a p eering

ISP to use the adv ertising ISP to reac h a destination adv ertised b y a transit pro vider. This w ould

exp end ISP resources but not cause an y money to reac h it.

The same situation applies to routes learned from other p eering relationships. Consider ISP Z in

Figure 4, with its o wn transit customers. It do esn't mak e sense for X to adv ertise routes to Z 's

customers to another p eering ISP ( Y ), since X do esn't mak e an y money on Y using X to get

pac k ets to Z 's customers!

These argumen ts sho w that most ISP's end up pro viding sele ctive tr ansit : t ypically full transit capa-

bilities for their o wn transit customers in b oth directions; some transit (b et w een m utual customers)

in a p eering relationship; and transit only for one's transit customers (and ISP-in ternal addresses)

to one's pro viders.

The discussion so far ma y mak e it sound lik e BGP is the only w a y in whic h to exc hange reac habilit y

information b et w een an ISP and its customers or b et w een t w o AS's. This is not true|a large fraction

of end-customers (t ypically customers who don't pro vide large amoun ts of further transit and/or

aren't ISP's) do not run BGP sessions with their pro viders. This is b ecause BGP is complicated to

con�gure, administer, and manage, and isn't v ery useful if the set of addresses in the customer is

relativ ely unc hanging. These customers in teract with their pro viders via static r outes. These routes

are usually man ually con�gured. Of course, information ab out customer address blo c ks will in

general b e exc hanged b y a pro vider using BGP to other AS's (ISP's) to ac hiev e global reac habilit y

to the customer premises.
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2.3 Imp orting Routes

The previous section describ ed the issues considered b y an AS (sp eci�cally , routers in an AS in v olv ed

in BGP sessions with routers in other AS's) while deciding whic h routes to exp ort. In a similar

manner, when a router hears man y p ossible routes to a destination net w ork, it needs to decide

whic h route to install in its forw arding tables.

This is a fairly in v olv ed pro cess in BGP and requires a consideration of sev eral attributes of the

adv ertised routes. A t this stage, w e consider only one of the man y things that a router needs to

consider, but it's the most imp ortan t consideration. It has to do with who adv ertised the route.

T ypically , when a router ( e.g., X in Figure 4) hears adv ertisemen ts to its transit customers from

other AS's ( e.g., b ecause the customer is m ulti-homed), it needs to ensure that pac k ets to the

customer do not tra v erse additional AS's unnecessarily . This usually means that customer routes are

prioritized o v er routes to the same net w ork adv ertised b y pro viders or p eers. Second, p eer routes are

lik ely more preferable to pro vider routes, since the purp ose of p eering w as to exc hange reac habilit y

information ab out m utual transit customers. These t w o observ ations imply that t ypically routes

are imp orted in the follo wing priorit y order:

customer > peer > pr ov ider

This rule (and man y others lik e it) can b e implemen ted in BGP using a sp ecial attribute that's

lo cally main tained b y routers in an AS, called the LOCAL PREF attribute. The �rst rule in route

selection with BGP is to pic k a route based on this attribute. It is only if this attribute is not set

for a route, are other attributes of a route ev en considered. This do esn't imply , ho w ev er, that most

routes in practice are selected using the LOCAL PREF attribute; other attributes lik e the length of

the AS path tend to b e quite common.

3 BGP-4

W e no w turn to ho w reac habilit y information is exc hanged using BGP-4, and ho w routing p olicies

lik e the ones explained in the previous section can b e expressed and enforced.

The design of BGP , and its curren t v ersion (4), w as motiv ated b y three imp ortan t needs:

1. Scalabilit y . The division of the In ternet in to separate routing domains, called autonomous

systems (AS's), under indep enden t administration, w as done while the bac kb one of the then

In ternet w as under the administration of the NSFNet. An imp ortan t requiremen t for BGP

w as to ensure that the In ternet routing infrastructure remained scalable as the n um b er of

connected net w orks increased.

2. P olicy . The abilit y for eac h AS to implemen t and enforce v arious forms of routing p olicy w as

an imp ortan t design goal. One of the consequences of this w as the dev elopmen t of the BGP

attribute structure for route announcemen ts, and allo wing route �ltering.

3. Co op eration under comp etitiv e circumstances. BGP w as designed in large part to handle the

transition from the NSFNet to a situation where the \bac kb one" In ternet infrastructure w ould

no longer b e run b y a single administrativ e en tit y . Rather, routing in the In ternet w ould b e

handled b y a large n um b er of m utually comp eting ISP's, who w ould (lo osely) co op erate to

pro vide global connectivit y . This implies that the routing proto col should allo w AS's to mak e

purely lo cal decisions on ho w to route pac k ets, from among an y set of c hoices.
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In the old NSFNET, the bac kb one routers exc hanged routing information o v er a tree top ology ,

using a routing proto col called EGP . (While the mo dern use of the term EGP is to think of it as a

family of exterior gatew a y proto cols, its use in the con text of NSFNET refers to the sp eci�c on used

in that net w ork.) Because the bac kb one routing information w as exc hanged o v er a tree, the routing

proto col w as relativ ely simple. Ho w ev er, the ev olution a w a y from a singly administered bac kb one

made the NSFNET EGP obsolete and required a more sophisticated proto col, BGP .

3.1 The Proto col

As proto cols go, the op eration of BGP is quite straigh tforw ard. BGP-4 runs o v er TCP , on w ell-

kno wn p ort (179). T o start participating in a BGP session with another router, a router sends an

OPEN message after establishing a TCP connection to it on the BGP-4 p ort. After the OPEN is

completed, b oth routers exc hange their tables of all activ e routes (of course, applying all applicable

route �ltering rules). This pro cess ma y tak e sev eral min utes to complete, esp ecially on routers that

ha v e a large n um b er of activ e routes.

After this, there are t w o main t yp es of messages on the BGP session. First, there are KEEP ALIVE

messages sen t in b oth directions to c hec k if the BGP session is still running. Second, there are r oute

up dates sen t on the session. These up dates only send an y routing en tries that ha v e c hanged since

the last up date (or transmission of all activ e routes). There are t w o kinds of up dates. The �rst are

announc ements , whic h are c hanges to existing routes or new routes. The second are withdr awals ,

whic h are messages that inform the receiv er that the named routes no longer exist. This usually

happ ens when some previously announced route can no longer b e used. Because BGP uses TCP ,

whic h pro vides reliable and in-order deliv ery , routes do not need to b e p erio dically announced

unless they c hange. Ho w ev er, the absence of the KEEP ALIVE messages allo ws a router to remo v e

all routes from its tables that came from an external neigh b or that no longer exists.

Unlik e man y IGP's, BGP do es not simply optimize an y metrics lik e shortest-paths or dela ys. Be-

cause its goals are to pro vide reac habilit y information and enable routing p olicies, its announcemen ts

do not simply announce some metric lik e hop-coun t. Rather, they ha v e the follo wing format:

I P pr ef ix : Attr ibutes

where for eac h IP pre�x announced there are one or more attributes that are announced as w ell.

There are a substan tial n um b er of standardized attributes in BGP-4, and w e'll lo ok at some of

them in more detail in the rest of this lecture. Recall that one BGP attribute has already b een

in tro duced to us, the LOCAL PREF attribute. It isn't an attribute that's disseminated with route

announcemen ts, but is an imp ortan t attribute used lo cally while selecting a route for a destination.

There are t w o t yp es of BGP sessions: eBGP sessions are b et w een BGP-sp eaking routers in di�eren t

AS's, while iBGP sessions are b et w een BGP routers in the same AS. They serv e di�eren t purp oses,

but use exactly the same proto col.

3.2 In ter-AS Con v ersations: eBGP

eBGP is the \standard" mo de in whic h BGP is used, since after all BGP w as designed to exc hange

net w ork routing information b et w een di�eren t AS's in the In ternet. This is sho wn in Figure 5,

where the BGP routers implemen t route �ltering rules and exc hange a subset of their routes with

routers in other AS's.
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Figure 5: eBGP and iBGP .

3.3 Main taining In tra-AS Consistency: iBGP

In general eac h AS will ha v e more than one router that will participate in eBGP sessions with

neigh b oring AS's. During this pro cess, eac h router will obtain information ab out some subset of

all the pre�xes that the en tire AS kno ws ab out. Tw o things need to b e accomplished at this stage

with the route announcemen ts heard from di�eren t neigh b ors:

1. Completeness. One of the goals of BGP is to allo w eac h AS to b e treated as a single monolithic

en tit y . This means that the sev eral eBGP-sp eaking routes in the AS m ust exc hange external

route information so that they ha v e a complete view of all external routes. F or instance,

consider Figure 5, and pre�x D . Router R

2

needs to kno w ho w to forw ard pac k ets destined

for D , but R

2

hasn't heard a direct announcemen t on an y of its eBGP sessions for D .

This calls for some kind of route information exc hange within an AS. This is pro vided b y

iBGP sessions running in eac h AS.

2. Consistency.

BGP attempts to ac hiev e scalabilit y b y abstracting eac h AS in to a monolithic en tit y , but

this w ould b e defeated if eac h eBGP-sp eaking router had an en tirely di�eren t and arbitrary

set of routes to a giv en destination. T o �rst order, all routers in an AS should treat an y

pac k et destined for an external net w ork in the same w a y , as far as the deciding whic h AS to

forw ard the pac k et to next. Routers within an AS need a w a y to ac hiev e route consistency

for external routes, and a w a y to consisten tly mak e route announcemen ts and withdra w als.

This is pro vided b y iBGP sessions running b et w een the BGP-sp eaking routers.

An imp ortan t question concerns the top ology o v er whic h iBGP sessions should b e run. One p os-

sibilit y is to use an arbitrary connected graph and \
o o d" up dates of external routes to all BGP

routers in an AS. This w ould require additional tec hniques to a v oid routing lo ops. BGP solv es this
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problem b y simply setting up a c omplete mesh of iBGP sessions, where ev ery BGP router main tains

an iBGP session with ev ery other BGP router in the AS. Flo o ding up dates is no w straigh tforw ard;

simply send it to all y our iBGP neigh b ors.

It is imp ortan t to note that iBGP is not an IGP lik e RIP or OSPF, and it cannot b e used to route

pac k ets b et w een in ternal no des. Rather, iBGP sessions pro vide a w a y b y whic h routers inside an AS

can use the same proto col (BGP) to exc hange information for completeness. In fact, iBGP sessions

and messages are themselv es routed b et w een the BGP routers in the AS via whatev er IGP is b eing

used in the AS! Lik e eBGP , iBGP also uses TCP .

One migh t w onder wh y iBGP is needed, and wh y one can't simply use whatev er IGP is b eing

used in the AS to also send BGP up dates. There are sev eral reasons this is incon v enien t, but the

most imp ortan t ones ha v e to do with the state mo del assumed b y BGP and the fact that BGP

announcemen ts use a large (and ric h) set of attributes not presen t in most IGP's. The �rst p oin t

b ears some elab oration|whereas man y IGP's rely on p erio dic route announcemen ts to ac hiev e

route consistency in the presence of pac k et loss and link failures, BGP announcemen ts aren't p eri-

o dically rep eated. Only the KEEP ALIVE messages are p erio dic. The second p oin t ab out attribute

translation implies that to preserv e all the information ab out routes gleaned from eBGP sessions,

it is b est to run BGP sessions inside an AS as w ell.

The requiremen t that the iBGP routers b e connected via a complete mesh limits scalabilit y . As a

result, t w o metho ds to handle this ha v e arisen, b oth based on man ual con�guration in to some kind

of hierarc h y . The �rst metho d is to use r oute r e
e ctors , while the second sets up c onfe der ations of

BGP routers. W e w on't discuss ho w these are done in this class.

3.4 Routes and P ath Selection

W e're no w in a p osition to understand what the anatom y of a BGP route lo oks lik e and ho w

route announcemen ts (and withdra w als) allo w a router to compute a forw arding table from all the

routing information. This forw arding table t ypically has one c hosen path in the form of the egress

in terface (p ort) on the router, corresp onding to the next neigh b oring IP address, to send a pac k et

destined for a pre�x. Recall that eac h router implemen ts the longest pre�x matc h on eac h pac k et's

destination IP address.

3.5 Exc hanging Reac habilit y: NEXT HOP A ttribute

A BGP route announcemen t has a set of attributes asso ciated with eac h announced pre�x. One

of them is the NEXT HOP attribute, whic h giv es the IP address of the router to send the pac k et

to. As the announcemen t propagates, the NEXT HOP �eld is c hanged, with eac h router replacing

the curren t v alue with its o wn. While there are man y w a ys to deal with this within as AS, the

imp ortan t p oin t is that this �eld de�nitely c hanges when an AS b oundary is crossed.

This information allo ws pac k et forw arding to o ccur, since pac k ets 
o w in the opp osite direction to

the route announcemen ts for eac h pre�x.

3.5.1 Length of AS P aths: ASP A TH A ttribute

Another attribute that c hanges as a route annoucemen t tra v erses di�eren t AS's is the ASP A TH

attribute, whic h is a ve ctor that lists all the AS's (in rev erse order) that this route announcemen t
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C

P
DSF

NEXT HOP: SF
MED = 100

NEXT HOP: BOS
MED = 500

Figure 6: MED 's are useful in man y situations, e.g., if C is a transit customer of P , to ensure that

cross-coun try pac k ets to C tra v erse P 's (rather than C 's wide-area net w ork). Ho w ev er, if C and P

are in a p eering relationship, MED ma y (and often will) b e ignored. In this example, the MED for

D

S

F is set to 100 at the SF exc hange p oin t, and 500 in Boston, so P can do the righ t thing if it

w an ts to.

has b een through. Up on crossing an AS b oundary , the �rst router prep ends the unique iden ti�er of

its o wn AS and propagates the announcemen t on (sub ject to its route �ltering rules). This use of

a \path v ector"|a list of AS's p er route|is the reason BGP is classi�ed as a p ath ve ctor pr oto c ol .

A path v ector serv es t w o purp oses. The �rst is lo op avoidanc e . Up on crossing an AS b oundary , the

router c hec ks to see if its o wn AS iden ti�er is already in the v ector. If it is, then it discards the

route announcemen t, since imp orting this route w ould simply cause a routing lo op when pac k ets

are forw arded.

The second purp ose of the path v ector is to help pic k a suitable path from among m ultiple c hoices.

If no LOCAL PREF is presen t for a route, then the ASP A TH length is used to decide on the route.

Shorter ASP A TH lengths are preferred to longer ones. Ho w ev er, it is imp ortan t to remem b er that

BGP isn't a strict shortest- ASP A TH proto col (classical path v ector proto cols w ould pic k shortest

v ectors), since it pa ys atten tion to routing p olicies. The LOCAL PREF attribute is alw a ys giv en

priorit y o v er ASP A TH . Man y routes in practice, though, end up b eing pic k ed according to shortest-

ASP A TH .
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3.5.2 Cho osing Bet w een Multiple Exit P oin ts: MED A ttribute

There are man y situations when t w o AS's are link ed at m ultiple lo cations, and one of them ma y

prefer a particular transit p oin t o v er another. This situation can't b e distinguished using LOCAL

PREF (whic h decides whic h AS' announcemen t to imp ort) or shortest ASP A TH (since they w ould

b e equal). A BGP attribute called MED , for multi-exit discriminator is used for this.

It's b est to understand MED using an example. Consider Figure 6 whic h sho ws a pro vider-customer

relationship where b oth the pro vider P and customer C ha v e national fo otprin ts. Cross-coun try

bandwidth is a m uc h more exp ensiv e resource than lo cal bandwidth, and the customer w ould lik e

the pro vider to incur the cost of cross-coun try transit for the customer's pac k ets. Supp ose w e w an t

to route pac k ets from the east coast (Boston) destined for D

S F

to tra v erse P 's net w ork and not

C 's. W e w an t to prev en t P from transiting the pac k et to C in Boston, whic h w ould force C to use

its o wn resources and defeat the purp ose of ha ving P as its In ternet pro vider.

A MED attribute allo ws an AS, in this case C , to tell another ( P ) ho w to c ho ose b et w een m ultiple

NEXT HOP 's for a pre�x D

S F

. Eac h router will pic k the smallest MED from among m ultiple c hoices.

No seman tics are asso ciated with ho w MED v alues are pic k ed, but they m ust ob viously b e pic k ed

and announced consisten tly amongst the eBGP routers in an AS. In our example, a MED of 100

for the S F NEXT HOP for pre�x D

S F

and a MED of 500 for the B O S NEXT HOP for the same

pre�x accomplishes the desired goal.

An imp ortan t p oin t to realize ab out MED 's is that they are usually ignored in AS-AS relation-

ships that don't ha v e some form of �nancial settlemen t (or explicit arrangemen t, in the absence of

money). In particular, most p eering arrangemen ts ignore MED . This leads to a substan tial amoun t

of asymmetric r outes in the wide-area In ternet, as w e'll see in the next lecture. F or instance, if P

and C w ere in a p eering relationship in Figure 6, cross-coun try pac k ets going from C to P w ould

tra v erse P 's wide-area net w ork, while cross-coun try pac k ets from P to C w ould tra v erse C 's wide-

area net w ork. Both P and C w ould b e in a h urry to get rid of the pac k et from their o wn net w ork,

a form of routing sometimes called hot-p otato r outing . In con trast, a �nancial arrangemen t w ould

pro vide an incen tiv e to honor MED 's and allo w \cold-p otato routing" to b e enforced.

3.5.3 Putting It All T ogether

So far, w e ha v e seen the most imp ortan t BGP attributes: LOCAL PREF , ASP A TH , and MED . W e

are no w in a p osition to discuss the set of rules that BGP routers in an AS use to select a route

from among m ultiple c hoices.

These rules are sho wn in T able 1, in priorit y order.

3.6 F ailo v er and Scalabilit y

BGP allo ws m ultiple links (and eBGP sessions) b et w een t w o AS's, and this ma y used to pro vide

some degree of fault tolerance and load balance. Ov erall, ho w ev er, BGP w asn't designed for rapid

fault detection and reco v ery , so these mec hanisms are generally not particularly useful o v er short

time scales. F urthermore, up on the detection of a fault, a router sends a withdra w al message to its

neigh b ors. T o a v oid massiv e route oscillations, the further propagation of suc h route announcemen ts

is damp e d . Damping causes some dela y (con�gurable using a timer) b efore problems can b e detected

and reco v ery initiated, and is a useful mec hanism for scalabilit y .
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Priorit y Rule Remarks

1 LOCAL PREF Highest LOCAL PREF ( x 2.3).

E.g., Prefer transit customer routes o v er p eer and pro vider routes.

2 ASP A TH Shortest ASP A TH length ( x 3.5.1)

Not shortest n um b er of In ternet hops or dela y .

3 ORIGIN iBGP- originate d preferred to eBGP- originate d .

Allo ws in ternally-originated routes to b e selected o v er external ones.

4 MED Lo w est MED preferred ( x 3.5.2).

Ma y b e ignored, esp. if no �nancial incen tiv e in v olv ed.

5 eBGP > iBGP Did AS learn route via eBGP (preferred) or iBGP?

Note: this is di�eren t from #3 since it do esn't apply to in ternal routes.

6 IGP path Smallest IGP path length to next hop.

If all else equal so far, pic k shortest in ternal path.

7 Router ID Smallest router ID (IP address).

A random (but unc hanging) c hoice.

T able 1: Ho w a BGP-sp eaking router selects routes.

With BGP , faults ma y tak e min utes to detect and it ma y tak e sev eral min utes for routes to con v erge

to a consisten t state afterw ards.

3.6.1 Multi-homing: Promise and Problems

Multi-homing t ypically refers to a tec hnique b y whic h a customer can exc hange routes and pac k ets

o v er m ultiple distinct pro vider AS's. An example is sho wn in Figure 7, whic h sho ws the top ology

and address blo c ks of the concerned parties. This example uses pr ovider-b ase d addr essing for the

customer, whic h allo ws the routing state in the In ternet bac kb ones to scale b etter b ecause transit

pro viders can aggregate address blo c ks across sev eral customers in to one or a small n um b er of route

announcemen ts to their resp ectiv e pro viders.

T o da y , m ulti-homing do esn't actually w ork while still preserving the scalabilit y of the routing

infrastructure. Figure 7 sho ws wh y . Here the customer ( C ) address blo c k 10.0.0.0/16 needs to b e

adv ertised not only from pro vider P

2

to the rest of the In ternet, but also from pro vider P

1

. If P

1

didn't do so, then longest pre�x matc hing w ould cause all pac k ets to the customer to arriv e via

P

2

's link, whic h w ould defeat the purp ose of using P

2

only as a bac kup path.

No w, giv en that this route needs to b e adv ertised on b oth paths, ho w do es C ensure that b oth

paths aren't used? One hac k to ac hiev e this is b y p adding the exp orted ASP A TH attribute. On the

path through P

1

, the normal ASP A TH is announced, while on the path through P

2

, a longer path

is adv ertised b y padding it with C 's AS n um b er m ultiple times.

A go o d w a y to do extensiv e m ulti-homing without a�ecting routing scalabilit y is a go o d op en

problem. In addition to the fact that customer routes m ust b e adv ertised along m ultiple paths,

e�ectiv e m ulti-homing to da y is often not p ossible unless the customer has a large address blo c k. T o

limit the size of their routing tables, man y ISP's will not accept routing announcemen ts for few er

than 8192 con tiguous addresses (a \/19" netblo c k). Small companies, regardless of their fault-

tolerance needs, do not often require suc h a large address blo c k, and cannot e�ectiv ely m ulti-home.

Notice that pro vider-based addressing do esn't really w ork, since this requires handling t w o distinct
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Customer, C, AS=3
10.0.0.0/16

“Backup”

P1
10.0.0.0/12

P2

10.0.0.0/12 AND
10.0.0.0/16

ASPATH {3 1}

10.0.0.0/16
ASPATH {3 3 3 701}

AS 1 AS 701

Announce
10.0.0.0/16

ASPATH {3 3 3}

Announce
10.0.0.0/16
ASPATH {3}

Figure 7: Customer C is m ulti-homed with pro viders P

1

and P

2

and uses pro vider-based addressing

from P

1

. C announces routes to itself on b oth P

1

and P

2

, but to ensure that P

2

is only a bac kup,

it uses a hac k that pads the ASP A TH attribute. Ho w ev er, notice that P

1

m ust announce (to its

pro viders and p eers) explicit routes on b oth its regular address blo c k and on the customer blo c k,

for otherwise the path through P

2

w ould matc h based on longest pre�x in the upstream AS's!

sets of addresses on its hosts. It is unclear ho w on-going connections ( e.g., long-running ssh tunnels,

whic h are b ecoming increasingly common) on one address set can seamlessly switc h on a failure in

this mo del.

3.6.2 Con v ergence Problems

BGP do es not alw a ys con v erge quic kly after a fault is detected and routes withdra wn. Dep ending

on the eBGP session top ology b et w een AS's, this could in v olv e the in v estigation of man y routes

b efore route con v ergence o ccurs. The pap er b y Lab o vitz et al. from A CM SIGCOMM 2000 explains

this in detail, and sho ws that under some conditions this could tak e a sup er-exp onen tial n um b er

of steps.

In practice, it's b een observ ed that wide-area routes are often (relativ e to what's needed for

\mission-critical" applications) una v ailable. Although extensiv e data is lac king, the observ ations

summarized in T able 2 are w orth noting.

3.7 Summary

BGP is actually a rather simple proto col, but its op eration in practice is extremely complex. It has

a large n um b er of con�guration parameters and allo ws for a ric h set of attributes to b e exc hanged

in route announcemen ts. There are a n um b er of op en and in teresting researc h problems in the area

of wide-area routing, relating to p olicy , failo v er, scalabilit y , and con�guration|and understanding

the b eha vior and p erformance of wide-area routing.
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Researc hers Finding Time-frame

P axson Serious routing pathology rate of 3.3% 1995

Lab o vitz et al. 10% of routes a v ailable less than 95% of the time 1997

Lab o vitz et al. Less than 35% of routes a v ailable 99.99% of the time 1997

Lab o vitz et al. 40% of path outages tak e 30+ min utes to repair 2000

Chandra et al. 5% of faults last more than 2 hours, 45 min utes 2001

Andersen et al. Bet w een 0.23% and 7.7% of o v erla y \path-hours" 2001

exp erienced serious 30-min ute problems in 16-no de o v erla y

T able 2: In ternet path failure observ ations, as rep orted b y sev eral studies.

4 Summary

This lecture lo ok ed at issues in wide-area unicast In ternet routing, fo cusing on real-w orld issues. W e

�rst lo ok ed at in ter-AS relationships and dealt with transit and p eering issues. W e then discussed

man y salien t features and quirks of BGP-4, the prev alen t wide-area routing proto col to da y .
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