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Abstract
This paperdescribesa new replicationalgorithmthat is able
to tolerate Byzantine faults. We believe that Byzantine-
fault-tolerant algorithms will be increasingly important in
the future becausemaliciousattacksand software errorsare
increasinglycommonand can causefaulty nodesto exhibit
arbitrary behavior. Whereasprevious algorithmsassumeda
synchronoussystemor were too slow to be usedin practice,
the algorithmdescribedin this paperis practical: it works in
asynchronousenvironmentslike the Internetandincorporates
severalimportantoptimizationsthatimprove theresponsetime
of previousalgorithmsbymorethananorderof magnitude.We
implementeda Byzantine-fault-tolerantNFSserviceusingour
algorithmandmeasuredits performance.Theresultsshow that
ourserviceisonly 3%slowerthanastandardunreplicatedNFS.

1 Intr oduction
Malicious attacksand software errorsare increasingly
common. The growing relianceof industry and gov-
ernmentononlineinformationservicesmakesmalicious
attacksmoreattractive andmakesthe consequencesof
successfulattacksmoreserious.In addition,thenumber
of softwareerrorsis increasingdueto thegrowth in size
andcomplexity of software.Sincemaliciousattacksand
softwareerrorscancausefaulty nodesto exhibit Byzan-
tine(i.e.,arbitrary)behavior, Byzantine-fault-tolerantal-
gorithmsareincreasinglyimportant.

This paperpresentsa new, practical algorithm for
statemachinereplication[17, 34] thattoleratesByzantine
faults. The algorithm offers both livenessand safety
provided at most 1

3 out of a total of replicasare
simultaneouslyfaulty. Thismeansthatclientseventually
receive replies to their requestsand thosereplies are
correctaccordingto linearizability[14, 4]. Thealgorithm
works in asynchronoussystemslike the Internetand it
incorporatesimportant optimizationsthat enableit to
performefÞciently.

There is a signiÞcantbody of work on agreement
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andreplicationtechniquesthat tolerateByzantinefaults
(startingwith [19]). However, mostearlierwork (e.g.,
[3, 24, 10]) either concernstechniquesdesignedto
demonstratetheoreticalfeasibility thataretoo inefÞcient
to be used in practice, or assumessynchrony, i.e.,
relieson known boundson messagedelaysandprocess
speeds.The systemsclosestto ours,Rampart[30] and
SecureRing[16], weredesignedto bepractical,but they
rely on thesynchrony assumptionfor correctness,which
is dangerousin the presenceof maliciousattacks. An
attacker may compromisethe safety of a service by
delayingnon-faultynodesor thecommunicationbetween
themuntil they aretaggedasfaultyandexcludedfromthe
replicagroup.Suchadenial-of-serviceattackisgenerally
easierthangainingcontrolovera non-faultynode.

Our algorithm is not vulnerable to this type of
attack becauseit does not rely on synchrony for
safety. In addition, it improves the performanceof
Rampartand SecureRingby more than an order of
magnitudeasexplainedin Section7. It usesonly one
messageroundtrip to executeread-onlyoperationsand
two to execute read-write operations. Also, it uses
an efÞcient authenticationschemebasedon message
authenticationcodesduringnormaloperation;public-key
cryptography, which wascitedasthemajorlatency [29]
andthroughput[22] bottleneckin Rampart,is usedonly
whentherearefaults.

To evaluateour approach,we implementeda replica-
tion library and usedit to implementa real service: a
Byzantine-fault-tolerantdistributedÞlesystemthatsup-
ports the NFS protocol. We usedthe Andrew bench-
mark[15] toevaluatetheperformanceof oursystem.The
resultsshow thatour systemis only 3% slower thanthe
standardNFSdaemonin theDigital Unix kernelduring
normal-caseoperation.

Thus,thepapermakesthefollowing contributions:

It describestheÞrststate-machinereplicationproto-
col that correctlysurvivesByzantinefaults in asyn-
chronousnetworks.

It describesanumberof importantoptimizationsthat
allow thealgorithmto performwell sothat it canbe
usedin realsystems.
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It describes the implementation of a Byzantine-fault-
tolerant distributed file system.
It provides experimental results that quantify the cost
of the replication technique.

The remainder of the paper is organized as follows.
We begin by describing our system model, including our
failure assumptions. Section 3 describes the problem
solved by the algorithm and states correctness conditions.
The algorithm is described in Section 4 and some
important optimizations are described in Section 5.
Section 6 describes our replication library and how
we used it to implement a Byzantine-fault-tolerant
NFS. Section 7 presents the results of our experiments.
Section 8 discusses related work. We conclude with a
summary of what we have accomplished and a discussion
of future research directions.

2 System Model
We assume an asynchronous distributed system where
nodes are connected by a network. The network may
fail to deliver messages, delay them, duplicate them, or
deliver them out of order.
We use a Byzantine failure model, i.e., faulty nodes

may behave arbitrarily, subject only to the restriction
mentioned below. We assume independent node failures.
For this assumption to be true in the presence ofmalicious
attacks, some steps need to be taken, e.g., each node
should run different implementations of the service code
and operating system and should have a different root
password and a different administrator. It is possible
to obtain different implementations from the same code
base [28] and for low degrees of replication one can buy
operating systems from different vendors. N-version
programming, i.e., different teams of programmers
produce different implementations, is another option for
some services.
We use cryptographic techniques to prevent spoofing

and replays and to detect corrupted messages. Our
messages contain public-key signatures [33], message
authentication codes [36], and message digests produced
by collision-resistant hash functions [32]. We denote a
message signed by node as and the digest of
message by . We follow the common practice
of signing a digest of a message and appending it to
the plaintext of the message rather than signing the full
message ( should be interpreted in this way). All
replicas know the others’ public keys to verify signatures.
We allow for a very strong adversary that can

coordinate faulty nodes, delay communication, or delay
correct nodes in order to cause the most damage to the
replicated service. We do assume that the adversary
cannot delay correct nodes indefinitely. We also assume
that the adversary (and the faulty nodes it controls)

are computationally bound so that (with very high
probability) it is unable to subvert the cryptographic
techniques mentioned above. For example, the adversary
cannot produce a valid signature of a non-faulty node,
compute the information summarized by a digest from
the digest, or find two messages with the same digest.
The cryptographic techniques we use are thought to have
these properties [33, 36, 32].

3 Service Properties
Our algorithm can be used to implement any deterministic
replicated service with a state and some operations. The
operations are not restricted to simple reads or writes of
portions of the service state; they can perform arbitrary
deterministic computations using the state and operation
arguments. Clients issue requests to the replicated service
to invoke operations and block waiting for a reply. The
replicated service is implemented by replicas. Clients
and replicas are non-faulty if they follow the algorithm
in Section 4 and if no attacker can forge their signature.
The algorithm provides both safety and liveness assum-

ing no more than 1
3 replicas are faulty. Safety means

that the replicated service satisfies linearizability [14]
(modified to account for Byzantine-faulty clients [4]): it
behaves like a centralized implementation that executes
operations atomically one at a time. Safety requires the
bound on the number of faulty replicas because a faulty
replica can behave arbitrarily, e.g., it can destroy its state.
Safety is provided regardless of how many faulty

clients are using the service (even if they collude with
faulty replicas): all operations performed by faulty clients
are observed in a consistent way by non-faulty clients.
In particular, if the service operations are designed to
preserve some invariants on the service state, faulty
clients cannot break those invariants.
The safety property is insufficient to guard against

faulty clients, e.g., in a file system a faulty client can
write garbage data to some shared file. However, we
limit the amount of damage a faulty client can do by
providing access control: we authenticate clients and
deny access if the client issuing a request does not have
the right to invoke the operation. Also, services may
provide operations to change the access permissions for
a client. Since the algorithm ensures that the effects of
access revocation operations are observed consistently by
all clients, this provides a powerful mechanism to recover
from attacks by faulty clients.
The algorithm does not rely on synchrony to provide

safety. Therefore, it must rely on synchrony to provide
liveness; otherwise it could be used to implement
consensus in an asynchronous system, which is not
possible [9]. We guarantee liveness, i.e., clients
eventually receive replies to their requests, provided at
most 1

3 replicas are faulty and delay does not
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grow fasterthan indeÞnitely. Here, delay is the
time betweenthe moment whena messageis sentfor
theÞrsttime andthemomentwhenit is receivedby its
destination(assumingthesenderkeepsretransmittingthe
messageuntil it is received). (A moreprecisedeÞnition
canbe found in [4].) This is a ratherweaksynchrony
assumptionthat is likely to be true in any real system
provided network faults are eventually repaired,yet it
enablesusto circumventtheimpossibilityresultin [9].

Theresiliency of ouralgorithmisoptimal: 3 1is the
minimumnumberof replicasthatallow anasynchronous
systemtoprovidethesafetyandlivenesspropertieswhen
up to replicasare faulty (see[2] for a proof). This
many replicasareneededbecauseit mustbepossibleto
proceedaftercommunicatingwith replicas,since

replicasmightbefaultyandnot responding.However,
it is possiblethat the replicasthatdid not respondare
notfaultyand,therefore, of thosethatrespondedmight
befaulty. Evenso,theremuststill beenoughresponses
thatthosefromnon-faultyreplicasoutnumberthosefrom
faultyones,i.e., 2 . Therefore 3 .

Thealgorithmdoesnot addressthe problemof fault-
tolerantprivacy: a faultyreplicamayleakinformationto
anattacker. It isnotfeasibletooffer fault-tolerantprivacy
in the general case becauseservice operationsmay
performarbitrarycomputationsusingtheirargumentsand
the servicestate; replicasneedthis information in the
clearto executesuchoperationsefÞciently. It is possible
to usesecretsharingschemes[35] to obtainprivacy even
in thepresenceof a thresholdof maliciousreplicas[13]
for theargumentsandportionsof thestatethatareopaque
to the serviceoperations.We plan to investigatethese
techniquesin thefuture.

4 The Algorithm
Ouralgorithmis a form of state machine replication[17,
34]: the serviceis modeledas a statemachinethat is
replicatedacrossdifferentnodesin a distributedsystem.
Eachstatemachinereplica maintainsthe servicestate
and implementsthe serviceoperations.We denotethe
setof replicasby andidentify eachreplicausingan
integer in 0 1 . For simplicity, we assume

3 1 where is the maximum numberof
replicas that may be faulty; although there could be
morethan3 1replicas,theadditionalreplicasdegrade
performance(sincemoreandbiggermessagesarebeing
exchanged)withoutproviding improvedresiliency.

Thereplicasmove througha successionof conÞgura-
tionscalledviews. In a view onereplicais theprimary
and the othersarebackups. Views are numberedcon-
secutively. Theprimaryof a view is replica suchthat

mod , where is the view number. View
changesarecarriedout whenit appearsthattheprimary
hasfailed. ViewstampedReplication[26] andPaxos[18]

useda similar approachto toleratebenignfaults(asdis-
cussedin Section8.)

Thealgorithmworksroughlyasfollows:
1. A clientsendsarequestto invokeaserviceoperation

to theprimary
2. Theprimarymulticaststherequestto thebackups
3. Replicasexecutethe requestandsenda reply to the

client
4. The client waits for 1 replies from different

replicaswith the sameresult; this is the result of
theoperation.

Like all state machinereplication techniques[34],
we impose two requirementson replicas: they must
be deterministic (i.e., the executionof an operationin
a given stateand with a given set of argumentsmust
alwaysproducethesameresult)andthey muststartin the
samestate.Giventhesetwo requirements,thealgorithm
ensuresthesafetypropertyby guaranteeingthatall non-
faulty replicas agree on a total order for the execution of
requests despite failures.

The remainderof this sectiondescribesa simpliÞed
versionof the algorithm. We omit discussionof how
nodesrecover from faults due to lack of space. We
also omit details related to messageretransmissions.
Furthermore,we assumethat messageauthenticationis
achieved using digital signaturesrather than the more
efÞcientschemebasedonmessageauthenticationcodes;
Section 5 discussesthis issue further. A detailed
formalizationof the algorithmusingthe I/O automaton
model[21] is presentedin [4].

4.1 The Client
A client requeststhe execution of state machine
operation by sendinga REQUEST message
to the primary. Timestamp is usedto ensureexactly-
once semanticsfor the execution of client requests.
Timestampsfor Õs requestsaretotally orderedsuchthat
later requestshave highertimestampsthanearlierones;
for example, the timestampcould be the value of the
clientÕs localclockwhentherequestis issued.

Eachmessagesentby thereplicasto theclientincludes
thecurrentview number, allowing theclient to trackthe
view and hencethe current primary. A client sends
a requestto what it believes is the current primary
usinga point-to-pointmessage.Theprimaryatomically
multicaststherequesttoall thebackupsusingtheprotocol
describedin thenext section.

A replica sendsthe reply to the requestdirectly to
theclient. Thereply hasthe form REPLY

where is thecurrentview number, is thetimestampof
thecorrespondingrequest, is thereplicanumber, and
is theresultof executingtherequestedoperation.

Theclientwaitsfor 1 replieswith valid signatures
from differentreplicas,andwith thesame and , before
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accepting the result . This ensures that the result is valid,
since at most replicas can be faulty.
If the client does not receive replies soon enough, it

broadcasts the request to all replicas. If the request has
already been processed, the replicas simply re-send the
reply; replicas remember the last reply message they sent
to each client. Otherwise, if the replica is not the primary,
it relays the request to the primary. If the primary does
not multicast the request to the group, it will eventually
be suspected to be faulty by enough replicas to cause a
view change.
In this paper we assume that the client waits for one

request to complete before sending the next one. But we
can allow a client to make asynchronous requests, yet
preserve ordering constraints on them.

4.2 Normal-Case Operation
The state of each replica includes the state of the
service, a message log containing messages the replica
has accepted, and an integer denoting the replica’s current
view. We describe how to truncate the log in Section 4.3.
When the primary, , receives a client request, ,

it starts a three-phase protocol to atomically multicast
the request to the replicas. The primary starts the
protocol immediately unless the number of messages
for which the protocol is in progress exceeds a given
maximum. In this case, it buffers the request. Buffered
requests are multicast later as a group to cut down on
message traffic and CPUoverheads under heavy load; this
optimization is similar to a group commit in transactional
systems [11]. For simplicity, we ignore this optimization
in the description below.
The three phases are pre-prepare, prepare, and commit.

The pre-prepare and prepare phases are used to totally
order requests sent in the same view even when the
primary, which proposes the ordering of requests, is
faulty. The prepare and commit phases are used to ensure
that requests that commit are totally ordered across views.
In the pre-prepare phase, the primary assigns a

sequence number, , to the request, multicasts a pre-
prepare message with piggybacked to all the backups,
and appends the message to its log. The message has the
form PRE-PREPARE , where indicates
the view in which the message is being sent, is the
client’s request message, and is ’s digest.
Requests are not included in pre-prepare messages

to keep them small. This is important because pre-
prepare messages are used as a proof that the request was
assigned sequence number in view in view changes.
Additionally, it decouples the protocol to totally order
requests from the protocol to transmit the request to the
replicas; allowing us to use a transport optimized for
small messages for protocol messages and a transport
optimized for large messages for large requests.

A backup accepts a pre-prepare message provided:
the signatures in the request and the pre-prepare
message are correct and is the digest for ;
it is in view ;
it has not accepted a pre-prepare message for view
and sequence number containing a different digest;
the sequence number in the pre-prepare message is
between a low water mark, , and a high water mark,
.

The last condition prevents a faulty primary from
exhausting the space of sequence numbers by selecting
a very large one. We discuss how and advance in
Section 4.3.
If backup accepts the PRE-PREPARE

message, it enters the prepare phase by multicasting a
PREPARE message to all other replicas and
adds both messages to its log. Otherwise, it does nothing.
A replica (including the primary) accepts prepare

messages and adds them to its log provided their
signatures are correct, their view number equals the
replica’s current view, and their sequence number is
between and .
We define the predicate prepared to be true

if and only if replica has inserted in its log: the request
, a pre-prepare for in view with sequence number
, and 2 prepares from different backups that match
the pre-prepare. The replicas verify whether the prepares
match the pre-prepare by checking that they have the
same view, sequence number, and digest.
The pre-prepare and prepare phases of the algorithm

guarantee that non-faulty replicas agree on a total order
for the requests within a view. More precisely, they
ensure the following invariant: if prepared is
true then prepared is false for any non-faulty
replica (including ) and any such that

. This is true because prepared and
3 1 imply that at least 1 non-faulty replicas

have sent a pre-prepare or prepare for in view with
sequence number . Thus, for prepared
to be true at least one of these replicas needs to have
sent two conflicting prepares (or pre-prepares if it is the
primary for ), i.e., two prepares with the same view
and sequence number and a different digest. But this is
not possible because the replica is not faulty. Finally, our
assumption about the strength of message digests ensures
that the probability that and is
negligible.
Replica multicasts a COMMIT to the

other replicas when prepared becomes true.
This starts the commit phase. Replicas accept commit
messages and insert them in their log provided they are
properly signed, the view number in the message is equal
to the replica’s current view, and the sequence number is
between and
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We deÞnethe committed andcommitted-local predi-
catesasfollows: committed is true if andonly
if prepared is true for all in someset of

1non-faultyreplicas;andcommitted-local
is trueif andonly if prepared is trueand has
accepted2 1 commits(possiblyincluding its own)
from differentreplicasthatmatchthepre-preparefor ;
a commit matchesa pre-prepareif they have the same
view, sequencenumber, anddigest.

Thecommitphaseensuresthe following invariant: if
committed-local is true for somenon-faulty

then committed is true. This invariant and
theview-changeprotocoldescribedin Section4.4ensure
that non-faulty replicasagreeon the sequencenumbers
of requeststhat commit locally even if they commit in
differentviews at eachreplica. Furthermore,it ensures
that any requestthat commits locally at a non-faulty
replicawill commitat 1 or morenon-faulty replicas
eventually.

Each replica executesthe operationrequestedby
after committed-local is true and Õs state

reßectsthe sequentialexecution of all requestswith
lower sequencenumbers. This ensuresthat all non-
faulty replicasexecuterequestsin the sameorder as
requiredto provide thesafetyproperty. After executing
therequestedoperation,replicassendareplyto theclient.
Replicasdiscardrequestswhosetimestampis lowerthan
the timestampin the last reply they sentto theclient to
guaranteeexactly-oncesemantics.

We do not rely on orderedmessagedelivery, and
thereforeit is possiblefor a replicato commit requests
out of order. Thisdoesnot mattersinceit keepsthepre-
prepare,prepare,andcommitmessagesloggeduntil the
correspondingrequestcanbeexecuted.

Figure1 shows the operationof the algorithmin the
normalcaseof noprimaryfaults.Replica0istheprimary,
replica3 is faulty, and is theclient.

X

request pre-prepare prepare commit reply
C

0

1

2

3

Figure1: NormalCaseOperation

4.3 Garbage Collection
This sectiondiscussesthe mechanismusedto discard
messagesfrom thelog. For thesafetyconditionto hold,
messagesmustbekeptin areplicaÕsloguntil it knowsthat

therequeststhey concernhave beenexecutedby at least
1 non-faulty replicasandit canprove this to others

in view changes. In addition, if somereplica misses
messagesthatwerediscardedby all non-faulty replicas,
it will needto be broughtup to dateby transferringall
or a portionof theservicestate.Therefore,replicasalso
needsomeproof thatthestateis correct.

Generatingtheseproofsafter executingevery opera-
tion would be expensive. Instead,they are generated
periodically, whena requestwith a sequencenumberdi-
visibleby someconstant(e.g.,100)is executed.We will
referto thestatesproducedby theexecutionof thesere-
questsascheckpoints andwe will saythata checkpoint
with a proof is a stable checkpoint.

A replicamaintainsseverallogicalcopiesof theservice
state:thelaststablecheckpoint,zeroormorecheckpoints
that arenot stable,and a currentstate. Copy-on-write
techniquescan be usedto reducethe spaceoverhead
to store the extra copiesof the state,as discussedin
Section6.3.

Theproofof correctnessfor a checkpointis generated
as follows. When a replica producesa checkpoint,
it multicastsa message CHECKPOINT to the
other replicas,where is the sequencenumberof the
last requestwhose execution is reßectedin the state
and is the digestof the state. Eachreplica collects
checkpointmessagesin its log until it has 2 1 of
them for sequencenumber with the samedigest
signedby differentreplicas(including possiblyits own
suchmessage).These2 1 messagesaretheproof of
correctnessfor thecheckpoint.

A checkpointwith a proof becomesstableand the
replica discardsall pre-prepare,prepare,and commit
messageswith sequencenumberless than or equal to

from its log; it alsodiscardsall earliercheckpointsand
checkpointmessages.

Computingthe proofs is efÞcientbecausethe digest
canbecomputedusingincrementalcryptography[1] as
discussedin Section6.3,andproofsaregeneratedrarely.

The checkpointprotocol is usedto advancethe low
andhigh watermarks(which limit what messageswill
be accepted). The low-water mark is equal to the
sequencenumberof thelaststablecheckpoint.Thehigh
watermark , where is big enoughso that
replicasdo not stall waiting for a checkpointto become
stable.For example,if checkpointsaretakenevery 100
requests, mightbe200.

4.4 View Changes
Theview-changeprotocolprovideslivenessby allowing
thesystemtomakeprogresswhentheprimary fails.View
changesaretriggeredby timeoutsthat prevent backups
from waiting indeÞnitely for requeststo execute. A
backupiswaiting for arequestif it receivedavalidrequest
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and has not executed it. A backup starts a timer when it
receives a request and the timer is not already running.
It stops the timer when it is no longer waiting to execute
the request, but restarts it if at that point it is waiting to
execute some other request.
If the timer of backup expires in view , the

backup starts a view change to move the system to
view 1. It stops accepting messages (other than
checkpoint, view-change, and new-view messages) and
multicasts a VIEW-CHANGE 1 message
to all replicas. Here is the sequence number of the last
stable checkpoint known to , is a set of 2 1 valid
checkpoint messages proving the correctness of , and
is a set containing a set for each request that

prepared at with a sequence number higher than . Each
set contains a valid pre-prepare message (without the
corresponding client message) and 2 matching, valid
prepare messages signed by different backups with the
same view, sequence number, and the digest of .
When the primary of view 1 receives 2 valid

view-changemessages for view 1 from other replicas,
it multicasts a NEW-VIEW 1 message to all
other replicas, where is a set containing the valid view-
change messages received by the primary plus the view-
changemessage for 1 the primary sent (or would have
sent), and is a set of pre-prepare messages (without the
piggybacked request). is computed as follows:
1. The primary determines the sequence number min-s
of the latest stable checkpoint in and the highest
sequence numbermax-sin a prepare message in .

2. The primary creates a new pre-prepare message for
view 1 for each sequence number betweenmin-s
and max-s. There are two cases: (1) there is at least
one set in the component of some view-change
message in with sequence number , or (2) there
is no such set. In the first case, the primary creates
a new message PRE-PREPARE 1 , where
is the request digest in the pre-prepare message for

sequence number with the highest view number
in . In the second case, it creates a new pre-
prepare message PRE-PREPARE 1 ,
where is the digest of a special null request;
a null request goes through the protocol like other
requests, but its execution is a no-op. (Paxos [18]
used a similar technique to fill in gaps.)
Next the primary appends the messages in to its

log. If min-sis greater than the sequence number of its
latest stable checkpoint, the primary also inserts the proof
of stability for the checkpoint with sequence number
min-s in its log, and discards information from the log
as discussed in Section 4.3. Then it entersview 1: at
this point it is able to accept messages for view 1.
A backup accepts a new-view message for view 1

if it is signed properly, if the view-change messages it

contains are valid for view 1, and if the set is
correct; it verifies the correctness of by performing a
computation similar to the one used by the primary to
create . Then it adds the new information to its log as
described for the primary, multicasts a prepare for each
message in to all the other replicas, adds these prepares
to its log, and enters view 1.
Thereafter, the protocol proceeds as described in

Section 4.2. Replicas redo the protocol for messages
between min-s and max-sbut they avoid re-executing
client requests (by using their stored information about
the last reply sent to each client).
A replica may be missing some request message

or a stable checkpoint (since these are not sent in new-
view messages.) It can obtain missing information from
another replica. For example, replica can obtain a
missing checkpoint state from one of the replicas
whose checkpoint messages certified its correctness in
. Since 1 of those replicas are correct, replica will
always obtain or a later certified stable checkpoint. We
can avoid sending the entire checkpoint by partitioning
the state and stamping each partition with the sequence
number of the last request that modified it. To bring
a replica up to date, it is only necessary to send it the
partitions where it is out of date, rather than the whole
checkpoint.

4.5 Correctness
This section sketches the proof that the algorithm
provides safety and liveness; details can be found in [4].

4.5.1 Safety
As discussed earlier, the algorithm provides safety if all
non-faulty replicas agree on the sequence numbers of
requests that commit locally.
In Section 4.2, we showed that if prepared

is true, prepared is false for any non-faulty
replica (including ) and any such that

. This implies that two non-faulty
replicas agree on the sequence number of requests that
commit locally in the same view at the two replicas.
The view-change protocol ensures that non-faulty

replicas also agree on the sequence number of requests
that commit locally in different views at different replicas.
A request commits locally at a non-faulty replica with
sequence number in view only if committed
is true. Thismeans that there is a set 1 containing at least

1 non-faulty replicas such that prepared
is true for every replica in the set.
Non-faulty replicas will not accept a pre-prepare for

view without having received a new-viewmessage
for (since only at that point do they enter the view). But
any correct new-view message for view contains
correct view-change messages from every replica in a
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set 2 of 2 1 replicas. Since there are 3 1 replicas,
1 and 2 must intersect in at least one replica that is

not faulty. ’s view-change message will ensure that the
fact that prepared in a previous view is propagated to
subsequent views, unless the new-viewmessage contains
a view-change message with a stable checkpoint with a
sequence number higher than . In the first case, the
algorithm redoes the three phases of the atomic multicast
protocol for with the same sequence number and the
new view number. This is important because it prevents
any different request that was assigned the sequence
number in a previous view from ever committing. In
the second case no replica in the new viewwill accept any
message with sequence number lower than . In either
case, the replicas will agree on the request that commits
locally with sequence number .

4.5.2 Liveness

To provide liveness, replicas must move to a new view if
they are unable to execute a request. But it is important
to maximize the period of time when at least 2 1
non-faulty replicas are in the same view, and to ensure
that this period of time increases exponentially until some
requested operation executes. We achieve these goals by
three means.
First, to avoid starting a view change too soon, a replica

that multicasts a view-change message for view 1
waits for 2 1 view-change messages for view 1
and then starts its timer to expire after some time .
If the timer expires before it receives a valid new-view
message for 1 or before it executes a request in the
new view that it had not executed previously, it starts the
view change for view 2 but this time it will wait 2
before starting a view change for view 3.
Second, if a replica receives a set of 1 valid view-

change messages from other replicas for views greater
than its current view, it sends a view-change message
for the smallest view in the set, even if its timer has
not expired; this prevents it from starting the next view
change too late.
Third, faulty replicas are unable to impede progress

by forcing frequent view changes. A faulty replica
cannot cause a view change by sending a view-change
message, because a view change will happen only if at
least 1 replicas send view-change messages, but it
can cause a view change when it is the primary (by not
sending messages or sending bad messages). However,
because the primary of view is the replica such that

mod , the primary cannot be faulty for more
than consecutive views.
These three techniques guarantee liveness unless

message delays grow faster than the timeout period
indefinitely, which is unlikely in a real system.

4.6 Non-Determinism
State machine replicas must be deterministic but many
services involve some form of non-determinism. For
example, the time-last-modified in NFS is set by reading
the server’s local clock; if this were done independently
at each replica, the states of non-faulty replicas would
diverge. Therefore, some mechanism to ensure that all
replicas select the same value is needed. In general, the
client cannot select the value because it does not have
enough information; for example, it does not know how
its request will be ordered relative to concurrent requests
by other clients. Instead, the primary needs to select the
value either independently or based on values provided
by the backups.
If the primary selects the non-deterministic value inde-

pendently, it concatenates the value with the associated
request and executes the three phase protocol to ensure
that non-faulty replicas agree on a sequence number for
the request and value. This prevents a faulty primary from
causing replica state to diverge by sending different val-
ues to different replicas. However, a faulty primarymight
send the same, incorrect, value to all replicas. Therefore,
replicas must be able to decide deterministically whether
the value is correct (and what to do if it is not) based only
on the service state.
This protocol is adequate for most services (including

NFS) but occasionally replicas must participate in
selecting the value to satisfy a service’s specification.
This can be accomplished by adding an extra phase to
the protocol: the primary obtains authenticated values
proposed by the backups, concatenates 2 1 of them
with the associated request, and starts the three phase
protocol for the concatenated message. Replicas choose
the value by a deterministic computation on the 2 1
values and their state, e.g., taking the median. The extra
phase can be optimized away in the common case. For
example, if replicas need a value that is “close enough”
to that of their local clock, the extra phase can be avoided
when their clocks are synchronized within some delta.

5 Optimizations
This section describes some optimizations that improve
the performance of the algorithm during normal-case
operation. All the optimizations preserve the liveness
and safety properties.

5.1 Reducing Communication
We use three optimizations to reduce the cost of
communication. The first avoids sending most large
replies. A client request designates a replica to send
the result; all other replicas send replies containing just
the digest of the result. The digests allow the client to
check the correctness of the resultwhile reducing network
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bandwidthconsumptionandCPUoverheadsigniÞcantly
for largereplies. If theclient doesnot receive a correct
result from the designatedreplica, it retransmitsthe
requestas usual, requestingall replicas to send full
replies.

The second optimization reduces the number of
messagedelays for an operation invocation from 5
to 4. Replicasexecutea requesttentativelyas soon
as the preparedpredicateholds for the request,their
statereßectsthe execution of all requestswith lower
sequencenumber, and theserequestsare all known to
havecommitted.After executingtherequest,thereplicas
sendtentative repliesto the client. The client waits for
2 1 matchingtentative replies. If it receives this
many, the requestis guaranteedto commit eventually.
Otherwise,the client retransmitsthe requestand waits
for 1 non-tentativereplies.

A requestthat hasexecutedtentatively may abort if
there is a view changeand it is replacedby a null
request. In this casethe replica reverts its stateto the
laststablecheckpointin thenew-view messageor to its
lastcheckpointedstate(dependingon which onehasthe
highersequencenumber).

The third optimizationimproves the performanceof
read-only operationsthat do not modify the service
state. A client multicastsa read-only requestto all
replicas. Replicasexecutethe requestimmediatelyin
their tentative stateafter checking that the requestis
properly authenticated,that the client has access,and
thattherequestis in factread-only. They sendthereply
only afterall requestsreßectedin thetentativestatehave
committed;this is necessaryto prevent the client from
observinguncommittedstate.Theclientwaitsfor 2 1
repliesfrom differentreplicaswith thesameresult. The
clientmaybeunabletocollect2 1suchrepliesif there
areconcurrentwritesto datathataffect theresult;in this
case,it retransmitsthe requestas a regular read-write
requestafterits retransmissiontimerexpires.

5.2 Cryptography

In Section 4, we describedan algorithm that uses
digital signaturesto authenticateall messages.However,
we actually use digital signatures only for view-
changeandnew-view messages,which aresentrarely,
and authenticateall other messagesusing message
authenticationcodes(MACs). This eliminatesthemain
performancebottleneckin previoussystems[29, 22].

However, MACs have a fundamentallimitation rela-
tive to digital signaturesÑ the inability to prove that
a messageis authenticto a third party. The algorithm
in Section4 andpreviousByzantine-fault-tolerantalgo-
rithms[31, 16] for statemachinereplicationrely on the
extrapowerof digital signatures.We modiÞedouralgo-
rithm to circumventtheproblemby takingadvantageof

speciÞcinvariants,e.g,theinvariantthatnotwo different
requestspreparewith thesameview andsequencenum-
berat two non-faultyreplicas.ThemodiÞedalgorithmis
describedin [5]. Herewe sketchthemain implications
of usingMACs.

MACs can be computedthree ordersof magnitude
fasterthandigital signatures.For example,a 200MHz
PentiumProtakes43msto generatea 1024-bitmodulus
RSA signatureof an MD5 digestand 0.6msto verify
the signature[37], whereasit takes only 10.3 s to
computethe MAC of a 64-bytemessageon the same
hardwarein our implementation.Thereareotherpublic-
key cryptosystemsthat generatesignaturesfaster, e.g.,
elliptic curve public-key cryptosystems,but signature
veriÞcationis slower [37] and in our algorithm each
signatureis veriÞedmany times.

Eachnode(includingactive clients)sharesa 16-byte
secret sessionkey with each replica. We compute
messageauthenticationcodesby applying MD5 to the
concatenationof themessagewith thesecretkey. Rather
thanusingthe16 bytesof theÞnalMD5 digest,we use
only the 10 leastsigniÞcantbytes. This truncationhas
theobviousadvantageof reducingthesizeof MACsand
it also improvestheir resilienceto certainattacks[27].
This is a variantof thesecretsufÞx method[36], which
is secureaslongasMD5 is collision resistant[27, 8].

Thedigitalsignaturein areply messageisreplacedbya
singleMAC, which is sufÞcientbecausethesemessages
have a single intendedrecipient. The signaturesin all
othermessages(including client requestsbut excluding
view changes)arereplacedby vectorsof MACsthatwe
call authenticators. An authenticatorhasan entry for
every replica other than the sender;eachentry is the
MAC computedwith the key sharedby the senderand
thereplicacorrespondingto theentry.

Thetime to verify anauthenticatoris constantbut the
time to generateonegrows linearly with the numberof
replicas.This is notaproblembecausewedonotexpect
to have a large numberof replicasand thereis a huge
performancegap betweenMAC and digital signature
computation. Furthermore,we computeauthenticators
efÞciently;MD5 is appliedto themessageonceandthe
resultingcontext is usedto computeeachvector entry
by applyingMD5 to thecorrespondingsessionkey. For
example, in a systemwith 37 replicas(i.e., a system
thatcantolerate12simultaneousfaults)anauthenticator
can still be computedmuch more than two ordersof
magnitudefasterthana1024-bitmodulusRSAsignature.

The size of authenticatorsgrows linearly with the
numberof replicasbut it grows slowly: it is equal to
30 1

3 bytes. An authenticatoris smallerthanan
RSAsignaturewith a 1024-bitmodulusfor 13 (i.e.,
systemsthat can tolerateup to 4 simultaneousfaults),
whichweexpectto betruein mostconÞgurations.

8



6 Implementation
This sectiondescribesour implementation. First we
discussthe replication library, which can be usedas
a basisfor any replicatedservice. In Section6.2 we
describehow we implementeda replicatedNFS on top
of the replication library. Then we describehow we
maintain checkpointsand computecheckpointdigests
efÞciently.

6.1 The Replication Library
Theclient interfaceto the replicationlibrary consistsof
a singleprocedure,invoke, with oneargument,an input
buffer containinga requestto invoke a statemachine
operation. The invoke procedureusesour protocol to
executetherequestedoperationat thereplicasandselect
thecorrectreplyfrom amongtherepliesof theindividual
replicas. It returnsa pointer to a buffer containingthe
operationresult.

On the server side, the replication code makes a
numberof upcallsto proceduresthat the server part of
the applicationmust implement. Thereareprocedures
to executerequests(execute), to maintaincheckpointsof
theservicestate(make checkpoint, deletecheckpoint), to
obtainthe digestof a speciÞedcheckpoint(get digest),
and to obtain missing information (get checkpoint,
setcheckpoint). Theexecuteprocedurereceivesasinput
a buffer containingtherequestedoperation,executesthe
operation,andplacestheresultin anoutputbuffer. The
other proceduresare discussedfurther in Sections6.3
and6.4.

Point-to-pointcommunicationbetweennodesisimple-
mentedusingUDP, andmulticastto thegroupof replicas
is implementedusingUDP over IP multicast[7]. There
isasingleIPmulticastgroupfor eachservice,whichcon-
tainsall thereplicas.Thesecommunicationprotocolsare
unreliable;they mayduplicateor losemessagesordeliver
themoutof order.

The algorithm tolerates out-of-order delivery and
rejectsduplicates.View changescanbeusedto recover
from lostmessages,but this is expensiveandthereforeit
is importantto performretransmissions.During normal
operation recovery from lost messagesis driven by
the receiver: backupssendnegative acknowledgments
to the primary when they are out of date and the
primary retransmitspre-preparemessagesafter a long
timeout. A reply to a negative acknowledgmentmay
includebothaportionof astablecheckpointandmissing
messages. During view changes,replicas retransmit
view-changemessagesuntil they receiveamatchingnew-
view messageor they moveon to a laterview.

The replication library does not implement view
changesor retransmissionsat present. This does
not compromise the accuracy of the results given
in Section 7 becausethe rest of the algorithm is

completelyimplemented(includingthemanipulationof
the timers that trigger view changes)and becausewe
have formalizedthe completealgorithmandproved its
correctness[4].

6.2 BFS: A Byzantine-Fault-tolerant File System

We implementedBFS, a Byzantine-fault-tolerantNFS
service,usingthereplicationlibrary. Figure2 shows the
architectureof BFS.We optednot to modify thekernel
NFSclientandserverbecausewedidnothavethesources
for theDigital Unix kernel.

A Þlesystemexportedbythefault-tolerant NFSservice
is mountedon the client machinelike any regular NFS
Þle system. Application processesrun unmodiÞedand
interactwith the mountedÞle systemthroughthe NFS
client in thekernel.Werely onuserlevel relayprocesses
to mediatecommunicationbetweenthe standardNFS
client and the replicas. A relay receivesNFS protocol
requests,calls the invoke procedureof our replication
library, andsendstheresultbackto theNFSclient.

Andrew
benchmark

kernel NFS client

replication
library

relay

client

replica 0

replication
library

snfsd

kernel VM

replica n

replication
library

snfsd

kernel VM

Figure2: ReplicatedFile SystemArchitecture.

Each replica runs a user-level process with the
replicationlibrary andour NFS V2 daemon,which we
will refer to assnfsd(for simplenfsd). The replication
library receives requestsfrom the relay, interactswith
snfsdby makingupcalls,andpackagesNFSrepliesinto
replicationprotocolrepliesthatit sendsto therelay.

We implementedsnfsdusing a Þxed-sizememory-
mappedÞle. All the Þle systemdatastructures,e.g.,
inodes,blocksandtheir freelists,arein themappedÞle.
We rely on theoperatingsystemto managethecacheof
memory-mappedÞlepagesandto write modiÞedpages
to disk asynchronously. The current implementation
uses8KB blocks and inodes contain the NFS status
informationplus256bytesof data,whichis usedto store
directoryentriesin directories,pointersto blocksin Þles,
andtext in symboliclinks. DirectoriesandÞlesmayalso
useindirectblocksin away similar to Unix.

Our implementationensuresthat all state machine
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replicasstartin thesameinitial stateandaredeterministic,
which arenecessaryconditionsfor the correctnessof a
serviceimplementedusing our protocol. The primary
proposesthe values for time-last-modiÞedand time-
last-accessed,and replicas select the larger of the
proposedvalueandonegreaterthanthemaximumof all
valuesselectedfor earlier requests.We do not require
synchronouswrites to implement NFS V2 protocol
semanticsbecauseBFS achieves stability of modiÞed
dataandmeta-datathroughreplication[20].

6.3 Maintaining Checkpoints
This sectiondescribeshow snfsdmaintainscheckpoints
of theÞlesystemstate.Recallthateachreplicamaintains
severallogicalcopiesof thestate:thecurrentstate,some
numberof checkpointsthatarenotyetstable,andthelast
stablecheckpoint.

snfsdexecutesÞle systemoperationsdirectly in the
memorymappedÞletopreservelocality,andit usescopy-
on-writetoreducethespaceandtimeoverheadassociated
with maintainingcheckpoints.snfsdmaintainsa copy-
on-write bit for every 512-byteblock in the memory
mappedÞle. When the replication code invokes the
make checkpointupcall,snfsdsetsall thecopy-on-write
bitsandcreatesa(volatile)checkpointrecord,containing
the current sequencenumber, which it receives as an
argumentto the upcall, and a list of blocks. This list
containsthe copiesof the blocks that were modiÞed
since the checkpointwas taken, and therefore, it is
initially empty. The recordalso containsthe digestof
thecurrentstate;we discusshow thedigestis computed
in Section6.4.

Whena block of thememorymappedÞleis modiÞed
while executinga client request,snfsdchecksthecopy-
on-writebit for theblockand,if it isset,storestheblockÕs
currentcontentsandits identiÞerin thecheckpointrecord
for the last checkpoint. Then, it overwritesthe block
with its new value and resetsits copy-on-write bit.
snfsdretainsa checkpointrecord until told to discard
it via a deletecheckpoint upcall, which is madeby the
replicationcodewhenalatercheckpointbecomesstable.

If the replicationcoderequiresa checkpointto send
to anotherreplica,it calls theget checkpointupcall. To
obtainthe valuefor a block, snfsdÞrstsearchesfor the
block in thecheckpointrecordof thestablecheckpoint,
and then searchesthe checkpointrecordsof any later
checkpoints.If theblockis not in any checkpointrecord,
it returnsthevaluefrom thecurrentstate.

The useof the copy-on-write techniqueand the fact
thatwekeepatmost2 checkpointsensurethatthespace
and time overheadsof keepingseveral logical copies
of the state are low. For example, in the Andrew
benchmarkexperimentsdescribedin Section 7, the
averagecheckpointrecordsizeis only 182blockswith a

maximumof 500.

6.4 Computing Checkpoint Digests
snfsdcomputesa digest of a checkpointstateas part
of a make checkpoint upcall. Although checkpoints
areonly taken occasionally, it is importantto compute
the statedigestincrementallybecausethe statemay be
large. snfsdusesan incrementalcollision-resistantone-
way hashfunction called AdHash [1]. This function
divides the stateinto Þxed-sizeblocks and usessome
other hashfunction (e.g., MD5) to computethe digest
of the string obtainedby concatenatingthe block index
with the block valuefor eachblock. The digestof the
stateis thesumof thedigestsof theblocksmodulosome
largeinteger. In our currentimplementation,we usethe
512-byteblocks from the copy-on-write techniqueand
computetheirdigestusingMD5.

Tocomputethedigestfor thestateincrementally, snfsd
maintainsa table with a hashvalue for each512-byte
block. This hashvalue is obtainedby applying MD5
to the block index concatenatedwith the block valueat
the time of the last checkpoint.Whenmake checkpoint
is called, snfsd obtains the digest for the previous
checkpointstate(from theassociatedcheckpointrecord).
It computesnew hashvaluesfor eachblockwhosecopy-
on-writebit is resetby applyingMD5 to theblock index
concatenatedwith thecurrentblockvalue.Then,it adds
the new hashvalue to , subtractsthe old hashvalue
from , and updatesthe table to containthe new hash
value. This processis efÞcientprovided the numberof
modiÞedblocksissmall;asmentionedabove,onaverage
182blocksaremodiÞedpercheckpointfor theAndrew
benchmark.

7 Performance Evaluation
This sectionevaluatesthe performanceof our system
using two benchmarks: a micro-benchmarkand the
Andrew benchmark[15]. Themicro-benchmarkprovides
a service-independentevaluationof the performanceof
thereplicationlibrary; it measuresthe latency to invoke
a null operation,i.e.,anoperationthatdoesnothing.

TheAndrew benchmarkis usedto compareBFSwith
twootherÞlesystems:oneistheNFSV2 implementation
in Digital Unix, andtheotheris identicalto BFSexcept
without replication. The Þrstcomparisondemonstrates
thatour systemis practicalby showing thatits latency is
similar to thelatency of acommercialsystemthatis used
dailybymany users.Thesecondcomparisonallowsusto
evaluatetheoverheadof ouralgorithmaccuratelywithin
animplementationof a realservice.

7.1 Experimental Setup
The experimentsmeasurenormal-casebehavior (i.e.,
thereareno view changes),becausethis is thebehavior

10



that determinesthe performanceof the system. All
experiments ran with one client running two relay
processes,andfour replicas. Four replicascantolerate
one Byzantinefault; we expect this reliability level to
sufÞce for most applications. The replicas and the
clientranonidenticalDEC3000/400Alphaworkstations.
These workstations have a 133 MHz Alpha 21064
processor, 128 MB of memory, and run Digital Unix
version4.0. TheÞlesystemwasstoredby eachreplica
on a DEC RZ26 disk. All the workstationswere
connectedby a10Mbit/sswitchedEthernetandhadDEC
LANCE Ethernetinterfaces. The switch was a DEC
EtherWORKS8T/TX. Theexperimentswererun on an
isolatednetwork.

The interval betweencheckpointswas 128 requests,
whichcausesgarbagecollectionto occurseveraltimesin
any of theexperiments.Themaximumsequencenumber
acceptedby replicasin pre-preparemessageswas 256
plusthesequencenumberof thelaststablecheckpoint.

7.2 Micro-Benchmark
The micro-benchmarkmeasuresthe latency to invoke
a null operation. It evaluatesthe performanceof two
implementationsof a simple servicewith no statethat
implementsnull operationswith argumentsand results
of differentsizes.TheÞrstimplementationis replicated
using our library and the secondis unreplicatedand
usesUDP directly. Table1 reportsthe responsetimes
measuredat the client for both read-only and read-
write operations.They wereobtainedby timing 10,000
operationinvocationsin threeseparaterunsandwereport
the median value of the three runs. The maximum
deviation from the medianwas always below 0.3% of
the reportedvalue. We denoteeachoperationby a/b,
wherea andb arethesizesof theoperationargumentand
resultin KBytes.

arg./res. replicated without
(KB) read-write read-only replication
0/0 3.35(309%) 1.62(98%) 0.82
4/0 14.19(207%) 6.98(51%) 4.62
0/4 8.01(72%) 5.94(27%) 4.66

Table1: Micro-benchmarkresults(in milliseconds);the
percentageoverheadis relative to theunreplicatedcase.

The overheadintroducedby the replicationlibrary is
dueto extracomputationandcommunication.For exam-
ple, thecomputationoverheadfor theread-write0/0 op-
erationis approximately1.06ms,which includes0.55ms
spentexecutingcryptographicoperations.The remain-
ing 1.47msof overheadaredueto extracommunication;
thereplicationlibrary introducesanextramessageround-
trip, it sendslargermessages,andit increasesthenumber
of messagesreceivedby eachnoderelativeto theservice
without replication.

Theoverheadfor read-onlyoperationsis signiÞcantly
lower becausetheoptimizationdiscussedin Section5.1
reducesbothcomputationandcommunicationoverheads.
For example,thecomputationoverheadfor theread-only
0/0 operationis approximately0.43ms,which includes
0.23msspentexecutingcryptographicoperations,and
thecommunicationoverheadis only 0.37msbecausethe
protocol to executeread-onlyoperationsusesa single
round-trip.

Table1 shows that the relative overheadis lower for
the4/0 and0/4 operations.This is becausea signiÞcant
fraction of the overheadintroducedby the replication
library is independentof thesizeof operationarguments
andresults.For example,in theread-write0/4operation,
the large message(the reply) goes over the network
only once (as discussedin Section5.1) and only the
cryptographicoverheadto processthe reply messageis
increased.Theoverheadis higherfor theread-write4/0
operationbecausethe large message(the request)goes
over the network twice andincreasesthe cryptographic
overheadfor processingboth requestand pre-prepare
messages.

It is important to note that this micro-benchmark
representsthe worst caseoverheadfor our algorithm
becausethe operations perform no work and the
unreplicated server provides very weak guarantees.
Most serviceswill require stronger guarantees,e.g.,
authenticatedconnections,andthe overheadintroduced
byouralgorithmrelativetoaserverthatimplementsthese
guaranteeswill be lower. For example, the overhead
of the replication library relative to a version of the
unreplicatedservicethat usesMACs for authentication
is only 243%for theread-write0/0operationand4%for
theread-only4/0operation.

We can estimate a rough lower bound on the
performancegain affordedby our algorithmrelative to
Rampart[30]. ReiterreportsthatRamparthasa latency
of 45msfor amulti-RPCof anull messagein a10Mbit/s
Ethernetnetwork of 4 SparcStation10s[30]. Themulti-
RPCissufÞcientfor theprimaryto invokeastatemachine
operationbut for anarbitraryclientto invokeanoperation
it wouldbenecessaryto addanextramessagedelayand
an extra RSA signatureandveriÞcationto authenticate
the client; this would leadto a latency of at least65ms
(using the RSA timings reportedin [29].) Even if we
divide this latency by 1.7, the ratio of the SPECint92
ratingsof theDEC3000/400andtheSparcStation10,our
algorithmstill reducesthelatency toinvoketheread-write
andread-only0/0 operationsby factorsof morethan10
and20,respectively. Notethatthisscalingisconservative
becausethe network accountsfor a signiÞcantfraction
of RampartÕs latency [29] and RampartÕs resultswere
obtainedusing300-bit modulusRSA signatures,which
arenot consideredsecuretodayunlessthe keys usedto
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generatethemarerefreshedvery frequently.
There are no published performancenumbers for

SecureRing[16] but it would be slower than Rampart
becauseits algorithm has more messagedelays and
signatureoperationsin thecritical path.

7.3 Andr ewBenchmark

The Andrew benchmark [15] emulates a software
developmentworkload. It hasÞve phases:(1) creates
subdirectoriesrecursively; (2) copiesa sourcetree; (3)
examinesthe statusof all the Þles in the tree without
examiningtheir data;(4) examinesevery byteof datain
all theÞles;and(5) compilesandlinks theÞles.

We usetheAndrew benchmarkto compareBFSwith
two otherÞlesystemconÞgurations:NFS-std,which is
theNFSV2 implementationin Digital Unix, andBFS-nr,
whichis identicaltoBFSbutwith noreplication.BFS-nr
rantwosimpleUDPrelaysontheclient,andontheserver
it ran a thin veneerlinked with a versionof snfsdfrom
whichall thecheckpointmanagementcodewasremoved.
This conÞgurationdoesnot write modiÞedÞle system
stateto disk beforereplying to the client. Therefore,it
doesnotimplementNFSV2 protocolsemantics,whereas
bothBFSandNFS-stddo.

Out of the18 operationsin theNFSV2 protocolonly
getattr is read-onlybecausethe time-last-accessed
attribute of Þles and directories is set by operations
that would otherwise be read-only, e.g., read and
lookup. The result is that our optimizationfor read-
only operationscanrarelybeused.To show the impact
of thisoptimization,wealsorantheAndrew benchmark
on a secondversionof BFS that modiÞesthelookup
operationto be read-only. This modiÞcationviolates
strict Unix Þlesystemsemanticsbut is unlikely to have
adverseeffectsin practice.

For all conÞgurations,theactualbenchmarkcoderan
at the client workstationusing the standardNFS client
implementationin theDigital Unix kernelwith thesame
mount options. Themostrelevantof theseoptionsfor
the benchmarkare: UDP transport,4096-bytereadand
write buffers, allowing asynchronousclient writes, and
allowing attributecaching.

We reportthe meanof 10 runsof the benchmarkfor
eachconÞguration.The samplestandarddeviation for
the total time to run the benchmarkwas alwaysbelow
2.6%of thereportedvaluebut it wasashigh as14%for
the individual timesof the Þrst four phases.This high
variancewasalsopresentin the NFS-stdconÞguration.
The estimatederror for the reportedmeanwas below
4.5%for theindividualphasesand0.8%for thetotal.

Table2 shows the resultsfor BFS andBFS-nr. The
comparisonbetweenBFS-strictandBFS-nrshows that
theoverheadof Byzantinefault tolerancefor thisservice
is low Ñ BFS-stricttakes only 26% more time to run

BFS
phase strict r/o lookup BFS-nr

1 0.55(57%) 0.47(34%) 0.35
2 9.24(82%) 7.91(56%) 5.08
3 7.24(18%) 6.45(6%) 6.11
4 8.77(18%) 7.87(6%) 7.41
5 38.68(20%) 38.38(19%) 32.12

total 64.48(26%) 61.07(20%) 51.07

Table2: Andrew benchmark:BFSvsBFS-nr. Thetimes
arein seconds.

the completebenchmark. The overheadis lower than
what was observed for the micro-benchmarksbecause
theclientspendsasigniÞcantfractionof theelapsedtime
computingbetweenoperations,i.e., betweenreceiving
the reply to an operationand issuingthe next request,
andoperationsat theserver performsomecomputation.
But the overheadis not uniform acrossthe benchmark
phases. The main reasonfor this is a variation in the
amountof time the client spendscomputingbetween
operations;the Þrst two phaseshave a higher relative
overheadbecausethe client spendsapproximately40%
of thetotal timecomputingbetweenoperations,whereas
it spendsapproximately70%duringthelastthreephases.

Thetableshowsthatapplyingtheread-onlyoptimiza-
tion to lookup improvesthe performanceof BFS sig-
niÞcantlyand reducesthe overheadrelative to BFS-nr
to 20%. This optimizationhasa signiÞcantimpact in
the Þrst four phasesbecausethe time spentwaiting for
lookup operationsto completein BFS-strictis at least
20% of the elapsedtime for thesephases,whereasit is
lessthan5%of theelapsedtime for thelastphase.

BFS
phase strict r/o lookup NFS-std

1 0.55(-69%) 0.47(-73%) 1.75
2 9.24(-2%) 7.91(-16%) 9.46
3 7.24(35%) 6.45(20%) 5.36
4 8.77(32%) 7.87(19%) 6.60
5 38.68(-2%) 38.38(-2%) 39.35

total 64.48(3%) 61.07(-2%) 62.52

Table 3: Andrew benchmark: BFS vs NFS-std. The
timesarein seconds.

Table3 shows theresultsfor BFSvs NFS-std.These
resultsshow that BFS canbe usedin practiceÑ BFS-
strict takes only 3% more time to run the complete
benchmark. Thus, one could replace the NFS V2
implementationin Digital Unix, which is used daily
by many users,by BFS without affecting the latency
perceived by thoseusers. Furthermore,BFS with the
read-only optimization for the lookup operation is
actually2%fasterthanNFS-std.

The overheadof BFS relative to NFS-stdis not the
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same for all phases. Both versions of BFS are faster
than NFS-std for phases 1, 2, and 5 but slower for the
other phases. This is because during phases 1, 2, and 5 a
large fraction (between 21% and 40%) of the operations
issued by the client are synchronous, i.e., operations that
require the NFS implementation to ensure stability of
modified file system state before replying to the client.
NFS-std achieves stability by writing modified state to
disk whereas BFS achieves stability with lower latency
using replication (as in Harp [20]). NFS-std is faster than
BFS (and BFS-nr) in phases 3 and 4 because the client
issues no synchronous operations during these phases.

8 Related Work
Most previous work on replication techniques ignored
Byzantine faults or assumed a synchronous system
model (e.g., [17, 26, 18, 34, 6, 10]). Viewstamped
replication [26] and Paxos [18] use views with a primary
and backups to tolerate benign faults in an asynchronous
system. ToleratingByzantine faults requires amuchmore
complex protocol with cryptographic authentication, an
extra pre-prepare phase, and a different technique to
trigger view changes and select primaries. Furthermore,
our systemuses view changes only to select a newprimary
but never to select a different set of replicas to form the
new view as in [26, 18].
Some agreement and consensus algorithms tolerate

Byzantine faults in asynchronous systems (e.g,[2, 3, 24]).
However, they do not provide a complete solution for
state machine replication, and furthermore, most of them
were designed to demonstrate theoretical feasibility and
are too slow to be used in practice. Our algorithm
during normal-case operation is similar to the Byzantine
agreement algorithm in [2] but that algorithm is unable
to survive primary failures.
The two systems that are most closely related to our

work are Rampart [29, 30, 31, 22] and SecureRing [16].
They implement state machine replication but are more
than an order of magnitude slower than our system and,
most importantly, they rely on synchrony assumptions.
Both Rampart and SecureRing must exclude faulty

replicas from the group to make progress (e.g., to remove
a faulty primary and elect a new one), and to perform
garbage collection. They rely on failure detectors
to determine which replicas are faulty. However,
failure detectors cannot be accurate in an asynchronous
system [21], i.e., they may misclassify a replica as faulty.
Since correctness requires that fewer than 1 3 of group
members be faulty, a misclassification can compromise
correctness by removing a non-faulty replica from the
group. This opens an avenue of attack: an attacker
gains control over a single replica but does not change
its behavior in any detectable way; then it slows correct

replicas or the communication between themuntil enough
are excluded from the group.
To reduce the probability of misclassification, failure

detectors can be calibrated to delay classifying a replica
as faulty. However, for the probability to be negligible
the delay must be very large, which is undesirable. For
example, if the primary has actually failed, the group will
be unable to process client requests until the delay has
expired. Our algorithm is not vulnerable to this problem
because it never needs to exclude replicas from the group.
Phalanx [23, 25] applies quorum replication tech-

niques [12] to achieve Byzantine fault-tolerance in asyn-
chronous systems. This work does not provide generic
state machine replication; instead, it offers a data reposi-
torywith operations to read andwrite individual variables
and to acquire locks. The semantics it provides for read
and write operations are weaker than those offered by our
algorithm; we can implement arbitrary operations that ac-
cess any number of variables,whereas in Phalanx itwould
be necessary to acquire and release locks to execute such
operations. There are no published performance num-
bers for Phalanx but we believe our algorithm is faster
because it has fewer message delays in the critical path
and because of our use of MACs rather than public key
cryptography. The approach in Phalanx offers the poten-
tial for improved scalability; each operation is processed
by only a subset of replicas. But this approach to scala-
bility is expensive: it requires 4 1 to tolerate
faults; each replica needs a copy of the state; and the load
on each replica decreases slowly with (it is O 1 ).

9 Conclusions
This paper has described a new state-machine replication
algorithm that is able to tolerate Byzantine faults and can
be used in practice: it is the first to work correctly in
an asynchronous system like the Internet and it improves
the performance of previous algorithms by more than an
order of magnitude.
The paper also described BFS, a Byzantine-fault-

tolerant implementation of NFS. BFS demonstrates that
it is possible to use our algorithm to implement real
services with performance close to that of an unreplicated
service— the performance of BFS is only 3%worse than
that of the standard NFS implementation in Digital Unix.
This good performance is due to a number of important
optimizations, including replacing public-key signatures
by vectors of message authentication codes, reducing
the size and number of messages, and the incremental
checkpoint-management techniques.
One reason why Byzantine-fault-tolerant algorithms

will be important in the future is that they can allow
systems to continue to work correctly even when there
are software errors. Not all errors are survivable;
our approach cannot mask a software error that occurs
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at all replicas. However, it can mask errors that
occur independentlyat different replicas, including
nondeterministicsoftware errors, which are the most
problematic and persistenterrors since they are the
hardesttodetect.In fact,weencounteredsuchasoftware
bugwhilerunningoursystem,andouralgorithmwasable
to continuerunningcorrectlyin spiteof it.

Thereisstill muchworktodoonimprovingour system.
Oneproblemof specialinterestis reducingthe amount
of resourcesrequiredto implementour algorithm. The
numberof replicascanbe reducedby using replicas
aswitnessesthatareinvolvedin theprotocolonly when
somefull replicafails. We alsobelievethatit is possible
to reducethenumberof copiesof thestateto 1 but
thedetailsremainto beworkedout.
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