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Abstract

This paperdescribesa new replicationalgorithmthatis able
to tolerate Byzantine faults. We believe that Byzantine-
fault-tolerant algorithms will be increasingly important in
the future becausamalicious attacksand software errorsare
increasinglycommonand can causefaulty nodesto exhibit
arbitrary behaior. Whereasprevious algorithmsassumed
synchronoussystemor were too slow to be usedin practice,
the algorithmdescribedn this paperis practical: it worksin
asynchronougrvironmentslik e the Internetandincorporates
severalimportantoptimizationshatimprove theresponséime
of previousalgorithmsby morethananorderof magnitude We
implementech Byzantine-ault-tolerantNF S serviceusingour
algorithmandmeasuredts performanceTheresultsshav that
ourservices only 3%sloverthanastandardinreplicated\NFS.

1 Intr oduction

Malicious attacksand software errors are increasingly
common. The growing relianceof industry and gov-
ernmenbon onlineinformationserviceamakesmalicious
attacksmore attractve and makesthe consequencesf
successfuattacksmoreserious.In addition,thenumber
of softwareerrorsis increasingdueto the growth in size
andcompleity of software. Sincemaliciousattacksand
softwareerrorscancausefaulty nodesto exhibit Byzan-
tine (i.e.,arbitrary)behaior, Byzantine-ault-tolerantl-
gorithmsareincreasinglyimportant.

This paperpresentsa new, practical algorithm for
statemachineeplication17, 34] thattolerate8yzantine
faults. The algorithm offers both livenessand safety
provided at most | 252 | out of a total of n replicasare
simultaneouslyaulty. Thismeanghatclientseventually
receve repliesto their requestsand thosereplies are
correctaccordingo linearizability[14, 4]. Thealgorithm
works in asynchronousystemdike the Internetand it
incorporatesimportant optimizationsthat enableit to
performefbciently

Thereis a signibcantbody of work on agreement
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andreplicationtechniqueghattolerateByzantinefaults
(startingwith [19]). However, mostearlierwork (e.g.,
[3, 24, 10)) either concernstechniquesdesignedto

demonstrat¢heoreticafeasibility thataretooinefbcient
to be usedin practice, or assumessynchroy, i.e.,

relieson known boundson messagelelaysandprocess
speeds.The systemsclosestto ours, Ramparf30] and
SecureRing16], weredesignedo be practical,but they

rely onthesynchroly assumptiorfor correctnessyhich

is dangerousn the presenceof maliciousattacks. An

attacler may compromisethe safety of a service by

delayingnon-faultynodesor thecommunicatiobetween
themuntil they aretaggedasfaultyandexcludedfromthe

replicagroup. Suchadenial-of-servicattackisgenerally
easietthangainingcontrolover a non-faulty node.

Our algorithm is not vulnerable to this type of
attack becauseit does not rely on synchroly for
safety In addition, it improves the performanceof
Rampartand SecureRingby more than an order of
magnitudeas explainedin Section7. It usesonly one
messageoundtrip to executeread-onlyoperationsand
two to execute read-write operations. Also, it uses
an efbcient authenticationschemebasedon message
authenticatiomodesduringnormaloperationpublic-key
cryptographywhich wascited asthe majorlateng [29]
andthroughpuf22] bottleneckin Rampartjs usedonly
whentherearefaults.

To evaluateour approachwe implementecdh replica-
tion library and usedit to implementa real service: a
Byzantine-fult-tolerandistributedble systemthat sup-
ports the NFS protocol. We usedthe Andrew bench-
mark[15] to evaluatetheperformancef oursystem.The
resultsshow that our systemis only 3% slower thanthe
standard\NFS daemornin the Digital Unix kernelduring
normal-cas@peration.

Thus,the papemalkesthefollowing contritutions:

o It describeghe brststate-machineeplicationproto-
col that correctly survives Byzantinefaultsin asyn-
chronousmetworks.

o |t describesnumberof importantoptimizationghat
allow the algorithmto performwell sothatit canbe
usedin realsystems.



e [t describes the implementation of a Byzantine-fault-
tolerant distributed file system.

e [t provides experimental results that quantify the cost
of the replication technique.

The remainder of the paper is organized as follows.
We begin by describing our system model, including our
failure assumptions. Section 3 describes the problem
solved by the algorithm and states correctness conditions.
The algorithm is described in Section 4 and some
important optimizations are described in Section 5.
Section 6 describes our replication library and how
we used it to implement a Byzantine-fault-tolerant
NFS. Section 7 presents the results of our experiments.
Section 8 discusses related work. We conclude with a
summary of what we have accomplished and a discussion
of future research directions.

2 System Model

We assume an asynchronous distributed system where
nodes are connected by a network. The network may
fail to deliver messages, delay them, duplicate them, or
deliver them out of order.

We use a Byzantine failure model, i.e., faulty nodes
may behave arbitrarily, subject only to the restriction
mentioned below. We assume independent node failures.
For this assumption to be true in the presence of malicious
attacks, some steps need to be taken, e.g., each node
should run different implementations of the service code
and operating system and should have a different root
password and a different administrator. It is possible
to obtain different implementations from the same code
base [28] and for low degrees of replication one can buy
operating systems from different vendors. N-version
programming, i.e., different teams of programmers
produce different implementations, is another option for
some services.

We use cryptographic techniques to prevent spoofing
and replays and to detect corrupted messages. Our
messages contain public-key signatures [33], message
authentication codes [36], and message digests produced
by collision-resistant hash functions [32]. We denote a
message m signed by node 4 as {(m),, and the digest of
message m by D(m). We follow the common practice
of signing a digest of a message and appending it to
the plaintext of the message rather than signing the full
message ({m),, should be interpreted in this way). All
replicas know the others’ public keys to verify signatures.

We allow for a very strong adversary that can
coordinate faulty nodes, delay communication, or delay
correct nodes in order to cause the most damage to the
replicated service. We do assume that the adversary
cannot delay correct nodes indefinitely. We also assume
that the adversary (and the faulty nodes it controls)

are computationally bound so that (with very high
probability) it is unable to subvert the cryptographic
techniques mentioned above. For example, the adversary
cannot produce a valid signature of a non-faulty node,
compute the information summarized by a digest from
the digest, or find two messages with the same digest.
The cryptographic techniques we use are thought to have
these properties [33, 36, 32].

3 Service Properties

Our algorithm can be used to implement any deterministic
replicated service with a state and some operations. The
operations are not restricted to simple reads or writes of
portions of the service state; they can perform arbitrary
deterministic computations using the state and operation
arguments. Clients issue requests to the replicated service
to invoke operations and block waiting for a reply. The
replicated service is implemented by n replicas. Clients
and replicas are non-faulty if they follow the algorithm
in Section 4 and if no attacker can forge their signature.

The algorithm provides both safety and liveness assum-
ing no more than L”T_lj replicas are faulty. Safety means
that the replicated service satisfies linearizability [14]
(modified to account for Byzantine-faulty clients [4]): it
behaves like a centralized implementation that executes
operations atomically one at a time. Safety requires the
bound on the number of faulty replicas because a faulty
replica can behave arbitrarily, e.g., it can destroy its state.

Safety is provided regardless of how many faulty
clients are using the service (even if they collude with
faulty replicas): all operations performed by faulty clients
are observed in a consistent way by non-faulty clients.
In particular, if the service operations are designed to
preserve some invariants on the service state, faulty
clients cannot break those invariants.

The safety property is insufficient to guard against
faulty clients, e.g., in a file system a faulty client can
write garbage data to some shared file. However, we
limit the amount of damage a faulty client can do by
providing access control: we authenticate clients and
deny access if the client issuing a request does not have
the right to invoke the operation. Also, services may
provide operations to change the access permissions for
a client. Since the algorithm ensures that the effects of
access revocation operations are observed consistently by
all clients, this provides a powerful mechanism to recover
from attacks by faulty clients.

The algorithm does not rely on synchrony to provide
safety. Therefore, it must rely on synchrony to provide
liveness; otherwise it could be used to implement
consensus in an asynchronous system, which is not
possible [9]. We guarantee liveness, i.e., clients
eventually receive replies to their requests, provided at
most | 51| replicas are faulty and delay(t) does not



grow fasterthan ¢t indebnitely Here, delay(t) is the
time betweenthe momentt whena messagés sentfor

the brsttime andthe momentwhenit is receved by its

destination{assuminghesendekeepgetransmittinghe
messageintil it is receved). (A moreprecisedepbnition
canbefoundin [4].) Thisis a ratherweak synchroty

assumptiorthat is likely to be true in ary real system
provided network faults are eventually repaired,yet it

enablesisto circumwenttheimpossibilityresultin [9].

Theresilieng of ouralgorithmis optimal: 3f + 1isthe
minimumnumberof replicasthatallow anasynchronous
systemnto providethesafetyandlivenespropertiesvhen
up to f replicasare faulty (see[2] for a proof). This
mary replicasareneedececausét mustbe possibleto
proceedaftercommunicatingvith n — f replicas,since
f replicasmightbefaulty andnotrespondingHowever,
it is possiblethatthe f replicasthatdid not respondare
notfaultyand,therefore f of thosethatrespondednight
befaulty. Evenso,theremuststill be enoughresponses
thatthosefrom non-faultyreplicasoutnumbethosefrom
faultyonesj.e.,n — 2f > f. Thereforen > 3f.

The algorithmdoesnot addresghe problemof fault-
tolerantprivacy: afaulty replicamayleakinformationto
anattacler. It is notfeasibleto offer fault-toleranprivacy
in the general case becauseservice operationsmay
performarbitrarycompuatiorsusingtheir agumentsard
the servicestate; replicasneedthis informationin the
clearto executesuchoperationgfbciently It is possible
to usesecretsharingscheme$35] to obtainprivacy even
in the presencef a thresholdof maliciousreplicas[13]
for theargumentsandportionsof thestatehatareopaque
to the serviceoperations. We plan to investigatethese
techniquesn thefuture.

4 The Algorithm

Ouralgorithmis aform of state machine replication[17,
34]: the serviceis modeledas a statemachinethat is
replicatedacrosdifferentnodesin a distributedsystem.
Each statemachinereplica maintainsthe servicestate
andimplementsthe serviceoperations. We denotethe
setof replicasby R andidentify eachreplicausingan
integerin {0, ...,|R| — 1}. For simplicity, we assume
|R| = 3f + 1 where f is the maximum number of
replicasthat may be faulty; althoughthere could be
morethan3f + 1replicastheadditionalreplicasdegrade
performancdsincemoreandbiggermessagearebeing
exchangedyvithout providing improvedresilieng.
Thereplicasmove througha successionf conbgura-
tions calledviews. In aview onereplicais the primary
andthe othersare backups. Views are numberedcon-
secutvely. The primary of a view is replicap suchthat
p = v mod |R|, wherew is the view number View
changesrecarriedout whenit appearshatthe primary
hasfailed. ViewstampedReplication26] andPaxos[18]

useda similar approacho toleratebenignfaults (asdis-
cussedn Section8.)
Thealgorithmworksroughlyasfollows:
1. A clientsendsarequesto invoke aserviceoperation
to theprimary

2. Theprimarymulticastsherequesto thebackups

3. Replicasexecutethe requestandsenda reply to the
client

4. The client waits for f + 1 replies from different
replicaswith the sameresult; this is the result of
theoperation.

Like all state machinereplication techniques[34],
we imposetwo requirementson replicas: they must
be deterministic (i.e., the executionof an operationin
a given stateand with a given set of algumentsmust
alwaysproducghesameresult)andthey muststartin the
samestate.Giventhesetwo requirementshealgorithm
ensureshe safetypropertyby guaranteeinghatall non-
Saulty replicas agree on a total order for the execution of
requests despite failures.

The remainderof this sectiondescribesa simplibed
versionof the algorithm. We omit discussionof how
nodesrecover from faults due to lack of space. We
also omit details related to messageretransmissions.
Furthermorewe assumehat messageauthentications
achieved using digital signaturesratherthan the more
efbcientscheméasedn messagauthenticatiorcodes;
Section 5 discussesthis issue further A detailed
formalizationof the algorithmusingthe I/O automaton
model[21] is presentedh [4].

4.1 TheClient

A client ¢ requeststhe execution of state machine
operationo by sendinga (REQUEST, o, t,¢),, message
to the primary. Timestampt is usedto ensureexactly-
once semanticsfor the execution of client requests.
Timestampsor c¢@requestsretotally orderedsuchthat
later requesthave highertimestampghanearlierones;
for example, the timestampcould be the value of the
client®local clock whentherequesis issued.

Eachmessagsentby thereplicagotheclientincludes
the currentview number allowing theclientto trackthe
view and hencethe currentprimary. A client sends
a requestto what it believes is the current primary
usinga point-to-pointmessageThe primary atomically
multicastgherequestoall thebackupsisingtheprotol
describedn thenext section.

A replica sendsthe reply to the requestdirectly to
theclient. Thereply hasthe form (REPLY, v, t,¢,%,7),,
wherew is thecurrentview numbert is thetimestampof
thecorrespondingequest; is thereplicanumberandr
is theresultof executingtherequesteaperation.

Theclientwaitsfor f + 1 replieswith valid signatures
from differentreplicas andwith thesamet andr, before



accepting the resultr. This ensures that the result is valid,
since at most f replicas can be faulty.

If the client does not receive replies soon enough, it
broadcasts the request to all replicas. If the request has
already been processed, the replicas simply re-send the
reply; replicas remember the last reply message they sent
to each client. Otherwise, if the replica is not the primary,
it relays the request to the primary. If the primary does
not multicast the request to the group, it will eventually
be suspected to be faulty by enough replicas to cause a
view change.

In this paper we assume that the client waits for one
request to complete before sending the next one. But we
can allow a client to make asynchronous requests, yet
preserve ordering constraints on them.

4.2 Normal-Case Operation

The state of each replica includes the state of the
service, a message log containing messages the replica
has accepted, and an integer denoting the replica’s current
view. We describe how to truncate the log in Section 4.3.

When the primary, p, receives a client request, m,
it starts a three-phase protocol to atomically multicast
the request to the replicas. The primary starts the
protocol immediately unless the number of messages
for which the protocol is in progress exceeds a given
maximum. In this case, it buffers the request. Buffered
requests are multicast later as a group to cut down on
message traffic and CPU overheads under heavy load; this
optimization is similar to a group commit in transactional
systems [11]. For simplicity, we ignore this optimization
in the description below.

The three phases are pre-prepare, prepare, and commit.
The pre-prepare and prepare phases are used to totally
order requests sent in the same view even when the
primary, which proposes the ordering of requests, is
faulty. The prepare and commit phases are used to ensure
that requests that commit are totally ordered across views.

In the pre-prepare phase, the primary assigns a
sequence number, n, to the request, multicasts a pre-
prepare message with m piggybacked to all the backups,
and appends the message to its log. The message has the
form ({PRE-PREPARE,v,n,d),,,m), where v indicates
the view in which the message is being sent, m is the
client’s request message, and d is m’s digest.

Requests are not included in pre-prepare messages
to keep them small. This is important because pre-
prepare messages are used as a proof that the request was
assigned sequence number 7 in view v in view changes.
Additionally, it decouples the protocol to totally order
requests from the protocol to transmit the request to the
replicas; allowing us to use a transport optimized for
small messages for protocol messages and a transport
optimized for large messages for large requests.

A backup accepts a pre-prepare message provided:
e the signatures in the request and the pre-prepare
message are correct and d is the digest for m;
e itis in view v;
e it has not accepted a pre-prepare message for view v
and sequence number n containing a different digest;
e the sequence number in the pre-prepare message is
between a low water mark, h, and a high water mark,
H.
The last condition prevents a faulty primary from
exhausting the space of sequence numbers by selecting
a very large one. We discuss how H and h advance in
Section 4.3.

If backup i accepts the ((PRE-PREPARE, v, 1, d),,m)
message, it enters the prepare phase by multicasting a
(PREPARE, v, n, d, 1), message to all other replicas and
adds both messages to its log. Otherwise, it does nothing.

A replica (including the primary) accepts prepare
messages and adds them to its log provided their
signatures are correct, their view number equals the
replica’s current view, and their sequence number is
between h and H.

We define the predicate prepared(m, v, n, 1) to be true
if and only if replica ¢ has inserted in its log: the request
m, a pre-prepare for m in view v with sequence number
n, and 2f prepares from different backups that match
the pre-prepare. The replicas verify whether the prepares
match the pre-prepare by checking that they have the
same view, sequence number, and digest.

The pre-prepare and prepare phases of the algorithm
guarantee that non-faulty replicas agree on a total order
for the requests within a view. More precisely, they
ensure the following invariant: if prepared(m,v,n,1) is
true then prepared(m’, v, n, j) is false for any non-faulty
replica j (including i = j) and any m' such that D(m/') #
D(m). This is true because prepared(m,v,n,t) and
|R| = 3f+ 1 imply that at least f + 1 non-faulty replicas
have sent a pre-prepare or prepare for m in view v with
sequence number n. Thus, for prepared(m',v,n,j)
to be true at least one of these replicas needs to have
sent two conflicting prepares (or pre-prepares if it is the
primary for v), i.e., two prepares with the same view
and sequence number and a different digest. But this is
not possible because the replica is not faulty. Finally, our
assumption about the strength of message digests ensures
that the probability that m # m' and D(m) = D(m') is
negligible.

Replica ¢ multicasts a (COMMIT, v, n, D(m), %), to the
other replicas when prepared(m,v,n,1) becomes true.
This starts the commit phase. Replicas accept commit
messages and insert them in their log provided they are
properly signed, the view number in the message is equal
to the replica’s current view, and the sequence number is
between h and H



We debnethe committed and committed-local predi-
catesasfollows: committed(m, v, n) is trueif andonly
if prepared(m,v,n,%) is true for all < in someset of
f+1non-faultyreplicasandcommitted-local(m,v,n, i)
is trueif andonly if prepared(m, v, n,%) istrueands: has
accepted®f + 1 commits(possiblyincluding its own)
from differentreplicasthatmatchthe pre-prepardor m;
a commit matchesa pre-preparef they have the same
view, sequencaumberanddigest.

The commitphaseensureghe following invariant: if
committed-local(m,v,n, 1) is true for somenon-faulty
i then committed(m,v,n) is true. This invariantand
theview-changeprotocoldescribedn Sectiord.4ensure
that non-faulty replicasagreeon the sequenceaumbers
of requestghat commitlocally evenif they commitin
differentviews at eachreplica. Furthermorejt ensures
that ary requestthat commits locally at a non-faulty
replicawill commitat f + 1 or morenon-faulty replicas
eventually

Eachreplicai executesthe operationrequestedoy
m after committed-local(m, v, n, 1) is true and:@® state
reRectsthe sequentialexecution of all requestswith
lower sequencenumbers. This ensuresthat all non-
faulty replicas executerequestsin the sameorder as
requiredto provide the safetyproperty After executing
therequestedperationreplicassendareplytotheclient.
Replicadiscardrequestsvhosetimestamps lowerthan
the timestampin the lastreply they sentto the clientto
guaranteexactly-oncesemantics.

We do not rely on orderedmessagedelivery, and
thereforeit is possiblefor a replicato commitrequests
out of order This doesnot mattersinceit keepsthe pre-
prepareprepare andcommitmessagekggeduntil the
correspondingequestanbe executed.

Figure 1 shaws the operationof the algorithmin the
normalcaseof noprimaryfaults.ReplicaDistheprimary,
replica3 is faulty, andC' is theclient.

request pre-prepareE prepare i commit

s
1 | el
b\

RN

reply

v/
M.
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Figurel: Normal CaseOperation

4.3 Garbage Collection

This sectiondiscusseshe mechanismusedto discard
messageBom thelog. For the safetyconditionto hold,
messagesiustbekeptin areplicaslog until it knowsthat

therequestshey concernhave beenexecutedby atleast
f + 1 non-faulty replicasandit canprove this to others
in view changes. In addition, if somereplica misses
messagethatwerediscardeddy all non-faulty replicas,
it will needto be broughtup to dateby transferringall
or aportionof theservicestate. Thereforeyeplicasalso
needsomeproofthatthe stateis correct.

Generatingheseproofs after executingevery opera-
tion would be expensve. Instead,they are generated
periodically whenarequestwith a sequenc@umberdi-
visible by someconstan(e.g.,100)is executed.We will
referto the stategproduceddy the executionof thesere-
questsascheckpoints andwe will saythata checkpoint
with aproofis astable checkpoint.

A replicamaintainsseverallogicalcopiesof theservice
state:thelaststablecheckpointzeroor morecheckpoints
that are not stable,and a currentstate. Copy-on-write
techniquescan be usedto reducethe spaceoverhead
to storethe extra copiesof the state, as discussedn
Section6.3.

Theproofof correctnes$or acheckpoinis generated
as follows. When a replica¢ producesa checkpoint,
it multicastsa message(CHECKPOINT, n, d, ¢),, to the
otherreplicas,wheren is the sequenceaumberof the
last requestwhose execution is ref3ectedin the state
andd is the digestof the state. Eachreplica collects
checkpointmessagesn its log until it has2f + 1 of
them for sequencenumbern with the samedigestd
signedby differentreplicas(including possiblyits own
suchmessage)These2f + 1 messagearethe proof of
correctnes$or thecheckpoint.

A checkpointwith a proof becomesstableand the
replica discardsall pre-prepare prepare,and commit
messagesvith sequencenumberlessthan or equalto
n fromits log; it alsodiscardsall earliercheckpointand
checkpointmessages.

Computingthe proofsis efbcientbecausehe digest
canbe computedusingincrementakryptography[1] as
discussedh Section6.3,andproofsaregeneratedarely.

The checkpointprotocolis usedto adwancethe low
and high water marks(which limit what messagewvill
be accepted). The low-water mark h is equalto the
sequencaumberof thelaststablecheckpoint.The high
watermark H = h + k, wherek is big enoughso that
replicasdo not stall waiting for a checkpointto become
stable. For example,if checkpointsaaretakenevery 100
requestsk mightbe 200.

4.4 View Changes

Theview-changeprotocolprovideslivenesdy allowing
thesystemnto make progressvhenthe primary fails. View
changesretriggeredby timeoutsthat prevent backups
from waiting indebnitelyfor requeststo execute. A
backupgswaiting for arequesitf it recevedavalidrequest



and has not executed it. A backup starts a timer when it
receives a request and the timer is not already running.
It stops the timer when it is no longer waiting to execute
the request, but restarts it if at that point it is waiting to
execute some other request.

If the timer of backup ¢ expires in view v, the
backup starts a view change to move the system to
view v 4+ 1. It stops accepting messages (other than
checkpoint, view-change, and new-view messages) and
multicasts a (VIEW-CHANGE, v + 1,n,C, P, 1),, message
to all replicas. Here n is the sequence number of the last
stable checkpoint s known to ¢, C is a set of 2f + 1 valid
checkpoint messages proving the correctness of s, and
P is a set containing a set Py, for each request m that
prepared at ¢ with a sequence number higher than nn. Each
set Py, contains a valid pre-prepare message (without the
corresponding client message) and 2f matching, valid
prepare messages signed by different backups with the
same view, sequence number, and the digest of m.

When the primary p of view v + 1 receives 2 f valid
view-change messages for view v+ 1 from other replicas,
it multicasts a (NEW-VIEW, v + 1,V, O),, message to all
other replicas, where V is a set containing the valid view-
change messages received by the primary plus the view-
change message for v+ 1 the primary sent (or would have
sent), and O is a set of pre-prepare messages (without the
piggybacked request). O is computed as follows:

1. The primary determines the sequence number min-s
of the latest stable checkpoint in V and the highest
sequence number Max-Sin a prepare message in V.

2. The primary creates a new pre-prepare message for
view v+ 1 for each sequence number n between min-s
and max-s There are two cases: (1) there is at least
one set in the P component of some view-change
message in V with sequence number 7, or (2) there
is no such set. In the first case, the primary creates
a new message (PRE-PREPARE, v + 1,n,d),,, where
d is the request digest in the pre-prepare message for
sequence number n with the highest view number
in V. In the second case, it creates a new pre-
prepare message (PRE-PREPARE,v + 1,n,d™u!!),
where d™*¥ is the digest of a special null request;
a null request goes through the protocol like other
requests, but its execution is a no-op. (Paxos [18]
used a similar technique to fill in gaps.)

Next the primary appends the messages in O to its
log. If min-sis greater than the sequence number of its
latest stable checkpoint, the primary also inserts the proof
of stability for the checkpoint with sequence number
min-Sin its log, and discards information from the log
as discussed in Section 4.3. Then it entessview v 4 1: at
this point it is able to accept messages for view v + 1.

A backup accepts a new-view message for view v + 1
if it is signed properly, if the view-change messages it

contains are valid for view v + 1, and if the set O is
correct; it verifies the correctness of O by performing a
computation similar to the one used by the primary to
create O. Then it adds the new information to its log as
described for the primary, multicasts a prepare for each
message in O to all the other replicas, adds these prepares
to its log, and enters view v + 1.

Thereafter, the protocol proceeds as described in
Section 4.2. Replicas redo the protocol for messages
between min-s and max-sbut they avoid re-executing
client requests (by using their stored information about
the last reply sent to each client).

A replica may be missing some request message m
or a stable checkpoint (since these are not sent in new-
view messages.) It can obtain missing information from
another replica. For example, replica ¢ can obtain a
missing checkpoint state s from one of the replicas
whose checkpoint messages certified its correctness in
V. Since f + 1 of those replicas are correct, replica ¢ will
always obtain s or a later certified stable checkpoint. We
can avoid sending the entire checkpoint by partitioning
the state and stamping each partition with the sequence
number of the last request that modified it. To bring
a replica up to date, it is only necessary to send it the
partitions where it is out of date, rather than the whole
checkpoint.

4.5 Correctness

This section sketches the proof that the algorithm
provides safety and liveness; details can be found in [4].

4.5.1 Safety

As discussed earlier, the algorithm provides safety if all
non-faulty replicas agree on the sequence numbers of
requests that commit locally.

In Section 4.2, we showed that if prepaedm,v,n, 1)
is true, prepaed(m’,v,n, j) is false for any non-faulty
replica j (including ¢« = j) and any m' such that
D(m') # D(m). This implies that two non-faulty
replicas agree on the sequence number of requests that
commit locally in the same view at the two replicas.

The view-change protocol ensures that non-faulty
replicas also agree on the sequence number of requests
that commit locally in different views at different replicas.
A request m commits locally at a non-faulty replica with
sequence number 7 in view v only if committedm, v, n)
is true. This means that there is a set R; containing at least
f + 1 non-faulty replicas such that prepaedm,v,n,1)
is true for every replica 1 in the set.

Non-faulty replicas will not accept a pre-prepare for
view v’ > v without having received a new-view message
for v’ (since only at that point do they enter the view). But
any correct new-view message for view v’ > v contains
correct view-change messages from every replica ¢ in a



set Ry of 2f + 1 replicas. Since there are 3 f + 1 replicas,
R, and R, must intersect in at least one replica k that is
not faulty. k’s view-change message will ensure that the
fact that m prepared in a previous view is propagated to
subsequent views, unless the new-view message contains
a view-change message with a stable checkpoint with a
sequence number higher than n. In the first case, the
algorithm redoes the three phases of the atomic multicast
protocol for m with the same sequence number n and the
new view number. This is important because it prevents
any different request that was assigned the sequence
number n in a previous view from ever committing. In
the second case no replica in the new view will accept any
message with sequence number lower than n. In either
case, the replicas will agree on the request that commits
locally with sequence number n.

4.5.2 Liveness

To provide liveness, replicas must move to a new view if
they are unable to execute a request. But it is important
to maximize the period of time when at least 2f + 1
non-faulty replicas are in the same view, and to ensure
that this period of time increases exponentially until some
requested operation executes. We achieve these goals by
three means.

First, to avoid starting a view change too soon, a replica
that multicasts a view-change message for view v + 1
waits for 2f + 1 view-change messages for view v + 1
and then starts its timer to expire after some time 7.
If the timer expires before it receives a valid new-view
message for v + 1 or before it executes a request in the
new view that it had not executed previously, it starts the
view change for view v + 2 but this time it will wait 27T
before starting a view change for view v + 3.

Second, if a replica receives a set of f + 1 valid view-
change messages from other replicas for views greater
than its current view, it sends a view-change message
for the smallest view in the set, even if its timer has
not expired; this prevents it from starting the next view
change too late.

Third, faulty replicas are unable to impede progress
by forcing frequent view changes. A faulty replica
cannot cause a view change by sending a view-change
message, because a view change will happen only if at
least f + 1 replicas send view-change messages, but it
can cause a view change when it is the primary (by not
sending messages or sending bad messages). However,
because the primary of view v is the replica p such that
p = v mod |R]|, the primary cannot be faulty for more
than f consecutive views.

These three techniques guarantee liveness unless
message delays grow faster than the timeout period
indefinitely, which is unlikely in a real system.

4.6 Non-Determinism

State machine replicas must be deterministic but many
services involve some form of non-determinism. For
example, the time-last-modified in NFS is set by reading
the server’s local clock; if this were done independently
at each replica, the states of non-faulty replicas would
diverge. Therefore, some mechanism to ensure that all
replicas select the same value is needed. In general, the
client cannot select the value because it does not have
enough information; for example, it does not know how
its request will be ordered relative to concurrent requests
by other clients. Instead, the primary needs to select the
value either independently or based on values provided
by the backups.

If the primary selects the non-deterministic value inde-
pendently, it concatenates the value with the associated
request and executes the three phase protocol to ensure
that non-faulty replicas agree on a sequence number for
the request and value. This prevents a faulty primary from
causing replica state to diverge by sending different val-
ues to different replicas. However, a faulty primary might
send the same, incorrect, value to all replicas. Therefore,
replicas must be able to decide deterministically whether
the value is correct (and what to do if it is not) based only
on the service state.

This protocol is adequate for most services (including
NFS) but occasionally replicas must participate in
selecting the value to satisfy a service’s specification.
This can be accomplished by adding an extra phase to
the protocol: the primary obtains authenticated values
proposed by the backups, concatenates 2f + 1 of them
with the associated request, and starts the three phase
protocol for the concatenated message. Replicas choose
the value by a deterministic computation on the 2 f + 1
values and their state, e.g., taking the median. The extra
phase can be optimized away in the common case. For
example, if replicas need a value that is “close enough”
to that of their local clock, the extra phase can be avoided
when their clocks are synchronized within some delta.

5 Optimizations

This section describes some optimizations that improve
the performance of the algorithm during normal-case
operation. All the optimizations preserve the liveness
and safety properties.

5.1 Reducing Communication

We use three optimizations to reduce the cost of
communication. The first avoids sending most large
replies. A client request designates a replica to send
the result; all other replicas send replies containing just
the digest of the result. The digests allow the client to
check the correctness of the result while reducing network



bandwidthconsumptiorandCPU overheadsignibcantly
for largereplies. If the client doesnotreceve a correct
result from the designatedreplica, it retransmitsthe
requestas usual, requestingall replicasto send full

replies.

The second optimization reducesthe number of
messagedelays for an operationinvocation from 5
to 4. Replicasexecutea requesttentatively as soon
as the preparedpredicateholds for the request,their
staterelBectsthe execution of all requestswith lower
sequencenumber and theserequestsare all known to
have committed.After executingtherequestthereplicas
sendtentatve repliesto the client. The client waits for
2f + 1 matchingtentative replies. If it receves this
mary, the requestis guaranteedo commit eventually
Otherwise,the client retransmitshe requestand waits
for f + 1 non-tentatrereplies.

A requestthat hasexecutedtentatvely may abort if
there is a view changeand it is replacedby a null
request. In this casethe replicarevertsits stateto the
last stablecheckpointin the new-view messager to its
lastcheckpointedtate(dependingon which onehasthe
highersequencaumber).

The third optimizationimprovesthe performanceof
read-only operationsthat do not modify the service
state. A client multicastsa read-onlyrequestto all
replicas. Replicasexecutethe requestimmediatelyin
their tentatve state after checkingthat the requestis
properly authenticatedthat the client has access,and
thattherequesis in factread-only They sendthereply
only afterall requestseRectedn thetentatve statehave
committed;this is necessaryo preventthe client from
observinguncommittedstate. Theclientwaitsfor 2f + 1
repliesfrom differentreplicaswith the sameresult. The
clientmaybeunableto collect2f + 1 suchrepliesif there
areconcurrenivritesto datathataffecttheresult;in this
case,it retransmitsthe requestas a regular read-write
requeskfterits retransmissiotimer expires.

5.2 Cryptography

In Section 4, we describedan algorithm that uses
digital signaturego authenticat@ll messagesHowever,
we actually use digital signaturesonly for view-
changeand new-view messagesyhich are sentrarely,
and authenticateall other messagesusing message
authenticatiorcodes(MACs). This eliminatesthe main
performanceottleneckin previoussystemg29, 22.
However, MACs have a fundamentalimitation rela-
tive to digital signaturesN the inability to prove that
a messages authenticto a third party. The algorithm
in Sectiond and previous Byzantine-ault-tolerantalgo-
rithms[31, 16] for statemachinereplicationrely on the
extra power of digital signaturesWe modibedour algo-
rithm to circumventthe problemby taking advantageof

specibdnvariants e.g,theinvariantthatno two different
requestpreparewith the sameview andsequenceum-
berattwo non-faultyreplicas.Themodibedalgorithmis
describedn [5]. Herewe sketchthe mainimplications
of usingMACs.

MACs can be computedthree ordersof magnitude
fasterthandigital signatures.For example,a 200MHz
PentiumProtakes43msto generatea 1024-bitmodulus
RSA signatureof an MD5 digestand 0.6msto verify
the signature[37], whereasit takes only 10.3us to
computethe MAC of a 64-byte messageon the same
hardwarein ourimplementationThereareotherpublic-
key cryptosystemdhat generatesignaturedaster e.g.,
elliptic curve public-key cryptosystemshut signature
veribcationis slower [37] and in our algorithm each
signatures veribedmary times.

Eachnode(including active clients)sharesa 16-byte
secretsessionkey with eachreplica. We compute
messageauthenticatiorcodesby applying MD5 to the
concatenationf themessagevith thesecrekey. Rather
thanusingthe 16 bytesof the PnalMD5 digest,we use
only the 10 leastsignibcantbytes. This truncationhas
theobviousadwantageof reducingthe sizeof MACsand
it alsoimprovestheir resilienceto certainattacks[27].
This is a variantof the secretsufox method[36], which
is secureaslong asMDS5 is collisionresistan{27, 8].

Thedigital signaturen aregdy messagésreplaedbya
singleMAC, whichis sufbcientbecausehesemessages
have a single intendedrecipient. The signaturesn all
othermessagegéincluding client requestsut excluding
view changesprereplacedy vectorsof MACsthatwe
call authenticatos. An authenticatohasan entry for
every replica other than the sender;eachentry is the
MAC computedwith the key sharedby the senderand
thereplicacorrespondingo theentry.

Thetime to verify anauthenticatois constanbut the
time to generateonegrows linearly with the numberof
replicas.Thisis notaproblembecauseve do notexpect
to have a large numberof replicasandthereis a huge
performancegap betweenMAC and digital signature
computation. Furthermorewe computeauthenticators
efbciently; MD5 is appliedto the messag®nceandthe
resultingcontet is usedto computeeachvector entry
by applyingMD5 to the correspondingessiorkey. For
example, in a systemwith 37 replicas(i.e., a system
thatcantoleratel? simultaneousaults)anauthenticator
can still be computedmuch more than two ordersof
magnituddasterthana 1024-bitmodulusRSAsignature.

The size of authenticatorggrows linearly with the
numberof replicasbut it grows slowly: it is equalto
30 x [ 251] bytes. An authenticatois smallerthanan
RSA signaturewith a 1024-bitmodulusfor n < 13(i.e.,
systemsthat can tolerateup to 4 simultaneoudaults),
which we expectto betruein mostconbgurations.



6 Implementation

This sectiondescribesour implementation. First we
discussthe replication library, which can be usedas
a basisfor ary replicatedservice. In Section6.2 we
describehow we implementeda replicatedNFS on top
of the replicationlibrary. Then we describehow we
maintain checkpointsand computecheckpointdigests
efbciently

6.1 The Replication Library

The clientinterfaceto the replicationlibrary consistsof
a single procedurejnvoke, with oneargument,aninput
buffer containinga requestto invoke a statemachine
operation. The invoke procedureusesour protocol to
executetherequestedperationat thereplicasandselect
thecorrectreplyfrom amongtherepliesof theindividual
replicas. It returnsa pointerto a buffer containingthe
operatiorresult.

On the sener side, the replication code makes a
numberof upcallsto procedureghat the sener part of
the applicationmustimplement. Thereare procedures
to executerequestgexecute, to maintaincheckpointof
theservicestate(male_chedkpoint, deletechedpoin), to
obtainthe digestof a specibed:heckpoint(get.diges),
and to obtain missing information (get.chedpoint,
setchedkpoin)). Theexecuteprocedureecevesasinput
abuffer containingtherequesteaperationexecuteghe
operationandplacestheresultin anoutputbuffer. The
other proceduresare discussedurther in Sections6.3
and6.4.

Point-to-pointommunicatiorbetwea nodesisimple-
mentedusingUDP, andmulticastto thegroupof replicas
is implementedusingUDP over IP multicast[7]. There
isasinglelP multicastgroupfor eachservicewhichcon-
tainsall thereplicas.Thesecommunicatiorprotocolsare
unreliablethey mayduplicateor losemessagesr deliver
themout of order

The algorithm tolerates out-of-order delivery and
rejectsduplicates.View changesanbe usedto recover
from lostmessagedyut this is expensve andthereforeit
is importantto performretransmissionsDuring normal
operationrecovery from lost messagess driven by
the recever: backupssendnegative acknavledgments
to the primary when they are out of date and the
primary retransmitspre-preparemessagesfter a long
timeout. A reply to a negative acknavledgmentmay
includebothaportionof astablecheckpoinaindmissing
messages. During view changes,replicas retransmit
view-changenessagesntil they receveamatchingnew-
view messager they move onto alaterview.

The replication library does not implement view
changesor retransmissionsat present. This does
not compromisethe accurag of the results given
in Section 7 becausethe rest of the algorithm is

completelyimplementedincluding the manipulationof
the timers that trigger view changes)and becausewne
have formalizedthe completealgorithm and proved its
correctnes§].

6.2 BFS: A Byzantine-Fault-tolerant File System

We implementedBFS, a Byzantine-ault-tolerantNFS
serviceusingthereplicationlibrary. Figure2 shovsthe
architectureof BFS. We optednot to modify the kernel
NFSclientandsenerbecausaedid nothavethesources
for the Digital Unix kernel.

A blesystenmexportedby thefault-tderart NFSsenice
is mountedon the client machinelike ary regular NFS
ble system. Application processesun unmodibedand
interactwith the mountedble systemthroughthe NFS
clientin thekernel. We rely onuserlevel relayprocesses
to mediatecommunicationbetweenthe standardNFS
client andthe replicas. A relay recevesNFS protocol
requestsalls the invoke procedureof our replication
library, andsendgsheresultbackto the NFSclient.
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Figure2: Replicated-ile SystemArchitecture.

Each replica runs a userlevel processwith the
replicationlibrary andour NFS V2 daemon,which we
will referto assnfsd(for simplenfsd. The replication
library receves requestdrom the relay, interactswith
snfsdby makingupcalls,andpackagedNFSrepliesinto
replicationprotocolrepliesthatit sendgo therelay.

We implementedsnfsd using a bPxed-sizememory-
mappedpble. All the ble systemdatastructures.e.g.,
inodes blocksandtheirfreelists, arein themappeddle.
We rely on the operatingsystemto managehe cacheof
memory-mappedble pagesandto write modibedpages
to disk asynchronously The currentimplementation
uses8KB blocks and inodes contain the NFS status
informationplus256bytesof data,whichis usedto store
directoryentriesin directoriespointersto blocksin bles,
andtext in symboliclinks. Directoriesandblesmayalso
useindirectblocksin away similarto Unix.

Our implementationensuresthat all state machine



replicasstartin thesamaenitial stateandaredeterninistic,

which are necessargonditionsfor the correctnes®f a
serviceimplementedusing our protocol. The primary
proposesthe values for time-last-modibedand time-

last-accessedand replicas select the larger of the
proposedralueandonegreaterthanthe maximumof all

valuesselectedor earlierrequests.We do not require
synchronouswrites to implement NFS V2 protocol
semanticsbecauseBFS achieves stability of modibped
dataandmeta-datahroughreplication[20].

6.3 Maintaining Checkpoints

This sectiondescribediow snfsdmaintainscheckpoints
of theblesystenstate.Recallthateachreplicamaintains
severallogical copiesof thestate:thecurrentstate some
numberof checkpointshatarenotyetstable andthelast

stablecheckpoint.

snfsdexecutesble systemoperationsdirectly in the
memorymappedleto presenelocality, andit usexopy-
on-writeto reducahespaceandtime overheadissociated
with maintainingcheckpoints. snfsdmaintainsa copy-
on-write bit for every 512-byteblock in the memory
mappedpble. When the replication code invokes the
male_chedkpointupcall,snfsdsetsall the copy-on-write
bitsandcreates (volatile)checkpointecord,containing
the currentsequencenumber which it receves as an
argumentto the upcall, and a list of blocks. This list
containsthe copiesof the blocks that were modibed
since the checkpointwas taken, and therefore, it is
initially empty The recordalso containsthe digestof
the currentstate;we discusshow the digestis computed
in Section6.4.

Whenablock of the memorymappedpleis modibed
while executinga client requestsnfsdchecksthe copy-
on-writebit for theblockand,if it is set storegheblock®
currentcontentsanditsidentiberin thecheckpointecord
for the last checkpoint. Then, it overwritesthe block
with its new value and resetsits copy-on-write bit.
snfsdretainsa checkpointrecord until told to discard
it via a deletechedpoint upcall, which is madeby the
replicationcodewhenalatercheckpoinbecomestable.

If the replicationcoderequiresa checkpointto send
to anothemeplica, it callsthe get chedkpointupcall. To
obtainthe valuefor a block, snfsdprstsearchegor the
blockin the checkpointrecordof the stablecheckpoint,
and then searcheghe checkpointrecordsof ary later
checkpointslf theblockis notin any checkpointecord,
it returnsthevaluefrom the currentstate.

The useof the copy-on-write techniqueand the fact
thatwe keepat most2 checkpointensurehatthe space
and time overheadsof keepingseveral logical copies
of the stateare low. For example, in the Andrew
benchmarkexperimentsdescribedin Section 7, the
averagecheckpointecordsizeis only 182blockswith a
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maximumof 500.

6.4 Computing Checkpoint Digests

snfsdcomputesa digestof a checkpointstateas part
of a male_chedkpoint upcall. Although checkpoints
are only taken occasionallyit is importantto compute
the statedigestincrementallybecausehe statemay be

large. snfsdusesanincrementakollision-resistanbne-
way hashfunction called AdHash[1]. This function

divides the stateinto bxed-sizeblocks and usessome
other hashfunction (e.g., MD5) to computethe digest
of the string obtainedby concatenatinghe block index

with the block valuefor eachblock. The digestof the
stateis thesumof thedigestsof theblocksmodulosome
largeinteger. In our currentimplementationywe usethe
512-byteblocks from the copy-on-write techniqueand
computetheir digestusingMD5.

To computehedigestfor thestateincrementallysnfsd
maintainsa table with a hashvalue for each512-byte
block. This hashvalueis obtainedby applying MD5
to the block index concatenatedith the block valueat
thetime of the last checkpoint. When male_chedpoint
is called, snfsd obtainsthe digestd for the previous
checkpoinstate(from theassociatedheckpointecord).
It computesiew hashvaluesfor eachblockwhosecopy-
on-writebit is resetby applyingMD?5 to theblock index
concatenatedith the currentblock value. Then,it adds
the new hashvalue to d, subtractsthe old hashvalue
from d, and updatesthe tableto containthe nev hash
value. This processds efpcientprovided the numberof
modibedlocksis small;asmentionedhbove,onaverage
182 blocksaremodibedper checkpointfor the Andrew
benchmark.

7 Performance Evaluation

This sectionevaluatesthe performanceof our system
using two benchmarks: a micro-benchmarkand the
Andrew benchmark15]. Themicro-benchmarkrovides
a service-independemvaluationof the performanceof
thereplicationlibrary; it measureshe lateng to invoke
anull operationj.e.,anoperationthatdoesnothing.

The Andrew benchmarks usedto compareBFSwith
two otherblesystemspneistheNFSV2 implementation
in Digital Unix, andthe otheris identicalto BFS except
without replication. The brstcomparisordemonstrates
thatour systemis practicalby shaving thatits lateng is
similarto thelateng of acommerciabystenthatis used
daily by mary users.Thesecondomparisorallowsusto
evaluatethe overheadbf our algorithmaccuratelywithin
animplementatiorof arealservice.

7.1 Experimental Setup

The experimentsmeasurenormal-casebehaior (i.e.,
thereareno view changes)becausehis is the behaior



that determinesthe performanceof the system. All

experimentsran with one client running two relay
processesandfour replicas. Four replicascantolerate
one Byzantinefault; we expectthis reliability level to
sufbce for most applications. The replicas and the
clientranonidenticaDEC3000/400Alphaworkstatims.
These workstations have a 133 MHz Alpha 21064
processar128 MB of memory and run Digital Unix
version4.0. The ble systemwas storedby eachreplica
on a DEC Rz26 disk. All the workstationswere
connectedby a 10Mbit/sswitchedethernetandhadDEC
LANCE Ethernetinterfaces. The switch was a DEC
EtherWORKS 8T/TX. The experimentavererun on an
isolatednetwork.

The intenal betweencheckpointswas 128 requests,
whichcausegarbageollectionto occurseveraltimesin
ary of theexperiments Themaximumsequencaumber
acceptedby replicasin pre-preparanessagesvas 256
plusthe sequenceumberof thelaststablecheckpoint.

7.2 Micro-Benchmark

The micro-benchmarkmeasuredhe lateng to invoke
a null operation. It evaluatesthe performanceof two
implementationof a simple servicewith no statethat
implementsnull operationswith argumentsand results
of differentsizes. The brstimplementatioris replicated
using our library and the secondis unreplicatedand
usesUDP directly. Table 1 reportsthe responsdimes
measuredat the client for both read-only and read-
write operations.They were obtainedby timing 10,000
operatiorinvocationsn threeseparateunsandwe report
the medianvalue of the threeruns. The maximum
deviation from the medianwas always belov 0.3% of
the reportedvalue. We denoteeachoperationby a/b,
wherea andb arethesizesof theoperatioragumeniand
resultin KBytes.

arg./res. replicated without
(KB) read-write read-only | replication
0/0 3.35(309%) | 1.62(98%) 0.82
4/0 14.19(207%) | 6.98(51%) 4.62
0/4 8.01(72%) | 5.94(27%) 4.66

Tablel: Micro-benchmarkesults(in milliseconds)ithe
percentageverheads relative to theunreplicatectase.

The overheadntroducedby the replicationlibrary is
dueto extracomputatiorandcommunication For exam-
ple, the computatioroverheador the read-write0/0 op-
erationis approximatelyl.06mswhichincludes0.55ms
spentexecutingcryptographicoperations. The remain-
ing 1.47msof overheadaredueto extracommunication;
thereplicationlibraryintroducesanextramessageound-
trip, it senddargermessagegndit increaseshenumber
of messagerseceivedby eachnoderelative to the service
withoutreplication.
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The overheador read-onlyoperationss signibcantly
lower becauséhe optimizationdiscussedn Section5.1
reducedothcomputatiorandcommunicaion overeals.
For example thecomputatioroverheador theread-only
0/0 operationis approximately0.43ms,which includes
0.23msspentexecuting cryptographicoperations,and
thecommunicatioroverheads only 0.37msbecauséehe
protocol to executeread-onlyoperationsusesa single
round-trip.

Table 1 shaws thatthe relative overheads lower for
the 4/0 and0/4 operations.This is because signibcant
fraction of the overheadintroducedby the replication
library is independenof the sizeof operationarguments
andresults.For example,in theread-write0/4 operation,
the large messagethe reply) goesover the network
only once (as discussedn Section5.1) and only the
cryptographicoverheado procesghe reply messagés
increased.The overheads higherfor the read-write4/0
operationbecausehe large messagdthe request)goes
over the network twice andincreaseshe cryptographic
overheadfor processingboth requestand pre-prepare
messages.

It is importantto note that this micro-benchmark
representghe worst caseoverheadfor our algorithm
becausethe operations perform no work and the
unreplicated sener provides very weak guarantees.
Most serviceswill require stronger guaranteesge.g.,
authenticatedonnectionsandthe overheadntroduced
by ouralgorithmrelatveto asenerthatimplementshese
guaranteewill be lower. For example,the overhead
of the replication library relative to a version of the
unreplicatedservicethat usesMACs for authentication
is only 243%for theread-write0/0 operatiorand4% for
theread-only4/0 operation.

We can estimate a rough lower bound on the
performancegain afforded by our algorithmrelative to
Rampar{30]. ReiterreportsthatRamparthasa lateng
of 45msfor amulti-RPCof anull messagé a10 Mbit/s
Ethernemnetwork of 4 SparcStatiod0s[30]. Themulti-
RPCis sufbcientfor theprimarytoinvokeastatemachine
operatiorbutfor anarbitraryclientto invokeanoperation
it would be necessaryo addanextramessagelelayand
an extra RSA signatureand veribcationto authenticate
the client; this would leadto a lateng of at least65ms
(usingthe RSA timings reportedin [29].) Evenif we
divide this latengy by 1.7, the ratio of the SPECint92
ratingsof theDEC 3000/40CGandthe SparcStatiod 0, our
algorithmstill reduceshelateng toinvokethereadwrite
andread-only0/0 operationdy factorsof morethan10
and20,respectrely. Notethatthisscalingis consenrative
becausdhe network accountsfor a signibcantfraction
of Rampart®lateny [29] and Rampart®resultswere
obtainedusing 300-bitmodulusRSA signatureswhich
arenot consideredsecuretoday unlessthe keys usedto



generatéghemarerefreshedrery frequently

There are no published performancenumbers for
SecureRing16] but it would be slower than Rampart
becauseits algorithm has more messagedelays and
signatureoperationsn thecritical path.

7.3 AndrewBenchmark

The Andrenv benchmark[15] emulatesa software
developmentworkload. It hasbwe phases:(1) creates
subdirectoriesecursvely; (2) copiesa sourcetree; (3)
examinesthe statusof all the Plesin the tree without
examiningtheir data;(4) examinesevery byte of datain
all thebles;and(5) compilesandlinks thebles.

We usethe Andrew benchmarko compareBFSwith
two otherble systemconbgurationsNFS-std,which is
theNFSV2 implementationn Digital Unix, andBFS-nt
whichis identicalto BFSbut with noreplication.BFS-nr
rantwo simpleUDPrelaysontheclient,andonthesener
it ran a thin veneerinked with a versionof snfsdfrom
whichall thecheckpointnanagemerdodewasremoved.
This conbguratiordoesnot write modibedble system
stateto disk beforereplying to the client. Therefore,it
doesnotimplementNFSV2 protocolsemanticsyhereas
bothBFSandNFS-stddo.

Outof the 18 operationsn the NFS V2 protocolonly
getattr is read-onlybecausethe time-last-accessed
attribute of bles and directoriesis set by operations
that would otherwise be read-only e.g., read and
lookup. Theresultis that our optimizationfor read-
only operationsanrarely be used. To shav theimpact
of this optimization,we alsoranthe Andrew benchmark
on a secondversionof BFS that modibesthe 1ookup
operationto be read-only This modibcationviolates
strict Unix ble systemsemanticsut is unlikely to have
adwerseeffectsin practice.

For all conbgurationghe actualbenchmarlcoderan
at the client workstationusing the standard\FS client
implementationn the Digital Unix kernelwith thesame
mount options. The mostrelevant of theseoptionsfor
the benchmarlare: UDP transport,4096-bytereadand
write buffers, allowing asynchronouslient writes, and
allowing attribute caching.

We reportthe meanof 10 runsof the benchmarkfor
eachconbguration. The samplestandarddeviation for
the total time to run the benchmarkwas always below
2.6%of thereportedvaluebut it wasashigh as14%for
the individual times of the brstfour phases.This high
variancewasalso presentin the NFS-stdconbguration.
The estimatederror for the reportedmeanwas below
4.5%for theindividual phasesnd0.8%for thetotal.

Table 2 shaws the resultsfor BFS and BFS-nt The
comparisorbetweenBFS-strictand BFS-nr shows that
theoverheaddf Byzantinefaulttoleranceor this service
is low N BFS-stricttakes only 26% moretime to run
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BFS
phase strict r/olookup | BFS-nr
1 0.55(57%) | 0.47(34%) 0.35
2 9.24(82%) | 7.91(56%) 5.08
3 7.24(18%) 6.45(6%) 6.11
4 8.77(18%) 7.87(6%) 7.41
5 38.68(20%) | 38.38(19%) | 32.12
total | 64.48(26%) | 61.07(20%) | 51.07

Table2: Andren benchmarkBFSvs BFS-nt Thetimes
arein seconds.

the completebenchmark. The overheadis lower than
what was obsened for the micro-benchmarkbecause
theclientspendssignibcanfractionof theelapsedime
computingbetweenoperations;.e., betweenreceving
the reply to an operationand issuingthe next request,
andoperationsat the sener performsomecomputation.
But the overheadis not uniform acrossthe benchmark
phases. The main reasonfor this is a variationin the
amountof time the client spendscomputing between
operations;the brsttwo phaseshave a higher relative
overheadbecausehe client spendsapproximately40%
of thetotal time computingbetweeroperationswhereas
it spendspproximately’0%duringthelastthreephases.
Thetableshownsthatapplyingthe read-onlyoptimiza-
tion to lookup improvesthe performanceof BFS sig-
nibcantly and reducesthe overheadrelative to BFS-nr
to 20%. This optimizationhasa signibcantimpactin
the brstfour phasedecauseahe time spentwaiting for
lookup operationgo completein BFS-strictis at least
20% of the elapsedime for thesephaseswhereast is
lessthan5% of the elapsedime for thelastphase.

BFS
phase strict r/olookup | NFS-std
1 | 0.55(-69%) | 0.47(-73%) | 1.75
2 9.24(-2%) | 7.91(-16%) 9.46
3 7.24(35%) | 6.45(20%) | 5.36
4 8.77(32%) | 7.87(19%) 6.60
5 38.68(-2%) | 38.38(-2%) | 39.35
total | 64.48(3%) | 61.07(-2%) | 62.52

Table 3: Andrew benchmark: BFS vs NFS-std. The
timesarein seconds.

Table3 shawvs the resultsfor BFSvs NFS-std. These
resultsshav that BFS canbe usedin practiceN BFS-
strict takes only 3% more time to run the complete
benchmark. Thus, one could replacethe NFS V2
implementationin Digital Unix, which is used daily
by mary users,by BFS without affecting the lateng
perceved by thoseusers. Furthermore BFS with the
read-only optimization for the lookup operationis
actually2% fasterthanNFS-std.

The overheadof BFS relative to NFS-stdis not the



same for all phases. Both versions of BFS are faster
than NFS-std for phases 1, 2, and 5 but slower for the
other phases. This is because during phases 1,2, and 5 a
large fraction (between 21% and 40%) of the operations
issued by the client are synchronous, i.e., operations that
require the NFS implementation to ensure stability of
modified file system state before replying to the client.
NFS-std achieves stability by writing modified state to
disk whereas BFS achieves stability with lower latency
using replication (as in Harp [20]). NFS-std is faster than
BFS (and BFS-nr) in phases 3 and 4 because the client
issues no synchronous operations during these phases.

8 Related Work

Most previous work on replication techniques ignored
Byzantine faults or assumed a synchronous system
model (e.g., [17, 26, 18, 34, 6, 10]). Viewstamped
replication [26] and Paxos [18] use views with a primary
and backups to tolerate benign faults in an asynchronous
system. Tolerating Byzantine faults requires a much more
complex protocol with cryptographic authentication, an
extra pre-prepare phase, and a different technique to
trigger view changes and select primaries. Furthermore,
our system uses view changes only to select a new primary
but never to select a different set of replicas to form the
new view as in [26, 18].

Some agreement and consensus algorithms tolerate
Byzantine faults in asynchronous systems (e.g,[2, 3, 24]).
However, they do not provide a complete solution for
state machine replication, and furthermore, most of them
were designed to demonstrate theoretical feasibility and
are too slow to be used in practice. Our algorithm
during normal-case operation is similar to the Byzantine
agreement algorithm in [2] but that algorithm is unable
to survive primary failures.

The two systems that are most closely related to our
work are Rampart [29, 30, 31, 22] and SecureRing [16].
They implement state machine replication but are more
than an order of magnitude slower than our system and,
most importantly, they rely on synchrony assumptions.

Both Rampart and SecureRing must exclude faulty
replicas from the group to make progress (e.g., to remove
a faulty primary and elect a new one), and to perform
garbage collection. They rely on failure detectors
to determine which replicas are faulty. However,
failure detectors cannot be accurate in an asynchronous
system [21], i.e., they may misclassify a replica as faulty.
Since correctness requires that fewer than 1/3 of group
members be faulty, a misclassification can compromise
correctness by removing a non-faulty replica from the
group. This opens an avenue of attack: an attacker
gains control over a single replica but does not change
its behavior in any detectable way; then it slows correct
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replicas or the communication between them until enough
are excluded from the group.

To reduce the probability of misclassification, failure
detectors can be calibrated to delay classifying a replica
as faulty. However, for the probability to be negligible
the delay must be very large, which is undesirable. For
example, if the primary has actually failed, the group will
be unable to process client requests until the delay has
expired. Our algorithm is not vulnerable to this problem
because it never needs to exclude replicas from the group.

Phalanx [23, 25] applies quorum replication tech-
niques [12] to achieve Byzantine fault-tolerance in asyn-
chronous systems. This work does not provide generic
state machine replication; instead, it offers a data reposi-
tory with operations to read and write individual variables
and to acquire locks. The semantics it provides for read
and write operations are weaker than those offered by our
algorithm; we can implement arbitrary operations that ac-
cess any number of variables, whereas in Phalanx it would
be necessary to acquire and release locks to execute such
operations. There are no published performance num-
bers for Phalanx but we believe our algorithm is faster
because it has fewer message delays in the critical path
and because of our use of MACs rather than public key
cryptography. The approach in Phalanx offers the poten-
tial for improved scalability; each operation is processed
by only a subset of replicas. But this approach to scala-
bility is expensive: it requires n > 4f + 1 to tolerate f
faults; each replica needs a copy of the state; and the load
on each replica decreases slowly with n (it is O(1/y/n)).

9 Conclusions

This paper has described a new state-machine replication
algorithm that is able to tolerate Byzantine faults and can
be used in practice: it is the first to work correctly in
an asynchronous system like the Internet and it improves
the performance of previous algorithms by more than an
order of magnitude.

The paper also described BFS, a Byzantine-fault-
tolerant implementation of NFS. BFS demonstrates that
it is possible to use our algorithm to implement real
services with performance close to that of an unreplicated
service — the performance of BFS is only 3% worse than
that of the standard NFS implementation in Digital Unix.
This good performance is due to a number of important
optimizations, including replacing public-key signatures
by vectors of message authentication codes, reducing
the size and number of messages, and the incremental
checkpoint-management techniques.

One reason why Byzantine-fault-tolerant algorithms
will be important in the future is that they can allow
systems to continue to work correctly even when there
are software errors. Not all errors are survivable;
our approach cannot mask a software error that occurs



at all replicas. However, it can mask errors that
occur independentlyat different replicas, including
nondeterministicsoftware errors, which are the most
problematic and persistenterrors since they are the
hardesto detect.In fact,we encountereduchasoftware
bugwhile runningoursystemandouralgorithmwasable
to continuerunningcorrectlyin spiteof it.

Thereis still muchworkto doonimproving our system.
Oneproblemof specialinterestis reducingthe amount
of resourcesequiredto implementour algorithm. The
numberof replicascan be reducedby using f replicas
aswitnesseghatareinvolvedin the protocolonly when
somefull replicafails. We alsobelieve thatit is possible
to reducethe numberof copiesof the stateto f + 1 but
thedetailsremainto beworkedout.
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