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Abstract

Thispapedescribesnasynchronoustate-machineeplication
systemthat toleratesByzantinefaults, which can be caused
by malicious attacksor software errors. Our systemis the

brst to recover Byzantine-ulty replicas proactvely and it

performswell becausdt usessymmetricratherthan public-

key cryptographyfor authenticationTherecorery mechanism
allows usto tolerateary numberof faultsover the lifetime of

the systemprovided fewer than 1/3 of the replicasbecome
faulty within a window of vulnerability that is small under
normalconditions. The window mayincreasaindera denial-
of-service attack but we can detect and respondto such
attacks. The paperpresentsresultsof experimentsshaving

thatoverall performances goodandthatevena smallwindow

of vulnerabilityhaslittle impacton servicelateng.

1 Intr oduction

This paperdescribesa new systemfor asynchronous
state-machinaeplication[17, 28] that offers both in-
tegrity and high availability in the presenceof Byzan-
tine faults. Our systemis interestingfor two reasons:
it improves securityby recovering replicasproactiely,
andit is basedn symmetriccryptographywhich allows
it to performwell sothatit canbe usedin practiceto
implementrealservices.

Oursystentontinuego functioncorrectlyevenwhen
some replicas are compromisedby an attacler; this
is worthwhile becausehe growing relianceon online
informationservicesnakesmaliciousattackamorelik ely
andtheir consequencesiore serious. The systemalso
survives nondeterministicsoftware bugs and software
bugsdueto aging(e.g.,memoryleaks). Our approach
improveson the usualtechniqueof rebootingthe system
becausd refreshestateautomaticallystaggersecovery
so that individual replicas are highly unlikely to fail
simultaneouslyand haslittle impacton overall system
performance. Section4.7 discusseshe typesof faults
toleratedby the systemin moredetail.

Becauseof recovery, our systemcan tolerateary
numberof faultsoverthelifetime of thesystemprovided
fewer than 1/3 of the replicas becomefaulty within
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a window of vulnerability The best that could be
guaranteedpreviously was correct behaior if fewer
than 1/3 of the replicasfailed during the lifetime of a
system.Our previouswork [6] guaranteethis andother
systemq26, 16] provided wealer guaranteesLimiting
the numberof failuresthatcanoccurin a Pnitewindow
is a synchroly assumptionbut suchan assumptionis
unavoidable:sinceByzantine-aulty replicascandiscard
the servicestate we mustboundthe numberof failures
that can occur before recovery completes. But we
requirenosynchrory assumptiont matchtheguarantee
providedby previoussystems\We compareourapproach
with otherwork in Section?.

The window of vulnerability can be small (e.g., a
few minutes)undernormalconditions.Additionally, our
algorithmprovidesdetection of denial-of-servicattacks
aimedat increasingthe window: replicascantime how
long a recovery takes and alert their administratorif it
exceedsomepre-establishedound. Thereforeintegrity
canbe preseredevenwhenthereis a denial-of-service
attack.

The paperdescribesa numberof new techniques
neededo solve the problemsthat arisewhenproviding
recovery from Byzantinefaults:

Proactive recorery. A Byzantine-aulty replica may
appearto behae properlyevenwhenbroken; therefore
recovery mustbe proactve to preventan attacler from
compromisingthe service by corrupting 1/3 of the
replicaswithout beingdetected.Our algorithmrecovers
replicasperiodicallyindependendf ary failuredetection
mechanism. However a recovering replica may not
be faulty and recovery must not causeit to become
faulty, sinceotherwisg¢henumberof faultyreplicascould
exceedthe boundrequiredto provide safety In fact,we
needto allow thereplicato continueparticipatingin the
requesiprocessingrotocolwhile it is recorering, since
thisis sometimesequiredfor it to completeherecovery.
Freshmessages.An attacler mustbe preventedfrom
impersonating replicathatwasfaulty afterit recovers.
This canhappenif the attacler learnsthe keys usedto
authenticatemessages.Furthermoreeven if messages
are signedusing a securecryptographicco-processor
an attacler might be ableto authenticatdbad messages
while it controlsa faulty replica; thesemessagesould
be replayedlater to compromisesafety To solve this
problem,we debnea notion of authenticatiorfreshness



and replicas reject messages that are not fresh. However,
this leads to a further problem, since replicas may be
unable to prove to a third party that some message they
received is authentic (because it may no longer be fresh).
All previous state-machine replication algorithms [26,
16], including the one we described in [6], relied on such
proofs. Our current algorithm does not, and this has
the added advantage of enabling the use of symmetric
cryptography for authentication of all protocol messages.
This eliminates most use of public-key cryptography, the
major performance bottleneck in previous systems.
Efpcient state transfer. State transfer is harder in the
presence of Byzantine faults and efficiency is crucial to
enable frequent recovery with little impact on perfor-
mance. To bring a recovering replica up to date, the state
transfer mechanism checks the local copy of the state to
determine which portions are both up-to-date and not cor-
rupt. Then, it must ensure that any missing state it obtains
from other replicas is correct. We have developed an effi-
cient hierarchical state transfer mechanism based on hash
chaining and incremental cryptography [1]; the mecha-
nism tolerates Byzantine-faults and state modifications
while transfers are in progress.

Our algorithm has been implemented as a generic
program library with a simple interface. This library
can be used to provide Byzantine-fault-tolerant versions
of different services. The paper describes experiments
that compare the performance of a replicated NFS imple-
mented using the library with an unreplicated NFS. The
results show that the performance of the replicated sys-
tem without recovery is close to the performance of the
unreplicated system. They also show that it is possible
to recover replicas frequently to achieve a small window
of vulnerability in the normal case (2 to 10 minutes) with
little impact on service latency.

The rest of the paper is organized as follows. Sec-
tion 2 presents our system model and lists our assump-
tions; Section 3 states the properties provided by our al-
gorithm; and Section 4 describes the algorithm. Our im-
plementation is described in Section 5 and some perfor-
mance experiments are presented in Section 6. Section 7
discusses related work. Our conclusions are presented in
Section 8.

2 SystemModel and Assumptions

We assume an asynchronous distributed system where
nodes are connected by a network. The network may
fail to deliver messages, delay them, duplicate them, or
deliver them out of order.

We use a Byzantine failure model, i.e., faulty nodes
may behave arbitrarily, subject only to the restrictions
mentioned below. We allow for a very strong adversary
that can coordinate faulty nodes, delay communication,
inject messages into the network, or delay correct nodes in
order to cause the most damage to the replicated service.
We do assume that the adversary cannot delay correct
nodes indefinitely.

We use cryptographic techniques to establish session
keys, authenticate messages, and produce digests. We use

the SFS [21] implementation of a Rabin-Williams public-
key cryptosystem with a 1024-bit modulus to establish
128-bit session keys. All messages are then authenti-
cated using message authentication codes (MACs) [2]
computed using these keys. Message digests are com-
puted using MD5 [27].

We assume that the adversary (and the faulty nodes it
controls) is computationally bound so that (with very high
probability) it is unable to subvert these cryptographic
techniques. For example, the adversary cannot forge
signatures or MACs without knowing the corresponding
keys, or find two messages with the same digest. The
cryptographic techniques we use are thought to have these
properties.

Previous Byzantine-fault tolerant state-machine repli-
cation systems [6, 26, 16] also rely on the assumptions
described above. We require no additional assumptions
to match the guarantees provided by these systems, i.e.,
to provide safety if less than 1/3 of the replicas become
faulty during the lifetime of the system. To tolerate more
faults we need additional assumptions: we must mutu-
ally authenticate a faulty replica that recovers to the other
replicas, and we need a reliable mechanism to trigger pe-
riodic recoveries. These could be achieved by involving
system administrators in the recovery process, but such
an approach is impractical given our goal of recovering
replicas frequently. Instead, we rely on the following
assumptions:

Secure Cryptography. Each replica has a secure crypto-
graphic co-processor, e.g., a Dallas Semiconductors iBut-
ton, or the security chip in the motherboard of the IBM
PC 300PL. The co-processor stores the replica’s private
key, and can sign and decrypt messages without exposing
this key. It also contains a true random number generator,
e.g., based on thermal noise, and a counter that never goes
backwards. This enables it to append random numbers
or the counter to messages it signs.
Read-OnlyMemory. Each replica stores the public keys
for other replicas in some memory that survives failures
without being corrupted (provided the attacker does not
have physical access to the machine). This memory could
be a portion of the flash BIOS. Most motherboards can
be configured such that it is necessary to have physical
access to the machine to modify the BIOS.

Watchdog Timer. Each replica has a watchdog timer
that periodically interrupts processing and hands control
to a recovery monitor, which is stored in the read-
only memory. For this mechanism to be effective, an
attacker should be unable to change the rate of watchdog
interrupts without physical access to the machine. Some
motherboards and extension cards offer the watchdog
timer functionality but allow the timer to be reset without
physical access to the machine. However, this is easy to
fix by preventing write access to control registers unless
some jumper switch is closed.

These assumptions are likely to hold when the attacker
does not have physical access to the replicas, which we
expect to be the common case. When they fail we can
fall back on system administrators to perform recovery.



Note that all previous proactve security algo-
rithms|[24, 13, 14, 3, 10] assumeheentireprogramrun
by areplicais in read-onlymemorysothatit cannotbe
modibedby anattacler. Mostalsoassumehatthereare
authenticatedhannelbetweerthereplicashatcontinue
to work evenafterareplicarecoversfrom acompromise.
Theseassumptionsvould be sufpcientto implementour
algorithm but they are lesslikely to hold in practice.
We only requirea small monitor in read-onlymemory
andusethe secureco-processor® establismew session
keys betweerthereplicasafterarecovery.

The only work on proactive security that doesnot
assumeauthenticatedthannelsis [3], but the bestthat
a replicacan do whenits private key is compromised
in their systemis alert an administrator Our secue
cryptagraphy assumptionenablesautomatic recovery
from most failures, and secureco-processorsvith the
propertiesverequirearenow readilyavailablee.g.,|BM
is selling PCswith a cryptographicco-processoin the
motherboardt essentiallyno addedcost.

We alsoassumeclients have a secureco-processor;
thissimplibeghekey exchangeprotocolbetweerclients
andreplicasbut it could be avoidedby addingan extra
roundto this protocol.

3 Algorithm Properties

Ouralgorithmis aform of statemadinereplication[17,
28): the serviceis modeledas a statemachinethat is
replicatedacrosdifferentnodesin a distributedsystem.
The algorithmcanbe usedto implementary replicated
servicewith astateandsomeopeiations Theoperations
are not restrictedto simple readsand writes; they can
performarbitrarycomputations.

The serviceis implementedby a set of replicas
R and eachreplica is identibedusing an integer in
{0, ...,|R| — 1}. Eachreplicamaintainsa copy of the
servicestateandimplementghe serviceoperations For
simplicity, we assumelR| = 3f + 1 where f is the
maximumnumberof replicasthatmaybefaulty. Service
clients and replicas are non-faulty if they follow the
algorithmandif no attacler canimpersonatehem(e.g.,
by forgingtheir MACs).

Like all state machinereplication techniques,we
imposetwo requirementson replicas: they must start
in thesamestate andthey mustbedeterministiqi.e.,the
executionof anoperatiorin agivenstateandwith agiven
setof agumentamustalways producethe sameresult).
We canhandlesomecommonformsof non-determinism
usingthetechniqueve describedn [6].

Our algorithm ensuressafetyfor an executionpro-
videdat most f replicasbecomeaulty within a window
of vulnerability of sizeT,. Safetymeanshattherepli-
catedservicesatispedinearizability[12, 5]; it behaes
like a centralizedimplementationthat executesopera-
tions atomicallyoneat a time. Our algorithmprovides
safetyregardlessof how mary faulty clients are using
the service(even if they collude with faulty replicas).

We will discussthe window of vulnerability furtherin
Section4.7.

The algorithm also guaranteediveness: non-faulty
clients eventually receve repliesto their requestgro-
vided (1) at most f replicasbecomefaulty within the
window of vulnerabilityT;,; and(2) denial-of-servicet-
tacksdonotlastforever,i.e.,thereis someunknavn point
in the executionafter which all messageare delivered
(possiblyafterbeingretransmittedyvithin someconstant
time d, or all non-faulty clientshave recevedrepliesto
theirrequests.Here,d is a constanthatdepend®n the
timeoutvaluesusedby thealgorithmto refreshkeys, and
triggerview-changesandrecoveries.

4  Algorithm

The algorithmworks asfollows. Clientssendrequests
to executeoperationgo the replicasand all non-faulty
replicasexecutethe sameoperationdn the sameordet
Sincereplicasaredeterministi@ndstartin thesamestate,
all non-faulty replicassendreplieswith identicalresults
for eachoperation.Theclientwaitsfor f + 1 repliesfrom
differentreplicaswith the sameresult. Sinceatleastone
of thesereplicasis notfaulty, this is the correctresultof
theoperation.

The hardproblemis guaranteeinghatall non-faulty
replicas agree on a total order for the execution of
requestsdespitefailures We use a primary-backup
mechanisnio achievethis. In suchamechanisnmreplicas
movethroughasuccessionf conbpguationscalledviews
In aview onereplicais the primary andthe othersare
badkups We choosethe primary of a view to bereplica
p suchthatp = v mod|R|, wherew is theview number
andviews arenumberedtonsecutiely.

The primary picks the ordering for execution of
operationsequestedy clients. It doesthis by assigning
asequencaumberto eachrequestBut the primarymay
be faulty. Therefore the backupstrigger view changes
whenit appearshattheprimaryhasfailedto selectanew
primary. ViewstampedReplication[23] andPaxos[18]
usea similar approacho toleratebenignfaults.

To tolerateByzantinefaults, every steptaken by a
nodein our systemis basedn obtaininga certibcate A
certibcatas a setof messagesertifying somestatement
iscorrectandcomingfromdifferentreplicas An example
of a statements: Otheesultof the operationrequested
by aclientis rO.

Thesizeof thesetof messagein acertibcatés either
f+1or2f + 1, dependingnthetypeof statemenand
stepbeingtaken. The correctnessf our systemdepends
on a certibcatenever containingmorethan f messages
sentby faulty replicas. A certibcateof size f + 1 is
sufbcientto prove thatthe statemenis correctbecausét
containsat leastonemessagdérom a non-faulty replica.
A certibcateof size2f + 1 ensureghatit will alsobe
possibleto corvince otherreplicasof the validity of the
statemenevenwhen f replicasarefaulty.

Our earlieralgorithm[6] usedthe samebasicideas
butit did notproviderecovery. Recaverycomplicateshe



constructiorof certibcatesf areplicacollectsmessages
for a certibcateover a sufbciently long period of time
it can end up with more than f message$¢rom faulty
replicas. We avoid this problemby introducinga notion
of freshnessreplicasrejectmessagethatarenot fresh.
Butthisraisesanotheproblem:theview changeprotocol
in [6] relied on the exchangeof certibcateshetween
replicasand this may be impossiblebecausesome of
the message$n a certibcatemay no longer be fresh.
Section4.5 describesa new view changeprotocol that
solves this problem and also eliminatesthe need for
expensve public-key cryptography

To provide livenesswith the new protocol,a replica
mustbe ableto fetch missingstatethat may be held by
a singlecorrectreplicawhoseidentity is not known. In
this casevoting cannotbe usedto ensurecorrectnessf
the databeingfetchedandit is importantto preventa
faulty replicafrom causingthe transferof unnecessary
or corruptdata. Section4.6 describesa mechanisnto
obtain missingmessageand statethat addresseghese
issuesandthatis efbcientto enablefrequentrecoveries.

The sectionsbelonv describeour algorithm. Sec-
tions4.2and4.3,whichexplainnormal-caseequespro-
cessing,are similar to what appearedn [6]. They are
presentedherefor completenesandto highlight some
subtlechanges.

4.1 Message Authentication

We useMACsto authenticatall messagesThereis a
pair of sessiorkeysfor eachpair of replicasi andj: k; ;
is usedto computeMA Csfor messagesentfrom i to j,
andk; ; is usedfor messagesentfrom j tos.

Somemessagei theprotocolcontainasingleMAC
computedisingUMAC32[2]; wedenotesuchamessage
as(m),,,, wherei is thesenderj is thereceverandthe
MAC is computedusing k; ;. Other messagesontain
authenticatos, we denotesuch a messageas (m);,
wheres is the sender An authenticatotis a vector of
MACs, one perreplicaj (j # 1), wherethe MAC in
entryj is computedisingk; ;. Thereceverof amessage
veribesits authenticityby checkingthe corresponding
MAC in theauthenticatar

Replicasand clients refreshthe sessionkeys used
to sendmessaget themby sendingnew-key messages
periodically(e.g.,everyminute). Thesamamechanisnis
usedo establisttheinitial sessiorkeys. Themessagbas
theform (NEW-KEY, 4, ..., {kj i }e;, .-, t)o; . ThEMESSAQE
is signedby the secureco-processofusingthe replica®
privatekey) andt is the valueof its counter;the counter
is incrementedby the co-processorand appendedo
the messagevery time it generates signature. (This
preventssuppress-replagittacks[11].) Eachk;; is the
key replicaj shoulduseto authenticatenessages sends
to 4 in thefuture; k; ; is encryptedoy 5@ public key, so
thatonly j canreadit. Replicasusetimestamg to detect
spuriousnew-key messagest mustbe larger than the
timestampof thelastnew-key messageecevedfromi.

Each replica sharesa single secretkey with each
client; this key is used for communicationin both

directions.Thekey isrefreshedy theclientperiodically
usingthenew-key messagelf aclientneglectsto dothis
within somesystem-debnegeriod, a replica discards
its currentkey for thatclient, which forcesthe client to
refreshthekey.

Whena replicaor client sendsa newv-key message,
it discardsall messagef its log that are not part of a
completecertibcatandit rejectsany messageis receves
in the future that are authenticatedvith old keys. This
ensureghat correctnodesonly acceptcertibcatesvith
equallyfreshmessages.e., messageauthenticatedvith
keys createdn the samerefreshmenphase.

4.2 Processing Requests

We use a three-phaserotocol to atomically multicast
requestsothereplicas.Thethreephasearepre-prepae,
prepar, andcommit Thepre-preparandprepaephases
areusedto totally orderrequestsentin the sameview
even when the primary, which proposesthe ordering
of requestsjs faulty. The prepareand commit phases
are usedto ensurethat requestghat commit are totally
orderedacrossviews. Figurel shavs the operationof
thealgorithmin the normalcaseof no primaryfaults.

commit reply

pre-prepare prepare

"

request

Client \
Replica 0

s N0
Replica 3 X \ \\u \k\

unkn:own pre-preépared prepared committed

Figure 1: Normal CaseOperation. ReplicaO is the
primary, andreplica3 is faulty

Eachreplicastoreshe servicestate,alog containing
informationaboutrequestsandan integer denotingthe
replica® currentview. The log recordsinformation
abouttherequestissociatedvith eachsequencaumber
including its status;the possibilitiesare: unknown(the
initial status),pre-prepaed, prepaed and committed
Figure 1 alsoshavstheevolution of therequesstatusas
theprotocolprogressesWe describeéhow to truncatethe
log in Section4.3.

A client ¢ requeststhe executionof statemachine
operatiorp by sendinga (REQUEST, o, t, ¢),, messagéo
theprimary. Timestampt is usedto ensureexactly-once
semanticdor theexecutionof clientrequestd6].

Whentheprimaryp recevesarequesin fromaclient,
it assign@sequencaumbem tom. Thenit multicastsa
pre-preparenessag&ith theassignmento thebackups,
andmarksm aspre-prepareavith sequenceaumbern.
Themessagbastheform ((PREPRERRE, v, n, d),,, m),
wherev indicategheview in whichthemessagés being
sent,andd is m@digest.

Like pre-preparegshe prepareandcommitmessages



sentin the otherphaseslsocontainn andwv. A replica
only accept®neof theseamessagei§ it isin view v; it can
verify the authenticityof the messageandn is between
a low watermark, h, anda high watermark, H. The

last conditionis necessaryo enablegarbagecollection
andpreventa faulty primary from exhaustingthe space
of sequenceumbersby selectinga very large one. We

discusshow H andh adwancein Section4.3.

A backupi acceptshepre-preparenessagerovided
(in additionto theconditionsabove): it hasnotacceptea
pre-preparéor view v andsequencaumbem containing
adifferentdigest;it canverify theauthenticityof m; and
d is m@digest. If 1 acceptshe pre-prepareit marksm
aspre-preparedvith sequenc&iumbern, andentersthe
prepare phaseby multicastinga (PRERRE, v, n,d, 1),
messagéo all otherreplicas.

When replica ¢ has accepteda certibcatewith a
pre-preparanessagend 2f preparemessagesor the
samesequencenumbern and digestd (eachfrom a
differentreplicaincludingitself), it marksthemessagas
prepared. The protocolguaranteethatothernon-faulty
replicaswill eitherpreparethe samerequestbor will not
prepareary requesivith sequenc@umbern in view v.

Replica: multicasts(COMMIT, v, n,d, 1), Sayingit
preparedthe request. This startsthe commit phase.
When a replicahasaccepteda certibcatewith 2f + 1
commitmessagefor the samesequenceiumbern and
digestd from differentreplicag(includingitself), it marks
the requestas committed. The protocolguaranteeshat
therequesis preparedvith sequenc@&umbern in view
v at f + 1 or more non-faulty replicas. This ensures
information aboutcommittedrequestds propagatedo
new views.

Replicai executesthe operationrequestedby the
clientwhenm is committedwith sequencaumbem and
thereplicahasexecutedall requestsvith lower sequence
numbers.Thisensureshatall non-faultyregicasexecue
requestsn thesameorderasrequiredto provide safety

After executing the requestedoperation, replicas
senda reply to the client ¢. The reply hasthe form
(REPLY,v,t,¢,1,7),,, Wheret is the timestampof the
correspondingequest; isthereplicanumberandr isthe
resultof executingtherequestedperation.Thismessage
includesthe currentview numbery so that clients can
trackthecurrentprimary.

The client waits for a certibcatewith f + 1 replies
from differentreplicasandwith thesamet andr, before
acceptingthe resultr. This certipcateensureghat the
resultis valid. If the client doesnot receve repliessoon
enough,it broadcastshe requestto all replicas. If the
requestis not executed,the primary will eventually be
suspectetb befaulty by enoughreplicasto causeaview
changeandselecta new primary;.

4.3 GarbageCollection

Replicascan discard entries from their log once the
correspondingequestshave beenexecutedby at least
f + 1 non-faulty replicas;this mary replicasareneeded

to ensurghattheexecutionof thatrequestvill beknown
afteraview change.

We candeterminethis conditionby extra communi-
cation,but to reducecostwe do the communicatioronly
whenarequestwith asequencaumbedivisibleby some
constantk (e.g.,K = 128)is executed.We will referto
the stategproducedoy the executionof theserequestsas
checkpoints.

Whenreplicai producesa checkpoint,it multicasts
a (CHECKPOINT, nn, d, 1) o, Mmessageo the otherreplicas,
wheren isthesequencaumberof thelastrequestvhose
executionis rel3ectedn the stateandd is the digestof
the state. A replicamaintainsseveral logical copiesof
the servicestate: the currentstateand someprevious
checkpoints. Section4.6 describeshow we manage
checkpointefbciently

Eachreplicawaitsuntil it hasa certibcatecontaining
2f + 1valid checkpoinmessagef®r sequencaumbem
with thesamedigestd sentby differert replicas(including
possiblyits own message)At this point, the checkpoint
is saidto bestable andthereplicadiscardsall entriesin
its log with sequenceumberdessthanor equalto n; it
alsodiscardsall earliercheckpoints.

The checkpointprotocolis usedto adwancethe low
and high water marks(which limit what messagewill
be addedto thelog). Thelow-watermark 4 is equalto
thesequencaumberof thelaststablecheckpointndthe
highwatermarkis H = h + L, whereL is thelog size.
The log size is obtainedby multiplying K by a small
constanfactor(e.qg.,2) thatis big enoughsothatreplicas
do not stallwaiting for a checkpointo becomestable.

4.4 Recorery

The recovery protocol makes faulty replicas behae
correctlyagainto allow the systemto toleratemorethan
f faultsover its lifetime. To achieve this, the protocol
ensureghatafterareplicarecoversit is runningcorrect
code;it cannotbeimpersonatetly anattacler; andit has
correct,up-to-datestate.

Reboot. Recwery is proactive N it startsperiodically
whenthewatchdogimergoesoff. Therecoserymonitor
saves the replica®state(the log and the servicestate)
to disk. Thenit rebootsthe systemwith correctcode
and restartsthe replica from the saved state. The

correctnes®f the operatingsystemandservicecodeis

ensuredy storingthemin aread-onlymedium(e.g.,the

SeagateCheetahl8LP disk can be write protectedby

physicallyclosinga jumperswitch). Rebootingrestores
the operatingsystemdata structuresand removes ary

Trojanhorses.

After this point, the replica®codeis correctand it
did not lose its state. The replicamustretainits state
anduseit to processequestgvenwhile it is recovering.
This is vital to ensureboth safety and livenessin the
commoncasewhentherecoveringreplicais not faulty;
otherwise recovery could causethe f + 1stfault. But
if the recovering replica was faulty, the statemay be
corruptandthe attacler may forge messagebecausat



knowstheMAC keysusedto authenticatéothincoming
andoutgoingmessagesTherestof therecoveryprotocol
solvestheseproblems.

Therecoveringreplicas startsby discardinghekeys
it shareswvith clientsandit multicastsanewn-key message
to changethe keys it usesto authenticatenessagesent
by the otherreplicas. This is importantif ¢ wasfaulty
becausetherwisgheattaclercouldpreventasuccessful
recovery by impersonatingry clientor replica.

Run estimationprotocol. Next, i runsasimpleprotocol
to estimateanupperbound,H j;, onthehigh-watermark
thatit wouldhaveinitslogif it werenotfaulty. It discards
ary entrieswith greatersequenceumbergo boundthe
sequencaumberof corruptentriesin thelog.

Estimation works as follows: 4 multicasts a
(QUERY-STABLE, 1, 1), Messag¢o all theotherreplicas,
wherer is arandomnonce.Whenreplicaj recevesthis
messageif replies(REPLY-STABLE, ¢, p, 1,T),;, ,» Wherec
and p arethe sequencenumbersof the last checkpoint
andthe lastrequestpreparedat j respectiely. i keeps
retransmittinghequerymessagandprocessingeplies;
it keepgthe minimumvalueof ¢ andthe maximumvalue
of p it recevedfrom eachreplica. It alsokeepsits own
valuesof ¢ andp.

The recovering replica usesthe responseso select
Hjs asfollows: Hyy = L + cpr wherelL is thelog size
andc,, is avaluec recevvedfrom replicaj suchthat2f
replicasotherthan j reportedvaluesfor ¢ lessthan or
equalto cps and f replicasotherthanj reportedvalues
of p greatetthanor equalto ¢y,

For safety cp; must be greaterthan ary stable
checkpointso that 7 will not discardlog entrieswhen
it is not faulty. This is insuredbecausef a checkpoint
is stableit will have beencreatedby atleastf + 1 non-
faulty replicasandit will have a sequencenumberless
thanor equalto ary valueof ¢ thatthey propose. The
testagainstp ensureghat ¢y is closeto a checkpoint
at somenon-faulty replicasinceat leastone non-faulty
replicareportsa p not lessthan cyy; this is important
becausat preventsa faulty replicafrom prolongingi@
recovery. Estimationis live becausghereare2f + 1
non-faulty replicasand they only proposea value of ¢
if the correspondingequesttcommittedandthatimplies
thatit preparedatatleastf + 1 correctreplicas.

After this point participatesn the protocolasif it
were not recovering but it will not sendarny messages
above Hjs until it hasa correctstablecheckpointwith
sequencaumbergreaterthanor equalto H ;.

Sendrecovery request Next ¢ sendsarecoveryrequest
with the form: (REQUEST,(RECOVERY, Hps),t, %), -
This messageis producedby the cryptographicco-
processoandt is the co-processos@ounterto prevent
replays.The otherreplicasrejecttherequestf it is are-
playorif they accepte@drecoveryrequestrom: recently
(whererecentlycanbe debnedas half of the watchdog
period). Thisis importantto preventa denial-of-service
attackwherenon-faulty replicasarekeptbusy executing
recoveryrequests.

Therecoveryrequests treatedik e any otherrequest:
it is assigne@ sequenc@umbem g andit goesthrough
theusualthreephasesButwhenanothereplicaexecutes
therecovery requestjt senddts own new-key message.
Replicasalsosenda new-key messagaevhenthey fetch
missing state (see Section4.6) and determinethat it
reRectghe executionof a new recovery request.This is
importantbecaus¢hesekeys areknown to theattacler if
therecoveringreplicawasfaulty. By changinghesekeys,
we boundthe sequencewumberof messageforgedby
theattaclerthatmaybeacceptedy theotherreplicasN
they areguaranteedhot to acceptforged messagewith
sequencaumbergreatetthanthe maximumhighwater
markin thelog whentherecorery requesexecutesi.e.,
HR = I_’I’LR/KJ x K+ L.

The reply to the recovery requestincludesthe se-
quencenumberng. Replicai usesthe sameprotocol
asthe client to collect the correctreply to its recovery
requesbut waitsfor 2f 4+ 1 replies. Thenit computests
recovery point, H = maz(Hp, Hg). It alsocomputes
avalid view (seeSection4.5); it retainsits currentview
if thereare f + 1 repliesfor views greaterthanor equal
to it, elseit changego the medianof the views in the
replies.

Check and fetch state. While i is recovering, it uses
the statetransfermechanisntiscussedn Section4.6to

determinavhatpagesof thestatearecorruptandto fetch

pageghatareout-of-dateor corrupt.

Replicai is recovered when the checkpointwith
sequencenumber H is stable. This ensuresthat any
stateotherreplicasrelied on i to have is actually held
by f + 1 non-faulty replicas. Thereforeif someother
replicafails now, we canbe surethe stateof the system
will not be lost. This is true becausethe estimation
procedurerun at the beginning of recovery ensureghat
whilerecoveringi neversendbadmessagefor seaierce
numbersabove the recovery point. Furthermore,the
recovery requestensuresthat other replicas will not
acceptforged messagewiith sequenceaumbersgreater
thanH.

Our protocol hasthe nice propertythat any replica
knowsthati hascompletedts recorerywhencheckpoint
H is stable.This allowsreplicasto estimatethe duration
of i@recovery, whichis usefulto detectdenial-of-service
attackghatslow down recoverywith low falsepositives.

4.5 View ChangeProtocol

Theview changeprotocolprovideslivenessy allowing

the systemto make progressvhenthe currentprimary
fails. The protocolmustpresenre safety: it mustensure
that non-faulty replicasagreeon the sequenceaumbers
of committedrequestsacrossviews. In addition, the
protocolmustprovide liveness:it mustensurethatnon-
faulty replicasstayin the sameview long enougtfor the
systemto make progressevenin the faceof a denial-of-
serviceattack.

The new view changeprotocol usesthe techniques
describedn [6] to addresdivenesshut usesa different
approacho presere safety Our earlierapproacltrelied



on certibcateghat were valid indebnitely In the new

protocol, however, the fact that messagesan become
stalemeanghata replicacannotprove the validity of a

certibcateo others. Insteadthe new protocolrelieson

thegroupof replicagto validateeachstatementhatsome
replicaclaimshasa certibcate. The restof this section
describeshenew protocol.

Datastructur es.Replicagecordinformationaboutwhat
happeneth earlierviews. Thisinformationis maintained
in two sets, the PSer and the QSer. A replica also
storesthe requestsorrespondindo the entriesin these
sets. Thesesetsonly containinformationfor sequence
numbersbetweerthe currentlow andhigh watermarks
in thelog; thereforeonly limited storagés required.The
setsallow the view changeprotocolto work properly
evenwhenmorethanoneview changeoccursbeforethe
systemis ableto continuenormaloperationthe setsare
usuallyemptywhile the systemis runningnormally.

ThePSet atreplicas storesnformationaboutrequests
that have preparedat 4 in previous views. Its entries
aretuples(n, d,v) meaningthata requestith digestd
preparedat : with numbern in view v and no request
preparedats in alaterview.

The QSet storesinformationaboutrequestshathave
pre-preparecht i in previous views (i.e., requestsfor
which i hassenta pre-preparer preparemessage)lts
entriesaretuples(n, {..., {dg, vx), ... }) meaningthatfor
eachk, vy is the latestview in which a requestpre-
preparedvith sequenc@umbern anddigestdy, ati.

View-change messages. View changesare triggered
whenthe currentprimaryis suspectedo be faulty (e.g.,
whena requesfrom a client is not executedafter some
period of time; see[6] for details). When a backupi
suspecttheprimaryfor view v isfaulty, it entersriew v+
1landmulticastsa (VIEW-CHANGE, v+ 1,1s,C, P, Q, )4,
messag¢eo all replicas.Herels is the sequenc&umber
of the lateststable checkpointknown to ¢; C is a set
of pairswith the sequencenumberand digestof each
checkpointstoredat i; andP and Q aresetscontaining
atuplefor everyrequesthatis preparecr pre-prepared,
respectiely, at ;. Thesesetsare computedusing the
information in the log, the PSet, and the QSer, as
explainedin Figure2. Oncethe view-changemessage
hasbeensent,i storesP in PSet, Q in OSet, andclears
its log. Thecomputatiorboundghesizeof eachtuplein
QSet; it retainsonly pairscorrespondingo f + 2 distinct
requests(correspondingo possibly f messagegrom
faulty replicas,one messagdrom a good replica, and
onespecialnull messagasexplainedbelow). Therefore
theamountof storageusedis bounded.

View-change-ackmessages. Replicascollect view-
changenessagefr v +1andsendacknavledgmentsor
themtov+1@primary,p. Theacknavledgmenthavethe
form (VIEW-CHANGE-ACK, v + 1,1, j, d) .., wherei isthe
identiberof thesendeyd is thedigestof theview-change
messagéeing acknavledged,and j is the replicathat
sentthatview-changenessageTheseacknavledgments
allow the primary to prove authenticityof view-change
messagesentby faulty replicasasexplainedlater.

let v be the view beforethe view change,L be the size of
the log, and k be the log® low watermark

for all n suchthath < n < h+ L do
if requestnumbern with digestd is preparecor
committedin view v then
add(n,d,v) to P
elseif 3 (n,d’,v') € PSet then
add(n,d’,v'y to P
if requestnumbern with digestd is pre-prepared,
preparedor committedin view v then
if =3 (n,D) € QSet then
add(n, {(d,v)}) to Q
elseif 3 (d,v') € D then
add(n, D U {(d,v)} — {(d,v")}) to Q
elseif |[D| > f+ 1then
remove entry with lowestview numberfrom D
add{(n,D U {(d,v)})to Q
elseif 3 (n, D) € QSet then
add(n,D) to Q

Figure2: ComputingP andQ

New-view messageconstruction. The new primary
p collectsview-changeand view-change-acknessages
(includingmessagefrom itself). It storesview-change
message#n a setS. It addsa view-changemessage
recevedfromreplicasi to S afterreceving 2f — 1 view-
change-ackdor i@ view-changemessagerom other
replicas.Eachentryin § is for adifferentreplica.

let D = {{n,d) | 32f + 1 messagesn € S: m.s < n
A3 f+1messagesn € S:(n,d) € m.C}
if 3(h,d) € D: V{(n',d)y € D: n' < hthen
selectcheckpointwith digestd andnumberh
elseexit

for all n suchthath < n < h+ L do
A.if 3m € S with (n,d,v) € m. P thatveribes:
Al32f + 1 messages’ € S:
m'ls < n A m'. P hasnoentryfor n or
A(n,d,v'Ye m' . P:v< vV (vV=vAd=4d
A23 f + 1 messagesn’ € S:
A n,{. {d,v),.Ye m. Qv >v Ad=d
A3. the primary hasthe requestwith digestd
thenselectthe requestwith digestd for numbern

B. elseif 3 2f + 1 messages: € S suchthat
m.s < n A m.P hasnoentryfor n
thenselectthe null requestfor numbern

Figure3: Decisionproceduretthe primary.

The new primary usesthe informationin S andthe
decision proceduresketchedin Figure3 to choosea
checkpointand a set of requests. This procedureruns
eachtime the primary receves new information, e.g.,
whenit addsanew messagéo S.

The primary startsby selectinghe checkpointhatis
going to be the startingstatefor requestprocessingn
the new view. It picksthe checkpointwith the highest
numberh from the set of checkpointsthat are known
to be correctandthathave numbershigherthanthe low



watermarkin thelog of atleastf + 1 non-faultyreplicas.
Thelastconditionis necessaryor safety;it ensureshat
theorderinginformationfor requestshatcommittedwith

numbershigherthanh is still available.

Next, the primary selectsa requesto pre-preparen
the new view for eachsequenc@umberbetweens and
h + L (whereL is thesizeof thelog). For eachnumber
n thatwasassignedo somerequestm that committed
in a previous view, the decisionprocedureselectsm to
pre-preparén the new view with the samenumber This
ensuressafety becauseno distinct requestcan commit
with thatnumberin thenew view. For othernumbersthe
primary may pre-preparea requesthatwasin progress
but had not yet committed,or it might selecta special
null requestthat goesthroughthe protocolasa regular
requesbut whoseexecutionis ano-op.

We now argue informally that this procedurewill
selectthe correctvalue for eachsequencenumber If
arequestn committedat somenon-faulty replicawith
numbem, it prepareditatleastf + 1 non-faultyreplicas
andtheview-changamessagesentby thosereplicaswill
indicatethatm preparedwvith numbern. Any setof at
least2f + 1 view-changanessagefr thenew view must
includeamessag&om oneof thenon-faultyreplicaghat
preparedm. Therefore,the primary for the new view
will be unableto selecta differentrequestfor numbern
becaus@ootherrequestvill beableto satisfyconditions
Al or B (in Figure3).

The primary will alsobe ableto male the right de-
cisioneventually: conditionAl will besatispedecause
thereare2f + 1 non-faultyreplicasandnon-faulty repli-
casnever preparedifferentrequestdor the sameview
andsequencaeumber;A2 is alsosatisPedincearequest
that preparesat a non-faulty replica pre-preparest at
leastf + 1 non-faultyreplicas.ConditionA3 maynotbe
satisbednitially, but the primarywill eventuallyreceie
therequestin aresponséo its statuamessage§liscussed
in Section4.6). Whenamissingrequesarrives,this will
triggerthedecisionprocedureo run.

Thedecisiorprocedur@ndswvhentheprimaryhasse-
lectedarequesfor eacmumber ThistakesO(L x |R|%)
local stepsin theworstcasebut thenormalcaseis much
fastebecausenostreplicagproposedenticalvalues.Af-
terdeciding,the primarymulticastsa nen-view message
to the other replicaswith its decision. The new-view
messagéastheform (NEw-viEw, v + 1,V, X),,. Here,
VY containsa pair for eachentry in S consistingof the
identiberof thesendingeplicaandthedigestof its view-
changemessageand X identibesthe checkpointand
requeswaluesselected.

New-viewmessagrocessing Theprimaryupdatests
stateto rel3ecttheinformationin the new-view message.
It recordsall requestén X aspre-preparech view v + 1
initslog. If it doesnothavethecheckpointvith sequence
numberh it alsoinitiatesthe protocolto fetchthemissing
statg(seeSection4.6.2).In ary caseheprimarydoesot
acceptary prepareor commit messageswith sequence
numberlessthan or equalto A and doesnot sendary
pre-preparenessagavith suchasequencaeumber

Thebackupdor view v+ 1 collectmessagesntil they
have a correctnen-view messaganda correctmatching
view-changemessagéor eachpairin V. If somereplica
changests keysin themiddle of aview changejt hasto
discardall the view-changeprotocolmessages already
recevedwith theold keys. The messageetransmission
mechanismcausesthe other replicasto re-sendthese
messagessingthenew keys.

If a backupdid not receve one of the view-change
messagefor somereplicawith a pairin V, the primary
alonemaybeunableto provethatthemessagé receved
is authenticbecausaet is not signed. The useof view-
change-acknessagesolvesthis problem. The primary
only includesapairfor aview-changenessage S after
it collects2f — 1 matchingview-change-acknessages
from otherreplicas.Thisensureshatatleastf + 1 non-
faulty replicascan vouch for the authenticityof every
view-changemessag&vhosedigestisin V. Thereforejf
theoriginalsendenf aview-changés uncooperatie,the
primary retransmitghat sender®view-changemessage
andthenon-faultybackupsetransmitheirview-change-
acks.A backupcanacceptview-changanessagehose
authenticatoiis incorrectif it receves f view-change-
acksthatmatchthe digestandidentiberin V.

After obtainingthenew-view messagandthematch-
ing view-changemessageghe backupscheckwhether
thesemessagesupporthedecisiongeportedoy thepri-
maryby carryingoutthedecisionproceduren Figure 3.
If they do not, the replicasmove immediatelyto view
v + 2. Otherwise they modify their stateto accountor
thenew informationin away similarto the primary. The
only differenceis thatthey multicasta preparemessage
for v 4+ 1 for eachrequestthey mark as pre-prepared.
Thereafter the protocol proceedsas describedin Sec-
tion 4.2.

Thereplicasusethe statusmechanisnin Section4.6
to requestretransmissiorof missing requestsas well
asmissingview-changeyiew-changeacknavledgment,
andnewn-view messages.

4.6 Obtaining Missing Information

This section describesthe mechanismsfor message
retransmissiorand state transfer The state transfer
mechanisnis necessario bringreplicasupto datewhen

someof the messageshey are missingwere garbage
collected.

4.6.1 MessageRetransmission

We usea recever-basedecorery mechanisnsimilar to
SRM[8]: areplicai multicastssmall status messages
that summarizeits state;when otherreplicasreceve a
statusmessagehey retransmitmessagethey have sent
in the pastthat is missing. Statusmessagesre sent
periodicallyandwhenthereplicadetectghatit is missing
information(i.e., they alsofunctionasnegative acks).

If areplicaj is unableto validatea statusmessagst
sendsts lastnew-key messagéo ¢. Otherwisej sends
message#t sentin the pastthati may be missing. For



example, if i is in a view lessthan j@, j sendsi its
latestview-changemessageln all cases; authenticates
messages retransmitsvith thelatestkeysit recevedin
a nev-key messagdrom i. Thisis importantto ensure
livenesaith frequentkey changes.

Clientsretransmitrequestgo replicasuntil they re-
ceive enoughreplies. They measureesponsdimesto
computethe retransmissiortimeoutand usea random-
ized exponentialbacloff if they fail to receve a reply
within thecomputedimeout.

4.6.2 StateTransfer

A replicamay learn abouta stablecheckpointbeyond
the high watermark in its log by receving checkpoint
messagesr astheresultof aview changeln thiscasejt
usesthe statetransfermechanismto fetchmodibcations
to the servicestatethatit is missing.

It is importantfor the statetransfermechanismo
be efbcientbecauset is usedto bring a replicaup to
dateduringrecovery, andwe performproactvve recover-
iesfrequently Thekey issuedo achieving efbcieny are
reducingthe amountof informationtransferredandre-
ducingtheburdenimposedonreplicas.This mechanism
mustalsoensurehatthe transferredstateis correct. We
startby describingour datastructuresandthenexplain
how they areusedby the statetransfermechanism.
Data Structures. We use hierarchicalstate partitions
to reducethe amountof information transferred. The
root partition correspondsto the entire service state
and each non-leaf partition is divided into s equal-
sized,contiguoussub-partitions.We call leaf partitions
pages and interior partitions meta-data. For example,
the experimentsdescribedn Section6 wererun with a
hierarchywith fourlevels,s equalto 256,and4KB pages.

Eachreplicamaintainsonelogical copy of the parti-
tion treefor eachcheckpoint. The copy is createdvhen
the checkpointis taken andit is discardedvhena later
checkpointbecomesstable. The tree for a checkpoint
storesa tuple (Im, d) for eachmeta-datgartitionanda
tuple {Im, d, p) for eachpage.Here,lm is the sequence
numberof thecheckpoinattheendof thelastcheckpoint
interval wherethe partitionwasmodibedd is thedigest
of thepartition,andp is thevalueof thepage.

The digestsare computedefbcientlyasfollows. For
a page,d is obtainedby applyingthe MD5 hashfunc-
tion [27] to the string obtainedby concatenatinghe in-
dex of the pagewithin the state,its value of Im andp.
For meta-datad is obtainedby applying MD5 to the
string obtainedby concatenatinghe index of the parti-
tionwithin itslevel, its valueof im, andthesummoduloa
largeintegerof thedigestof its sub-partitionsThus,we
applyAdHash[1] ateachmeta-datdevel. Thisconstruc-
tion hasthe advantagethat the digestsfor a checkpoint
canbe obtainedefbcientlyby updatingthe digestsfrom
thepreviouscheckpoinincrementally

The copiesof the partition tree are logical because
we usecopy-on-write so that only copiesof the tuples
modibedsincethecheckpoinwvastakenarestored.This

reducesthe spaceand time overheadsor maintaining
thesecheckpointsignibcantly

Fetching State. The stratgy to fetch stateis to recurse
down the hierarchyto determinewhich partitionsareout
of date. This reduceghe amountof information about
(bothnon-leafandleaf)pattitionsthatneedto befetched

A replica: multicasts(FETCH [, z,lc, ¢, k, 1), to all
replicasto obtaininformationfor thepartitionwith index
z in level [ of thetree. Here,lc is the sequenc&umber
of thelastcheckpoint knows for the partition,andc is
either-1 or it specibeghati is seekingthe valueof the
partitionat sequenc@umberc from replicak.

Whena replicai determineghatit needsto initiate
a statetransfer it multicastsa fetch messagéor theroot
partition with Ic equalto its lastcheckpoint. The value
of ¢ is non-zerowhens knows the correctdigestof the
partition informationat checkpointe, e.g.,aftera view
changecompletes knows the digestof the checkpoint
thatpropagatedo the new view but might not haveit. ¢
alsocreatesa new (logical) copy of thetreeto storethe
stateit fetchesandinitializesatable£C in whichit stores
thenumberof the latestcheckpointreRectedn the state
of eachpatrtitionin the new tree. Initially eachentryin
thetablewill containic.

If (FETCH L, z,lc,c, k,1), iS recevedby the desig-
natedreplier, k, andit hasa checkpointfor sequence
numbere, it sendack(META-DATA, ¢, I, z, P, k), where
P is asetwith atuple (z',Im, d) for eachsub-partition
of (I,z) with index z', digestd, andlm > lc. Sincei
knows the correctdigestfor the partitionvalueat check-
pointe, it canverify the correctnessf thereply without
the needfor voting or evenauthenticationThis reduces
theburdenimposedon otherreplicas.

The otherreplicasonly reply to the fetch messagéf
they have astablecheckpoingreateithanic ande. Their
repliesare similar to k@ exceptthat ¢ is replacedby
the sequenceaumberof their stablecheckpointandthe
messageaontainsa MAC. Theserepliesare necessary
to guarantegprogresswhen replicashave discardeda
specibaheckpointequestedby i.

Replicai retransmitghe fetch messagdéchoosinga
differentk eachtime) until it recevesavalid reply from
somek or f+1equallyfreshresponsewith thesamesub
partitionvaluedfor thesamesequencaumberep (greater
thanlc andc). Then,it comparedts digestsor eachsub-
partitionof (I, z) with thosein thefetchednformation;it
multicastsafetchmessagéor sub-partitionsvherethere
is a differenceandsetsthe valuein LC to ¢ (or cp) for
the sub-partitionghatareup to date. Sincei learnsthe
correctdigestof eachsub-partitionat checkpointe (or
¢p) it canusethe optimizedprotocolto fetchthem.

The protocol recursesdown the tree until 4+ sends
fetchmessagefor out-of-datepages.Pagesarefetched
like otherpartitionsexceptthatmeta-dataepliescontain
thedigestandlastmodibcatiorsequenc@umberfor the
pageratherthansub-partitionsandthedesignatedeplier
sendshack(DATA, z, p). Here,z is the pageindex andp
is the pagevalue. The protocolimposedittle overhead
on otherreplicas;only onereplicareplieswith the full



page and it does not even need to compute a MAC for
the message since ¢ can verify the reply using the digest
it already knows.

When ¢ obtains the new value for a page, it updates
the state of the page, its digest, the value of the last modi-
fication sequence number, and the value corresponding to
the page in £LC. Then, the protocol goes up to its parent
and fetches another missing sibling. After fetching all
the siblings, it checks if the parent partition is consistent
A partition is consistent up to sequence number c if ¢
is the minimum of all the sequence numbers in LC for
its sub-partitions, and c is greater than or equal to the
maximum of the last modification sequence numbers in
its sub-partitions. If the parent partition is not consistent,
the protocol sends another fetch for the partition. Other-
wise, the protocol goes up again to its parent and fetches
missing siblings.

The protocol ends when it visits the root partition
and determines that it is consistent for some sequence
number c. Then the replica can start processing requests
with sequence numbers greater than c.

Since state transfer happens concurrently with request
execution at other replicas and other replicas are free to
garbage collect checkpoints, it may take some time for a
replica to complete the protocol, e.g., each time it fetches
a missing partition, it receives information about yet a
later modification. This is unlikely to be a problem in
practice (this intuition is confirmed by our experimental
results). Furthermore, if the replica fetching the state ever
is actually needed because others have failed, the system
will wait for it to catch up.

4.7 Discussion

Our system ensures safety and liveness for an execution
T provided at most f replicas become faulty within a
window of vulnerability of size T, = 2T} + T,. The
values of T}, and T, are characteristic of each execution
7 and unknown to the algorithm. T} is the maximum
key refreshment period in 7 for a non-faulty node, and 7',
is the maximum time between when a replica fails and
when it recovers from that fault in 7.

The message authentication mechanism from Sec-
tion 4.1 ensures non-faulty nodes only accept certificates
with messages generated within an interval of size at
most 27%.' The bound on the number of faults within
T, ensures there are never more than f faulty replicas
within any interval of size at most 27%,. Therefore, safety
and liveness are provided because non-faulty nodes never
accept certificates with more than f bad messages.

We have little control over the value of T, because
T, may be increased by a denial-of-service attack, but
we have good control over T} and the maximum time
between watchdog timeouts, T,, because their values
are determined by timer rates, which are quite stable.
Setting these timeout values involves a tradeoff between

Tt would be T}, except that during view changes replicas may accept
messages that are claimed authentic by f + 1 replicas without directly
checking their authentication token.

security and performance: small values improve security
by reducing the window of vulnerability but degrade
performance by causing more frequent recoveries and
key changes. Section 6 analyzes this tradeoff.

The value of T, should be set based on R,,, the time
it takes to recover a non-faulty replica under normal load
conditions. There is no point in recovering a replica
when its previous recovery has not yet finished; and we
stagger the recoveries so that no more than f replicas
are recovering at once, since otherwise service could be
interrupted even without an attack. Therefore, we set
Ty, = 4 X s X R,,. Here, the factor 4 accounts for the
staggered recovery of 3 f + 1 replicas f atatime, and s is
a safety factor to account for benign overload conditions
(i.e., no attack).

Another issue is the bound f on the number of faults.
Our replication technique is not useful if there is a strong
positive correlation between the failure probabilities of
the replicas; the probability of exceeding the bound may
not be lower than the probability of a single fault in this
case. Therefore, it is important to take steps to increase
diversity. One possibility is to have diversity in the exe-
cution environment: the replicas can be administered by
different people; they can be in different geographic loca-
tions; and they can have different configurations (e.g., run
different combinations of services, or run schedulers with
different parameters). This improves resilience to several
types of faults, for example, attacks involving physical
access to the replicas, administrator attacks or mistakes,
attacks that exploit weaknesses in other services, and
software bugs due to race conditions. Another possibil-
ity is to have software diversity; replicas can run different
operating systems and different implementations of the
service code. There are several independent implemen-
tations available for operating systems and important ser-
vices (e.g. file systems, data bases, and WWW servers).
This improves resilience to software bugs and attacks that
exploit software bugs.

Even without taking any steps to increase diversity,
our proactive recovery technique increases resilience to
nondeterministic software bugs, to software bugs due
to aging (e.g., memory leaks), and to attacks that take
more time than 7}, to succeed. It is possible to improve
security further by exploiting software diversity across
recoveries. One possibility is to restrict the service
interface at a replica after its state is found to be corrupt.
Another potential approach is to use obfuscation and
randomization techniques [7, 9] to produce a new version
of the software each time a replica is recovered. These
techniques are not very resilient to attacks but they can
be very effective when combined with proactive recovery
because the attacker has a bounded time to break them.

5 Implementation

We implemented the algorithm as a library with a very
simple interface (see Figure 4). Some components of the
library run on clients and others at the replicas.

On the client side, the library provides a procedure



Client:
int Byz_init_client(char xconf);
int Byz_invoke(Byz_req xreq, Byz_rep *rep, bool read_only);

Server:

int Byz.init_replica(char xconf, char xmem, int size, UC exec);

void Byz_modify(char *mod, int size);

Server upcall:
int execute(Byz_req xreq, Byz_rep *rep, int client);

Figure4: Thereplicationlibrary API.

to initialize the client using a conbguratiorble, which
containghe publickeys andIP addressesf thereplicas.
The library also provides a procedure,involke, that is
called to causean operationto be executed. This
procedurecarriesout the client side of the protocoland
returnsthe resultwhenenoughreplicashave responded.

On the sener side, we provide an initialization
procedurethat takes as agumentsa conbgurationble
with the public keys and IP addresse®f replicasand
clients,theregion of memorywherethe applicationstate
is stored,and a procedureto executerequests. When
our systemneedsto executean operation,it makes an
upcallto the executeprocedure.This procedurecarries
out the operationas specibedor the application,using
the applicationstate. As the applicationperformsthe
operationgachtimeit is aboutto modify theapplication
state,it calls the modify procedureto inform us of the
locationsaboutto be modibed. This call allows us to
maintaincheckpointsand computedigestsefbcientlyas
describedn Section4.6.2.

6 PerformanceEvaluation

This sectionhastwo parts. First, it presentgesultsof
experimentgo evaluatethebenepbf eliminatingpublic-
key cryptographyromthecritical path. Then,it presents
ananalysisof the costof proactverecoveries.

6.1 Experimental Setup

All experimentganwith four replicas.Fourreplicascan
tolerateone Byzantinefault; we expect this reliability
level to sufbce for most applications. Clients and
replicasran on Dell Precision410 workstationswith
Linux 2.2.16-3(uniprocessor)Theseworkstationshave
a 600 MHz Pentiumlll processqr512 MB of memory
anda QuantumAtlas 10K 18WLS disk. All machines
were connectedby a 100 Mb/s switchedEthernetand
had3Com3C905Binterfacecards. The switchwasan
ExtremeNetworksSummit48v4.1. Theexperimentsan
on anisolatednetwork.

The intenal betweencheckpoints, K, was 128 re-
guestswhich causegjarbagecollectionto occurseveral
timesin eachexperiment. The size of the log, L, was
256. The statepartitiontreehad4 levels, eachinternal
nodehad256 children,andtheleaveshad4 KB.

6.2 The costof Public-Key Cryptography

To evaluatethe benebbf usingMA Csinsteadof public
key signaturesye implementedBFT-PK. Our previous
algorithm[6] relies on the extra power of digital sig-

naturego authenticatg@re-preparepreparecheckpoint,
andview-changemessagebut it canbe easilymodibed
to useMACsto authenticatethermessageslo provide
afair comparisonBFT-PK isidenticalto theBFT library

butit usepublic-key signatureso authenticattheseour

typesof messagesiVe ranamicrobenchmarkandable
systembenchmarko comparethe performanceof ser

vicesimplementedvith thetwo libraries. Therewereno

view changestecoveriesor key changesn theseexperi-

ments.

6.2.1 Micr o-Benchmark

Themicro-benchmarkompareshe performancef two

implementationsf asimpleservice:oneimplementation
usesBFT-PK andthe otherusesBFT. This servicehas
no stateandits operationdhave agumentsandresultsof

differentsizesbut they do nothing. We also evaluated
the performanceof NO-REP: an implementationof

the service using UDP with no replication. We ran

experimentsto evaluatethe lateny and throughputof

the service. The comparisorwith NO-REP shaws the
worstcaseoverheador our library; in real servicesthe
relative overheadwill belowerdueto computatioror I/O

attheclientsandseners.

Table1 reportsthe lateny to invoke an operation
whentheservicdsaccesselyasingleclient. Theresults
were obtainedby timing a large numberof invocations
in threeseparateuns. We reportthe averageof thethree
runs. The standarddeviationswerealwaysbelov 0.5%
of thereportedvalue.

system 0/0 0/4 4/0
BFT-PK | 59368 | 59761 | 59805
BFT 431 999 1046
NO-REP | 106 625 630

Table 1: Micro-benchmark: operationlateng/ in mi-
crosecondsEachoperatiortypeis denotedy a/b, where
a andb arethe sizesof theagumentandresultin KB.

BFT-PK hastwo signaturedn the critical path and
eachof themtakes29.4msto compute. The algorithm
describedin this papereliminatesthe needfor these
signatures. As a result, BFT is between57 and 138
timesfasteithanBFT-PK. BFTGlateng is betweer60%
and 307% higher than NO-REP becauseof additional
communicationand computationoverhead. For read-
only requestsBFT usegheoptimizationdescribedn [6]
thatreduceghe slowdown for operations)/0 and0/4 to
93%and25%,respectiely.

We alsomeasuredhe overheadof replicationat the
client. BFT increasePUtime relative to NO-REPby
upto afactorof 5, but the CPUtime attheclientis only
betweer66 and142usperoperation.BFT alsoincreases
the numberof bytesin Ethernetpacletsthatare sentor
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Figure5: Micro-benchmarkthroughpuin operationgersecond.

receved by the client: 405%for the 0/0 operationbut
only 12%for the otheroperations.

Figure5 compareshethroughpubf thedifferentim-
plementation®f the serviceasa functionof the number
of clients. The client processesvereevenly distributed
over 5 client machine$ andeachclient processnvoked
operationsynchronouslyi.e.,it waitedfor areplybefore
invoking a new operation.Eachpointin the graphis the
averageof at leastthreeindependentunsandthe stan-
darddeviationfor all pointswasbelown 4% of thereported
value(exceptthatit wasashighas17%for thelastfour
pointsin thegraphfor BFT-PK operation4/0). Thereare
no pointswith morethan15 clientsfor NO-REPopera-
tion 4/0 becaus®f lostrequesmessageO-REPuses
UDP directly anddoesnot retransmitequests.

The throughputof both replicatedimplementations
increasesvith the numberof concurrentlientsbecause
the library implementsbatching[4]. Batchinginlines
severalrequests$n eachpre-preparenessagéo amortize
the protocoloverhead.BFT-PK performs5 to 11 times
worsethan BFT becausesigning messagedeadsto a
high protocoloverheadandthereis alimit onhow mary
requesteanbeinlinedin apre-preparenessage.

The bottleneckin operation0/0 is the sener®CPU;
BFT® maximum throughputis 53% lower than NO-
REP®due to extra messagesind cryptographicoper
ationsthat increasethe CPU load. The bottleneckin
operatiord/0is the network; BFT@throughpuis within
11%of NO-REP&becaus8FT doesnotconsumsesignif-
icantly morenetwork bandwidthin this operation.BFT
achievesa maximumaggregatethroughputof 26 MB/s
in operation0/4 whereadNO-REPIs limited by the link
bandwidth(approximatelyl2 MB/s). Thethroughputs
betterin BFT becauseof an optimizationthat we de-
scribedin [6]: eachclientchoose®nereplicarandomly;
this replica®reply includesthe 4 KB but the repliesof
theotherreplicasonly containsmalldigests.As aresult,
clientsobtainthe large repliesin parallelfrom different
replicas.Wereferthereadeto [4] for adetailedanalysis
of thesdateng andthroughputresults.

2Two client machineshad 700 MHz Plils but were otherwise
identicalto theothermachines.

6.2.2 File System Benchmarks

We implementedthe Byzantine-ault-tolerantNFS ser
vice that was describedn [6]. The next setof exper
iments compareshe performanceof two implementa-
tionsof thisservice:BFS,whichuseBFT, andBFS-PK,
whichusesBFT-PK.

The experimentsran the modibPedAndrev bench-
mark[25, 15], which emulatesa software development
workload. It hasbwe phases:(1) createssubdirectories
recursvely; (2) copiesa sourcetree; (3) examinesthe
statusof all the Plesin the treewithout examiningtheir
data;(4) examinesevery byte of datain all the bles;and
(5) compilesandlinks the Ples. Unfortunately Andrew
is so smallfor today®systemghatit doesnot exercise
theNFSservice.Sowe increasedhe sizeof the bench-
mark by a factorof n asfollows: phasel and2 create
n copiesof the sourcetree,andthe otherphase®perate
in all thesecopies. We ran a versionof Andrew with
n equalto 100, Andren100, and anotherwith n equal
to 500, Andrew500. BFS builds a ble systeminside a
memorymappedble[6]. We ran Andrew100in a ble
systemble with 205MB and Andrew500in a ble sys-
tem blewith 1 GB; both benchmark$Il 90% of theses
ples. Andrew100 btsin memoryat both the client and
thereplicasbut Andrew500doesnot.

WealsocompareBFSandtheNFSimplementatiornn
Linux, NFS-std. The performanceof NFS-stdis a good
metric of whatis acceptabldecausét is useddaily by
mary users.For all conbgurationgheactualbenchmark
coderanattheclientworkstationusingthestandardNFS
clientimplementationn the Linux kernelwith thesame
mount options. The mostrelevant of theseoptionsfor
the benchmarkare: UDP transport,4096-bytereadand
write buffers, allowing write-back client caching,and
allowing attribute caching.

Tables2 and3 presentthe resultsfor theseexperi-
ments. We reportthe meanof 3 runsof the benchmark.
The standarddeviation wasalwaysbelov 1% of the re-
portedaveragesxceptfor phasel whereit wasashigh
as33%. Theresultsshav that BFS-PKtakes12 times
longerthanBFSto run Andren100and15 timeslonger
to run Andren500. The slowdown is smallerthanthe
one obsened with the micro-benchmarkdecausethe



phase| BFS-PK | BFS | NFS-std
1 254 0.7 0.6
2 1528.6 | 39.8 26.9
3 80.1 34.1 30.7
4 87.5 41.3 36.7
5 2935.1 | 265.4| 237.1
total 4656.7 | 381.3| 332.0

Table2: Andrew100: elapsedimein seconds

client performsa signibcantamountof computationin
thisbenchmark.

Both BFS and BFS-PK usethe read-onlyoptimiza-
tion describedin [6] for readsand lookups, and as a
consequenceo not setthe time-last-accessedttribute
whentheseoperationgreinvoked. Thisreducesheper
formancedifferencebetweenBFS and BFS-PK during
phase8 and4 wheremostoperationsareread-only

phase| BFS-PK | BFS | NFS-std
1 122.0 4.2 35
2 8080.4 | 204.5 139.6
3 387.5 170.2 157.4
4 496.0 262.8 | 232.7
5 23201.3| 1561.2| 1248.4
total | 32287.2| 2202.9| 1781.6

Table3: Andren500: elapsedimein seconds

BFS-PKisimpracticabut BFS&performancésclose
to NFS-std:it performsonly 15%slowerin Andren100
and 24% slower in Andren500. The performancedif-
ferencewould be lower if Linux implemented\NFS cor-
rectly. For example wereportedoreviously [6] thatBFS
was only 3% slower than NFS in Digital Unix, which
implementghe correctsemantics.The NFS implemen-
tationin Linux doesnot ensurestability of modibpeddata
andmeta-datasrequiredby the NFS protocol,whereas
BFSensurestability throughreplication.

6.3 The Costof Recovery

Frequentproactive recoveriesandkey changesmprove
resilienceo faultsby reducinghewindow of vulnerabil-
ity, but they alsodegradeperformance We ran Andren
to determinethe minimumwindow of vulnerability that
canbeachiezedwithoutoverlappingecoveries. Thenwe
conbguredhereplicatedple systemo achiese this win-
dow, andmeasuredhe performancelegradatiorrelative
to a systemwithoutrecoveries.

Theimplementatiorof the proactive recovery mech-
anismis completeexceptthat we aresimulatingthe se-
cureco-processotheread-onlymemory andthewatch-
dog timer in software. We are also simulatingfastre-
boots.TheLinuxBIOSproject[22] hasbeenexperiment-
ing with replacingthe BIOS by Linux. They claimto be
abletorebootLinuxin 35s(0.1stogetthekernelrunning
and34.9to executescriptsin /etc/rc.d) [22]. This
meangthatin a suitably conbPgurednachinewe should
beableto rebootin lessthana second Replicassimulate

a rebootby sleepingeither1 or 30 secondsandcalling
msync to invalidatethe service-stat@ages(this forces
readsrom disk thenext time they areaccessed).

6.3.1 Recovery Time

Thetime to completerecovery determineghe minimum
window of vulnerability that can be achiered without
overlaps.We measuretherecoverytimefor Andren100
and Andren500 with 30s rebootsand with the period
betweerkey changesTy, setto 15s.

Table4 presentabreakdavn of themaximumtimeto
recoverareplicain bothbenchmarksSincetheprocesses
of checkinghestatefor correctnesandfetchingmissing
updatesover the network to bring therecoveringreplica
up to dateare executedin parallel, Table4 presentsa
single line for both of them. The line labeledrestore
state only accountsfor readingthe log from disk the
servicestatepagesarereadfrom disk on demandwhen
they arechecled.

Andren100 | Andren500
save state 2.84 6.3
reboot 30.05 30.05
restorestate 0.09 0.30
estimation 0.21 0.15
sendnew-key 0.03 0.04
sendrequest 0.03 0.03
fetchandcheck 9.34 106.81
total 42.59 143.68

Table4: Andrew: recoverytimein seconds.

Themostsignibcantomponentsf therecoverytime
arethe time to save the replica®log and servicestate
to disk, the time to reboot,and the time to checkand
fetch state. The othercomponentsreinsignibcant.The
timeto rebootis thedominanttomponentor Andren100
andcheckingandfetchingstateaccountfor mostof the
recoverytimein Andrew500becausé¢he stateis bigger

Giventhesetimes,we setthe periodbetweenwatch-
dogtimeouts T, to 3.5minutesin Andrev100andto 10
minutesin Andrew500. Thesesettingscorrespondo a
minimumwindow of vulnerabilityof 4 and10.5minutes,
respectiely. Wealsoruntheexperimentgor Andren100
with a 1srebootandthe maximumtime to completere-
coveryin this casewas13.3s. This enablesa window of
vulnerabilityof 1.5minuteswith T, setto 1 minute.

Recwery mustbe fastto achievze a smallwindow of
vulnerability While thecurrentrecoverytimesarelow, it
is possibleto reducethemfurther For example thetime
to checkthestatecanbereducedy periodicallybacking
up the stateonto a disk thatis normally write-protected
andby usingcopy-on-writeto createcopiesof modibed
pageson a writable disk. This way only the modibed
pagesneedto be checled. If the read-onlycopy of the
stateis broughtup to datefrequently(e.qg.,daily), it will
be possibleto scaleto very large stateswhile achieving
evenlowerrecoverytimes.



6.3.2 Recovery Overhead

We alsoevaluatedheimpactof recoreryon performance
in the experimentalsetupdescribedn the previous sec-
tion. Table5 shaws the results. BFS-recis BFS with
proactive recoveries. The resultsshav that addingfre-
guentproactve recoveriesto BFS hasa low impacton
performance:BFS-recis 16% slower thanBFS in An-
drew100 and2% slower in Andrew500. In Andrew100
with 1srebootandawindow of vulnerabilityof 1.5min-
utesthetimeto completehebenchmarkvas482.4sthis
is only 27%slowerthanthetime withoutrecoverieseven
thoughevery 15sonereplicastartsarecovery.

The resultsalso shawv that the period betweenkey
changesT}, canbesmallwithoutimpactingperformarce
signibcantly T couldbesmallerthan15sbutit shoud be
substantialljargerthan3 messagelelaysundernormal
load conditionsto provideliveness.

system | Andren100 | Andren500
BFS-rec 443.5 2257.8
BFS 381.3 2202.9
NFS-std 332.0 1781.6

Table5: Andrew: recovery overheadn seconds.

There are several reasonswhy recoveries have a
low impacton performance. The mostobvious is that
recoveriesare staggeredsuchthat thereis never more
than one replicarecovering; this allows the remaining
replicasto continueprocessinglient requests But it is
necessaryo performaview changewhenerer recovery
is appliedto the currentprimary andthe clientscannot
obtainfurther serviceuntil the view changecompletes.
Theseview changesareinexpensve becausea primary
multicastsaview-changanessagg@istbeforetsrecovery
startsandthiscausesheotherreplicaso movetothenext
view immediately

7 RelatedWork

Most previous work on replicationtechniquesassumed
benignfaults,e.g.,[17, 23, 18, 19] orasynchronousys-
tem model, e.g.,[28]. Earlier Byzantine-ault-tolerant
systemd26, 16, 20], including the algorithm we de-
scribedin [6], could guaranteesafetyonly if fewerthan
1/3 of thereplicaswerefaulty duringthelifetime of the
system. This guaranteés too weakfor long-lived sys-
tems.Our systemimprovesthis guarantedy recovering
replicasproactvely and frequently; it cantolerateary
numberof faultsif fewer than1/3 of the replicasbe-
comefaulty within awindow of vulnerability, which can
be madesmall undernormalload conditionswith low
impacton performance.

In a previous paper[6], we describeda systemthat
toleratedByzantinefaultsin asynchronousystemsand
performedwell. This paper extends that work by
providing recovery, astatetransfemechanismandanew
view changemechanisnthatenablesbothrecovery and
animportantoptimizationN theuseof MACsinsteadf

public-key cryptography

Rampart26] and SecureRindg16] provide group
membershipprotocolsthat can be usedto implement
recovery, butonly in thepresencef benignfaults. These
approachesannotbeguaranteetb work in thepresence
of Byzantinefaultsfor two reasonsFirst,thesystenmay
be unableto provide safetyif areplicathatis not faulty
is removedfrom the groupto berecovered. Secondthe
algorithmgrely onmessagesignedby replicassvenafter
they areremovedfrom the groupandthereis no way to
prevent attaclers from impersonatingemoved replicas
thatthey controlled.

The problemof efbcientstatetransferhasnot been
addressetby previous work on Byzantine-awult-tolerant
replication.We presentinefbcientstatetransfermecha-
nismthatenabledrequentproactie recoserieswith low
performancelegradation.

Public-key cryptographywasthe major performance
bottleneckin previous systemd26, 16] despitethe fact
that thesesystemsinclude sophisticatedechniquesto
reducehecostof public-key cryptographyattheexpense
of securityor lateng. They cannotuseMACs instead
of signaturesbecausehey rely on the extra power of
digital signature$o work correctly: signaturesllow the
recever of amessagéo proveto othersthatthe message
is authenticwhereashismaybeimpossiblewith MACs.
Theview changenechanisndescribedn thispaperdoes
notrequiresignatureslt allows public-key cryptography
to be eliminated,exceptfor obtainingnew secretkeys.
Thisapproachimprovesperformancéy upto two orders
of magnitudewithout loosingsecurity

The conceptof a systemthat cantoleratemorethan
f faultsprovided no morethan f nodesin the system
becomefaulty in sometime window was introduced
in [24]. This concept has previously been applied
in synchronousystemso secret-sharingcheme$13],
thresholdcryptography[14], and more recently secure
information storageand retrieval [10] (which provides
single-writersingle-readereplicatedvariables).But our
algorithmis moregeneral;it allows a groupof nodesin
anasynchronousystemto implementan arbitrary state
machine.

8 Conclusions

This paperthasdescribed new state-machineeplication
systemthat offers both integrity andhigh availability in

the presenceof Byzantinefaults. The new systemcan
be usedto implementreal servicesbecauset performs
well, works in asynchronousystemdike the Internet,
andrecoversreplicasto enableong-livedservices.

Thesystemdescribedhereimprovesthe securityand
robustnessagainstsoftware errorsof previous systems
by recovering replicas proactiely and frequently It
cantolerateary numberof faults provided fewer than
1/3 of the replicas becomefaulty within a window
of vulnerability This window can be small (e.g., a
few minutes)under normal load conditionsand when
the attacler does not corrupt replicasGopies of the
servicestate.Additionally, oursystenprovidesintrusion



detection it detectsdenial-of-serviceattacksaimed at
increasinghe window anddetectghe corruptionof the
stateof arecoveringreplica.

Recaorery from Byzantinefaultsis harderthanrecor-
ery from benignfaultsfor severalreasonstherecovery
protocol itself needsto tolerateother Byzantine-aulty
replicas;replicasmustbe recoreredproactiely; andat-
tackersmustbe preventedfrom impersonatingecovered
replicasthat they controlled. For example,the lastre-
guirementpreventssignaturesn message$rom being
valid indepnitely However, this leadsto a furtherprob-
lem, sincereplicasmaybeunableto proveto athird party
thatsomemessagéhey recevedis authentigbecausés
signatures nolongervalid). All previousstate-machine
replicationalgorithmsrelied on suchproofs. Our algo-
rithm doesnot rely on theseproofs and hasthe added
adwantageof enablingthe useof symmetriccryptogra-
phy for authenticatiorof all protocol messages.This
eliminateshe useof public-key cryptographythe major
performancéottleneckin previoussystems.

The algorithm has beenimplementedas a generic
programlibrary with a simpleinterfacethatcanbe used
to provide Byzantine-ault-tolerantversionsof different
services. We usedthe library to implementBFS, a
replicatedNFSservice andranexperimentgo determine
the performancémpactof our techniquesy comparing
BFS with an unreplicated\FS. The experimentsshav
thatit is possibleto useour algorithmto implementreal
servicewith performanceloseto thatof anunreplicated
service. Furthermore,they shav that the window of
vulnerabilitycanbe madevery small: 1.5to 10 minutes
with only 2%to 27%degradationin performance.
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