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Abstract

Thispaperdescribesanasynchronousstate-machinereplication
systemthat toleratesByzantinefaults, which can be caused
by malicious attacksor software errors. Our systemis the
Þrst to recover Byzantine-faulty replicas proactively and it
performswell becauseit usessymmetricrather than public-
key cryptographyfor authentication.Therecovery mechanism
allows us to tolerateany numberof faultsover the lifetime of
the systemprovided fewer than 1 3 of the replicasbecome
faulty within a window of vulnerability that is small under
normalconditions.Thewindow may increaseundera denial-
of-service attack but we can detect and respondto such
attacks. The paperpresentsresultsof experimentsshowing
thatoverall performanceis goodandthatevenasmallwindow
of vulnerabilityhaslittle impactonservicelatency.

1 Intr oduction

This paperdescribesa new systemfor asynchronous
state-machinereplication[17, 28] that offers both in-
tegrity and high availability in the presenceof Byzan-
tine faults. Our systemis interestingfor two reasons:
it improvessecurityby recovering replicasproactively,
andit is basedonsymmetriccryptography, whichallows
it to performwell so that it can be usedin practiceto
implementrealservices.

Oursystemcontinuesto functioncorrectlyevenwhen
some replicas are compromisedby an attacker; this
is worthwhile becausethe growing relianceon online
informationservicesmakesmaliciousattacksmorelikely
andtheir consequencesmoreserious. The systemalso
survives nondeterministicsoftware bugs and software
bugsdueto aging(e.g.,memoryleaks). Our approach
improveson theusualtechniqueof rebootingthesystem
becauseit refreshesstateautomatically, staggersrecovery
so that individual replicasare highly unlikely to fail
simultaneously, andhaslittle impacton overall system
performance.Section4.7 discussesthe typesof faults
toleratedby thesystemin moredetail.

Becauseof recovery, our systemcan tolerateany
numberof faultsoverthelifetimeof thesystem,provided
fewer than 1 3 of the replicas becomefaulty within
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a window of vulnerability. The best that could be
guaranteedpreviously was correct behavior if fewer
than 1 3 of the replicasfailed during the lifetime of a
system.Ourpreviouswork [6] guaranteedthisandother
systems[26, 16] providedweaker guarantees.Limiting
thenumberof failuresthatcanoccurin a Þnitewindow
is a synchrony assumptionbut such an assumptionis
unavoidable:sinceByzantine-faultyreplicascandiscard
theservicestate,we mustboundthenumberof failures
that can occur before recovery completes. But we
requirenosynchrony assumptionstomatchtheguarantee
providedbyprevioussystems.Wecompareourapproach
with otherwork in Section7.

The window of vulnerability can be small (e.g., a
few minutes)undernormalconditions.Additionally, our
algorithmprovidesdetection of denial-of-serviceattacks
aimedat increasingthewindow: replicascantime how
long a recovery takesandalert their administratorif it
exceedssomepre-establishedbound. Therefore,integrity
canbepreservedevenwhenthereis a denial-of-service
attack.

The paper describesa number of new techniques
neededto solve theproblemsthat arisewhenproviding
recoveryfrom Byzantinefaults:
Proactive recovery. A Byzantine-faulty replica may
appearto behave properlyevenwhenbroken; therefore
recovery mustbe proactive to prevent an attacker from
compromisingthe service by corrupting 1 3 of the
replicaswithout beingdetected.Our algorithmrecovers
replicasperiodicallyindependentof any failuredetection
mechanism. However a recovering replica may not
be faulty and recovery must not causeit to become
faulty, sinceotherwisethenumberof faultyreplicascould
exceedtheboundrequiredto providesafety. In fact,we
needto allow thereplicato continueparticipatingin the
requestprocessingprotocolwhile it is recovering,since
thisis sometimesrequiredfor it tocompletetherecovery.
Freshmessages.An attacker mustbe preventedfrom
impersonatinga replicathatwasfaulty after it recovers.
This canhappenif the attacker learnsthe keys usedto
authenticatemessages.Furthermoreeven if messages
are signedusing a securecryptographicco-processor,
an attacker might be ableto authenticatebadmessages
while it controlsa faulty replica; thesemessagescould
be replayedlater to compromisesafety. To solve this
problem,we deÞnea notion of authenticationfreshness



and replicas reject messages that are not fresh. However,
this leads to a further problem, since replicas may be
unable to prove to a third party that some message they
received is authentic (because it may no longer be fresh).
All previous state-machine replication algorithms [26,
16], including the one we described in [6], relied on such
proofs. Our current algorithm does not, and this has
the added advantage of enabling the use of symmetric
cryptography for authentication of all protocol messages.
This eliminates most use of public-key cryptography, the
major performance bottleneck in previous systems.
EfÞcient state transfer. State transfer is harder in the
presence of Byzantine faults and efficiency is crucial to
enable frequent recovery with little impact on perfor-
mance. To bring a recovering replica up to date, the state
transfer mechanism checks the local copy of the state to
determinewhich portions are both up-to-date and not cor-
rupt. Then, it must ensure that anymissing state it obtains
from other replicas is correct. We have developed an effi-
cient hierarchical state transfer mechanism based on hash
chaining and incremental cryptography [1]; the mecha-
nism tolerates Byzantine-faults and state modifications
while transfers are in progress.
Our algorithm has been implemented as a generic

program library with a simple interface. This library
can be used to provide Byzantine-fault-tolerant versions
of different services. The paper describes experiments
that compare the performance of a replicated NFS imple-
mented using the library with an unreplicated NFS. The
results show that the performance of the replicated sys-
tem without recovery is close to the performance of the
unreplicated system. They also show that it is possible
to recover replicas frequently to achieve a small window
of vulnerability in the normal case (2 to 10 minutes) with
little impact on service latency.
The rest of the paper is organized as follows. Sec-

tion 2 presents our system model and lists our assump-
tions; Section 3 states the properties provided by our al-
gorithm; and Section 4 describes the algorithm. Our im-
plementation is described in Section 5 and some perfor-
mance experiments are presented in Section 6. Section 7
discusses related work. Our conclusions are presented in
Section 8.

2 SystemModel and Assumptions

We assume an asynchronous distributed system where
nodes are connected by a network. The network may
fail to deliver messages, delay them, duplicate them, or
deliver them out of order.
We use a Byzantine failure model, i.e., faulty nodes

may behave arbitrarily, subject only to the restrictions
mentioned below. We allow for a very strong adversary
that can coordinate faulty nodes, delay communication,
injectmessages into the network,or delay correct nodes in
order to cause the most damage to the replicated service.
We do assume that the adversary cannot delay correct
nodes indefinitely.
We use cryptographic techniques to establish session

keys, authenticatemessages, and produce digests. We use

the SFS [21] implementation of a Rabin-Williams public-
key cryptosystem with a 1024-bit modulus to establish
128-bit session keys. All messages are then authenti-
cated using message authentication codes (MACs) [2]
computed using these keys. Message digests are com-
puted using MD5 [27].
We assume that the adversary (and the faulty nodes it

controls) is computationally bound so that (with very high
probability) it is unable to subvert these cryptographic
techniques. For example, the adversary cannot forge
signatures or MACs without knowing the corresponding
keys, or find two messages with the same digest. The
cryptographic techniqueswe use are thought to have these
properties.
PreviousByzantine-fault tolerant state-machine repli-

cation systems [6, 26, 16] also rely on the assumptions
described above. We require no additional assumptions
to match the guarantees provided by these systems, i.e.,
to provide safety if less than 1 3 of the replicas become
faulty during the lifetime of the system. To tolerate more
faults we need additional assumptions: we must mutu-
ally authenticate a faulty replica that recovers to the other
replicas, and we need a reliable mechanism to trigger pe-
riodic recoveries. These could be achieved by involving
system administrators in the recovery process, but such
an approach is impractical given our goal of recovering
replicas frequently. Instead, we rely on the following
assumptions:
SecureCryptography. Each replica has a secure crypto-
graphic co-processor, e.g., a Dallas Semiconductors iBut-
ton, or the security chip in the motherboard of the IBM
PC 300PL. The co-processor stores the replica’s private
key, and can sign and decrypt messages without exposing
this key. It also contains a true random number generator,
e.g., based on thermal noise, and a counter that never goes
backwards. This enables it to append random numbers
or the counter to messages it signs.
Read-OnlyMemory. Each replica stores the public keys
for other replicas in some memory that survives failures
without being corrupted (provided the attacker does not
have physical access to themachine). Thismemory could
be a portion of the flash BIOS. Most motherboards can
be configured such that it is necessary to have physical
access to the machine to modify the BIOS.
Watchdog Timer. Each replica has a watchdog timer
that periodically interrupts processing and hands control
to a recovery monitor, which is stored in the read-
only memory. For this mechanism to be effective, an
attacker should be unable to change the rate of watchdog
interrupts without physical access to the machine. Some
motherboards and extension cards offer the watchdog
timer functionality but allow the timer to be reset without
physical access to the machine. However, this is easy to
fix by preventing write access to control registers unless
some jumper switch is closed.
These assumptions are likely to holdwhen the attacker

does not have physical access to the replicas, which we
expect to be the common case. When they fail we can
fall back on system administrators to perform recovery.



Note that all previous proactive security algo-
rithms[24, 13, 14, 3, 10] assumetheentireprogramrun
by a replicais in read-onlymemorysothat it cannotbe
modiÞedby anattacker. Mostalsoassumethatthereare
authenticatedchannelsbetweenthereplicasthatcontinue
to work evenafterareplicarecoversfrom acompromise.
TheseassumptionswouldbesufÞcientto implementour
algorithm but they are less likely to hold in practice.
We only requirea small monitor in read-onlymemory
andusethesecureco-processorsto establishnew session
keysbetweenthereplicasaftera recovery.

The only work on proactive security that doesnot
assumeauthenticatedchannelsis [3], but the best that
a replica can do when its private key is compromised
in their systemis alert an administrator. Our secure
cryptography assumptionenablesautomatic recovery
from most failures,and secureco-processorswith the
propertieswerequirearenow readilyavailable,e.g.,IBM
is selling PCswith a cryptographicco-processorin the
motherboardatessentiallynoaddedcost.

We alsoassumeclientshave a secureco-processor;
thissimpliÞesthekey exchangeprotocolbetweenclients
andreplicasbut it could be avoidedby addingan extra
roundto thisprotocol.

3 Algorithm Properties

Ouralgorithmis aform of statemachinereplication[17,
28]: the serviceis modeledas a statemachinethat is
replicatedacrossdifferentnodesin a distributedsystem.
The algorithmcanbeusedto implementany replicated
servicewith astateandsomeoperations. Theoperations
are not restrictedto simple readsand writes; they can
performarbitrarycomputations.

The service is implementedby a set of replicas
and each replica is identiÞedusing an integer in

0 1 . Eachreplicamaintainsa copy of the
servicestateandimplementstheserviceoperations.For
simplicity, we assume 3 1 where is the
maximumnumberof replicasthatmaybefaulty. Service
clients and replicas are non-faulty if they follow the
algorithmandif no attacker canimpersonatethem(e.g.,
by forgingtheirMACs).

Like all state machinereplication techniques,we
imposetwo requirementson replicas: they must start
in thesamestate,andthey mustbedeterministic(i.e.,the
executionof anoperationin agivenstateandwith agiven
setof argumentsmustalwaysproducethe sameresult).
Wecanhandlesomecommonformsof non-determinism
usingthetechniquewedescribedin [6].

Our algorithm ensuressafetyfor an executionpro-
videdat most replicasbecomefaulty within a window
of vulnerabilityof size . Safetymeansthat therepli-
catedservicesatisÞeslinearizability [12, 5]: it behaves
like a centralizedimplementationthat executesopera-
tions atomicallyoneat a time. Our algorithmprovides
safetyregardlessof how many faulty clients are using
the service(even if they collude with faulty replicas).

We will discussthe window of vulnerability further in
Section4.7.

The algorithm also guaranteesliveness:non-faulty
clients eventually receive repliesto their requestspro-
vided (1) at most replicasbecomefaulty within the
window of vulnerability ; and(2) denial-of-serviceat-
tacksdonotlastforever, i.e.,thereissomeunknownpoint
in the executionafter which all messagesaredelivered
(possiblyafterbeingretransmitted)within someconstant
time , or all non-faulty clientshave receivedrepliesto
their requests.Here, is a constantthatdependson the
timeoutvaluesusedby thealgorithmto refreshkeys,and
triggerview-changesandrecoveries.

4 Algorithm

The algorithmworks asfollows. Clientssendrequests
to executeoperationsto the replicasandall non-faulty
replicasexecutethe sameoperationsin the sameorder.
Sincereplicasaredeterministicandstartin thesamestate,
all non-faulty replicassendreplieswith identicalresults
for eachoperation.Theclientwaitsfor 1 repliesfrom
differentreplicaswith thesameresult.Sinceat leastone
of thesereplicasis not faulty, this is thecorrectresultof
theoperation.

Thehardproblemis guaranteeingthatall non-faulty
replicas agree on a total order for the execution of
requestsdespite failures. We use a primary-backup
mechanismtoachievethis. In suchamechanism,replicas
movethroughasuccessionof conÞgurationscalledviews.
In a view onereplica is the primary andthe othersare
backups. We choosetheprimaryof a view to bereplica

suchthat mod , where is theview number
andviewsarenumberedconsecutively.

The primary picks the ordering for execution of
operationsrequestedby clients.It doesthisby assigning
asequencenumberto eachrequest.But theprimarymay
be faulty. Therefore,the backupstrigger view changes
whenit appearsthattheprimaryhasfailedtoselectanew
primary. ViewstampedReplication[23] andPaxos[18]
usea similarapproachto toleratebenignfaults.

To tolerateByzantinefaults, every steptaken by a
nodein oursystemis basedonobtainingacertiÞcate. A
certiÞcateis asetof messagescertifyingsomestatement
iscorrectandcomingfromdifferentreplicas.An example
of a statementis: Òtheresultof theoperationrequested
by aclient is Ó.

Thesizeof thesetof messagesin acertiÞcateis either
1 or 2 1, dependingon thetypeof statementand

stepbeingtaken. Thecorrectnessof oursystemdepends
on a certiÞcatenever containingmorethan messages
sentby faulty replicas. A certiÞcateof size 1 is
sufÞcientto provethatthestatementis correctbecauseit
containsat leastonemessagefrom a non-faulty replica.
A certiÞcateof size2 1 ensuresthat it will alsobe
possibleto convinceotherreplicasof thevalidity of the
statementevenwhen replicasarefaulty.

Our earlieralgorithm[6] usedthe samebasicideas
but it did notproviderecovery. Recoverycomplicatesthe



constructionof certiÞcates;if areplicacollectsmessages
for a certiÞcateover a sufÞciently long period of time
it can end up with more than messagesfrom faulty
replicas.We avoid this problemby introducinga notion
of freshness; replicasrejectmessagesthatarenot fresh.
But thisraisesanotherproblem:theview changeprotocol
in [6] relied on the exchangeof certiÞcatesbetween
replicasand this may be impossiblebecausesomeof
the messagesin a certiÞcatemay no longer be fresh.
Section4.5 describesa new view changeprotocol that
solves this problem and also eliminatesthe need for
expensivepublic-key cryptography.

To provide livenesswith thenew protocol,a replica
mustbeableto fetchmissingstatethatmaybeheldby
a singlecorrectreplicawhoseidentity is not known. In
this case,voting cannotbeusedto ensurecorrectnessof
the databeing fetchedand it is importantto prevent a
faulty replica from causingthe transferof unnecessary
or corrupt data. Section4.6 describesa mechanismto
obtainmissingmessagesandstatethat addressesthese
issuesandthatis efÞcientto enablefrequentrecoveries.

The sectionsbelow describeour algorithm. Sec-
tions4.2and4.3,whichexplainnormal-caserequestpro-
cessing,are similar to what appearedin [6]. They are
presentedherefor completenessand to highlight some
subtlechanges.

4.1 Message Authentication
We useMACs to authenticateall messages.Thereis a
pairof sessionkeysfor eachpairof replicas and :
is usedto computeMACsfor messagessentfrom to ,
and is usedfor messagessentfrom to .

Somemessagesin theprotocolcontainasingleMAC
computedusingUMAC32[2]; wedenotesuchamessage
as , where is thesender is thereceiverandthe
MAC is computedusing . Othermessagescontain
authenticators; we denotesuch a messageas ,
where is the sender. An authenticatoris a vector of
MACs, one per replica ( ), wherethe MAC in
entry is computedusing . Thereceiverof amessage
veriÞesits authenticityby checkingthe corresponding
MAC in theauthenticator.

Replicasand clients refreshthe sessionkeys used
to sendmessagesto themby sendingnew-key messages
periodically(e.g.,everyminute).Thesamemechanismis
usedtoestablishtheinitial sessionkeys. Themessagehas
theform NEW-KEY . Themessage
is signedby thesecureco-processor(usingthereplicaÕs
privatekey) and is thevalueof its counter;thecounter
is incrementedby the co-processorand appendedto
the messageevery time it generatesa signature. (This
preventssuppress-replayattacks[11].) Each is the
key replica shoulduseto authenticatemessagesit sends
to in the future; is encryptedby Õs public key, so
thatonly canreadit. Replicasusetimestamp to detect
spuriousnew-key messages: must be larger than the
timestampof thelastnew-key messagereceivedfrom .

Each replica sharesa single secretkey with each
client; this key is used for communicationin both

directions.Thekey is refreshedby theclientperiodically,
usingthenew-key message.If aclientneglectsto dothis
within somesystem-deÞnedperiod, a replica discards
its currentkey for thatclient, which forcestheclient to
refreshthekey.

Whena replicaor client sendsa new-key message,
it discardsall messagesin its log that arenot part of a
completecertiÞcateandit rejectsany messagesit receives
in the future that areauthenticatedwith old keys. This
ensuresthat correctnodesonly acceptcertiÞcateswith
equallyfreshmessages,i.e.,messagesauthenticatedwith
keyscreatedin thesamerefreshmentphase.

4.2 Processing Requests
We usea three-phaseprotocol to atomically multicast
requeststo thereplicas.Thethreephasesarepre-prepare,
prepare, andcommit. Thepre-prepareandpreparephases
areusedto totally orderrequestssentin the sameview
even when the primary, which proposesthe ordering
of requests,is faulty. The prepareandcommit phases
areusedto ensurethat requeststhat commit are totally
orderedacrossviews. Figure1 shows the operationof
thealgorithmin thenormalcaseof noprimaryfaults.

Client

Replica 0

Replica 1

Replica 2

Replica 3 X

request pre-prepare prepare commit reply

pre-prepared prepared committedunknown

Figure 1: Normal CaseOperation. Replica 0 is the
primary, andreplica3 is faulty

Eachreplicastorestheservicestate,a log containing
informationaboutrequests,andan integerdenotingthe
replicaÕs current view. The log records information
abouttherequestassociatedwith eachsequencenumber,
including its status;the possibilitiesare: unknown(the
initial status),pre-prepared, prepared, and committed.
Figure1 alsoshowstheevolutionof therequeststatusas
theprotocolprogresses.Wedescribehow to truncatethe
log in Section4.3.

A client requeststhe executionof statemachine
operation by sendinga REQUEST messageto
theprimary. Timestamp is usedto ensureexactly-once
semanticsfor theexecutionof client requests[6].

Whentheprimary receivesarequest fromaclient,
it assignsasequencenumber to . Thenit multicastsa
pre-preparemessagewith theassignmentto thebackups,
andmarks aspre-preparedwith sequencenumber .
Themessagehastheform PRE-PREPARE ,
where indicatestheview in whichthemessageis being
sent,and is Õsdigest.

Like pre-prepares,theprepareandcommitmessages



sentin theotherphasesalsocontain and . A replica
onlyacceptsoneof thesemessagesif it is in view ; it can
verify theauthenticityof themessage;and is between
a low watermark, , anda high watermark, . The
last conditionis necessaryto enablegarbagecollection
andpreventa faulty primary from exhaustingthe space
of sequencenumbersby selectinga very largeone. We
discusshow and advancein Section4.3.

A backup acceptsthepre-preparemessageprovided
(in additionto theconditionsabove): it hasnotaccepteda
pre-preparefor view andsequencenumber containing
adifferentdigest;it canverify theauthenticityof ; and

is Õs digest. If acceptsthepre-prepare,it marks
aspre-preparedwith sequencenumber , andentersthe
prepare phaseby multicastinga PREPARE
messageto all otherreplicas.

When replica has accepteda certiÞcatewith a
pre-preparemessageand 2 preparemessagesfor the
samesequencenumber and digest (each from a
differentreplicaincludingitself), it marksthemessageas
prepared. Theprotocolguaranteesthatothernon-faulty
replicaswill eitherpreparethesamerequestor will not
prepareany requestwith sequencenumber in view .

Replica multicasts COMMIT sayingit
preparedthe request. This starts the commit phase.
When a replica hasaccepteda certiÞcatewith 2 1
commitmessagesfor the samesequencenumber and
digest fromdifferentreplicas(includingitself), it marks
the requestascommitted. The protocolguaranteesthat
therequestis preparedwith sequencenumber in view

at 1 or more non-faulty replicas. This ensures
informationaboutcommittedrequestsis propagatedto
new views.

Replica executesthe operationrequestedby the
clientwhen is committedwith sequencenumber and
thereplicahasexecutedall requestswith lowersequence
numbers.Thisensuresthatall non-faultyreplicasexecute
requestsin thesameorderasrequiredto providesafety.

After executing the requestedoperation, replicas
senda reply to the client . The reply has the form
REPLY where is the timestampof the

correspondingrequest, is thereplicanumber,and isthe
resultof executingtherequestedoperation.Thismessage
includesthe currentview number so that clients can
trackthecurrentprimary.

The client waits for a certiÞcatewith 1 replies
from differentreplicasandwith thesame and , before
acceptingthe result . This certiÞcateensuresthat the
resultis valid. If theclient doesnot receive repliessoon
enough,it broadcaststhe requestto all replicas. If the
requestis not executed,the primary will eventuallybe
suspectedto befaultyby enoughreplicasto causeaview
changeandselecta new primary.

4.3 GarbageCollection

Replicascan discard entries from their log once the
correspondingrequestshave beenexecutedby at least

1 non-faulty replicas;this many replicasareneeded

to ensurethattheexecutionof thatrequestwill beknown
afteraview change.

We candeterminethis conditionby extra communi-
cation,but to reducecostwedothecommunicationonly
whenarequestwith asequencenumberdivisiblebysome
constant (e.g., 128)is executed.Wewill referto
thestatesproducedby theexecutionof theserequestsas
checkpoints.

Whenreplica producesa checkpoint,it multicasts
a CHECKPOINT messageto theotherreplicas,
where is thesequencenumberof thelastrequestwhose
executionis reßectedin the stateand is the digestof
the state. A replicamaintainsseveral logical copiesof
the servicestate: the currentstateand someprevious
checkpoints. Section4.6 describeshow we manage
checkpointsefÞciently.

Eachreplicawaitsuntil it hasacertiÞcatecontaining
2 1validcheckpointmessagesfor sequencenumber
with thesamedigest sentbydifferent replicas(including
possiblyits own message).At this point, thecheckpoint
is saidto bestable andthereplicadiscardsall entriesin
its log with sequencenumberslessthanor equalto ; it
alsodiscardsall earliercheckpoints.

The checkpointprotocol is usedto advancethe low
andhigh watermarks(which limit what messageswill
beaddedto the log). The low-watermark is equalto
thesequencenumberof thelaststablecheckpointandthe
high watermarkis , where is thelog size.
The log size is obtainedby multiplying by a small
constantfactor(e.g.,2) thatis big enoughsothatreplicas
donotstallwaiting for a checkpointto becomestable.

4.4 Recovery

The recovery protocol makes faulty replicas behave
correctlyagainto allow thesystemto toleratemorethan

faultsover its lifetime. To achieve this, the protocol
ensuresthataftera replicarecoversit is runningcorrect
code;it cannotbeimpersonatedby anattacker;andit has
correct,up-to-datestate.
Reboot. Recovery is proactive Ñ it startsperiodically
whenthewatchdogtimergoesoff. Therecoverymonitor
saves the replicaÕs state(the log and the servicestate)
to disk. Then it rebootsthe systemwith correctcode
and restarts the replica from the saved state. The
correctnessof the operatingsystemandservicecodeis
ensuredby storingthemin aread-onlymedium(e.g.,the
SeagateCheetah18LP disk can be write protectedby
physicallyclosinga jumperswitch). Rebootingrestores
the operatingsystemdata structuresand removes any
Trojanhorses.

After this point, the replicaÕs codeis correctand it
did not lose its state. The replicamust retain its state
anduseit to processrequestsevenwhile it is recovering.
This is vital to ensureboth safetyand livenessin the
commoncasewhenthe recoveringreplicais not faulty;
otherwise,recovery could causethe 1st fault. But
if the recovering replica was faulty, the statemay be
corruptandthe attacker may forgemessagesbecauseit



knowstheMAC keysusedto authenticatebothincoming
andoutgoingmessages.Therestof therecoveryprotocol
solvestheseproblems.

Therecoveringreplica startsby discardingthekeys
it shareswith clientsandit multicastsanew-key message
to changethekeys it usesto authenticatemessagessent
by the other replicas. This is importantif was faulty
becauseotherwisetheattackercouldpreventasuccessful
recoveryby impersonatingany clientor replica.
Run estimationprotocol. Next, runsasimpleprotocol
to estimateanupperbound, , onthehigh-watermark
thatit wouldhavein its logif it werenotfaulty. It discards
any entrieswith greatersequencenumbersto boundthe
sequencenumberof corruptentriesin thelog.

Estimation works as follows: multicasts a
QUERY-STABLE messageto all theotherreplicas,

where is a randomnonce.Whenreplica receivesthis
message,it replies REPLY-STABLE , where
and are the sequencenumbersof the last checkpoint
andthe last requestpreparedat respectively. keeps
retransmittingthequerymessageandprocessingreplies;
it keepstheminimumvalueof andthemaximumvalue
of it receivedfrom eachreplica. It alsokeepsits own
valuesof and .

The recovering replica usesthe responsesto select
asfollows: where is thelog size

and is a value receivedfrom replica suchthat2
replicasother than reportedvaluesfor lessthan or
equalto and replicasotherthan reportedvalues
of greaterthanor equalto .

For safety, must be greater than any stable
checkpointso that will not discardlog entrieswhen
it is not faulty. This is insuredbecauseif a checkpoint
is stableit will have beencreatedby at least 1 non-
faulty replicasandit will have a sequencenumberless
thanor equalto any valueof that they propose. The
test against ensuresthat is closeto a checkpoint
at somenon-faulty replicasinceat leastonenon-faulty
replica reportsa not lessthan ; this is important
becauseit preventsa faulty replicafrom prolonging Õs
recovery. Estimationis live becausethereare 2 1
non-faulty replicasand they only proposea valueof
if thecorrespondingrequestcommittedandthat implies
thatit preparedatat least 1 correctreplicas.

After this point participatesin the protocolasif it
were not recovering but it will not sendany messages
above until it hasa correctstablecheckpointwith
sequencenumbergreaterthanor equalto .
Sendrecovery request. Next sendsa recoveryrequest
with the form: REQUEST RECOVERY .
This messageis producedby the cryptographicco-
processorand is the co-processorÕs counterto prevent
replays.Theotherreplicasrejecttherequestif it is a re-
playor if they acceptedarecoveryrequestfrom recently
(whererecentlycanbe deÞnedashalf of the watchdog
period). This is importantto preventa denial-of-service
attackwherenon-faulty replicasarekeptbusyexecuting
recoveryrequests.

Therecoveryrequestis treatedlikeany otherrequest:
it is assigneda sequencenumber andit goesthrough
theusualthreephases.Butwhenanotherreplicaexecutes
therecovery request,it sendsits own new-key message.
Replicasalsosenda new-key messagewhenthey fetch
missing state (see Section4.6) and determinethat it
reßectstheexecutionof a new recovery request.This is
importantbecausethesekeysareknown to theattackerif
therecoveringreplicawasfaulty. By changingthesekeys,
we boundthe sequencenumberof messagesforgedby
theattackerthatmaybeacceptedby theotherreplicasÑ
they areguaranteednot to acceptforgedmessageswith
sequencenumbersgreaterthanthemaximumhighwater
markin thelog whentherecovery requestexecutes,i.e.,

.
The reply to the recovery requestincludesthe se-

quencenumber . Replica usesthe sameprotocol
as the client to collect the correctreply to its recovery
requestbut waitsfor 2 1 replies.Thenit computesits
recovery point, . It alsocomputes
a valid view (seeSection4.5); it retainsits currentview
if thereare 1 repliesfor views greaterthanor equal
to it, elseit changesto the medianof the views in the
replies.
Check and fetch state. While is recovering, it uses
thestatetransfermechanismdiscussedin Section4.6 to
determinewhatpagesof thestatearecorruptandto fetch
pagesthatareout-of-dateor corrupt.

Replica is recovered when the checkpointwith
sequencenumber is stable. This ensuresthat any
stateother replicasrelied on to have is actuallyheld
by 1 non-faulty replicas. Thereforeif someother
replicafails now, we canbesurethestateof thesystem
will not be lost. This is true becausethe estimation
procedurerun at the beginningof recovery ensuresthat
whilerecovering neversendsbadmessagesfor sequence
numbersabove the recovery point. Furthermore,the
recovery requestensuresthat other replicas will not
acceptforgedmessageswith sequencenumbersgreater
than .

Our protocolhasthe nice propertythat any replica
knowsthat hascompletedits recoverywhencheckpoint

is stable.Thisallowsreplicasto estimatetheduration
of Õsrecovery,whichis usefultodetectdenial-of-service
attacksthatslow down recoverywith low falsepositives.

4.5 View ChangeProtocol

Theview changeprotocolprovideslivenessby allowing
the systemto make progresswhen the currentprimary
fails. Theprotocolmustpreserve safety: it mustensure
that non-faulty replicasagreeon the sequencenumbers
of committedrequestsacrossviews. In addition, the
protocolmustprovide liveness:it mustensurethatnon-
faulty replicasstayin thesameview longenoughfor the
systemto makeprogress,evenin thefaceof a denial-of-
serviceattack.

The new view changeprotocol usesthe techniques
describedin [6] to addresslivenessbut usesa different
approachto preserve safety. Our earlierapproachrelied



on certiÞcatesthat werevalid indeÞnitely. In the new
protocol, however, the fact that messagescan become
stalemeansthata replicacannotprove thevalidity of a
certiÞcateto others. Insteadthe new protocolrelieson
thegroupof replicasto validateeachstatementthatsome
replicaclaimshasa certiÞcate.The restof this section
describesthenew protocol.
Datastructur es.Replicasrecordinformationaboutwhat
happenedin earlierviews.Thisinformationismaintained
in two sets, the PSet and the QSet. A replica also
storesthe requestscorrespondingto the entriesin these
sets. Thesesetsonly containinformationfor sequence
numbersbetweenthecurrentlow andhigh watermarks
in thelog; thereforeonly limited storageis required.The
setsallow the view changeprotocol to work properly
evenwhenmorethanoneview changeoccursbeforethe
systemis ableto continuenormaloperation;thesetsare
usuallyemptywhile thesystemis runningnormally.

ThePSet atreplica storesinformationaboutrequests
that have preparedat in previous views. Its entries
aretuples meaningthata requestwith digest
preparedat with number in view and no request
preparedat in a laterview.

TheQSet storesinformationaboutrequeststhathave
pre-preparedat in previous views (i.e., requestsfor
which hassenta pre-prepareor preparemessage).Its
entriesaretuples meaningthatfor
each , is the latest view in which a requestpre-
preparedwith sequencenumber anddigest at .
View-changemessages. View changesare triggered
whenthecurrentprimaryis suspectedto befaulty (e.g.,
whena requestfrom a client is not executedafter some
period of time; see[6] for details). When a backup
suspectstheprimaryfor view isfaulty, it entersview
1 andmulticastsa VIEW-CHANGE 1
messageto all replicas.Here is thesequencenumber
of the lateststablecheckpointknown to ; is a set
of pairs with the sequencenumberand digestof each
checkpointstoredat ; and and aresetscontaining
atuplefor everyrequestthatis preparedor pre-prepared,
respectively, at . Thesesetsare computedusing the
information in the log, the PSet, and the QSet, as
explainedin Figure2. Oncethe view-changemessage
hasbeensent, stores in PSet, in QSet, andclears
its log. Thecomputationboundsthesizeof eachtuplein
QSet; it retainsonly pairscorrespondingto 2 distinct
requests(correspondingto possibly messagesfrom
faulty replicas,one messagefrom a good replica, and
onespecialnull messageasexplainedbelow). Therefore
theamountof storageusedis bounded.
View-change-ackmessages. Replicascollect view-
changemessagesfor 1andsendacknowledgmentsfor
themto 1Õsprimary, . Theacknowledgmentshavethe
form VIEW-CHANGE-ACK 1 where is the
identiÞerof thesender, is thedigestof theview-change
messagebeingacknowledged,and is the replica that
sentthatview-changemessage.Theseacknowledgments
allow the primary to prove authenticityof view-change
messagessentby faulty replicasasexplainedlater.

let be the view beforethe view change, be the sizeof
the log, and be the logÕs low watermark
for all suchthat do

if requestnumber with digest is preparedor
committedin view then

add to
elseif PSet then

add to
if requestnumber with digest is pre-prepared,
preparedor committedin view then

if QSet then
add to

elseif then
add to

elseif 1 then
remove entry with lowestview numberfrom
add to

elseif QSet then
add to

Figure2: Computing and
New-view messageconstruction. The new primary

collectsview-changeand view-change-ackmessages
(includingmessagesfrom itself). It storesview-change
messagesin a set . It addsa view-changemessage
receivedfrom replica to afterreceiving 2 1 view-
change-acksfor Õs view-changemessagefrom other
replicas.Eachentryin is for a differentreplica.

let 2 1 messages :
1 messages :

if : : then
selectcheckpointwith digest andnumber

elseexit

for all suchthat do
A. if with that veriÞes:

A1. 2 1 messages :
hasno entry for or

:
A2. 1 messages :

:
A3. the primary hasthe requestwith digest

thenselectthe requestwith digest for number

B. elseif 2 1 messages suchthat
hasno entry for

thenselectthe null requestfor number

Figure3: Decisionprocedureat theprimary.

The new primary usesthe informationin andthe
decision proceduresketched in Figure3 to choosea
checkpointand a set of requests.This procedureruns
eachtime the primary receives new information, e.g.,
whenit addsa new messageto .

Theprimarystartsby selectingthecheckpointthatis
going to be the startingstatefor requestprocessingin
the new view. It picks the checkpointwith the highest
number from the set of checkpointsthat are known
to becorrectandthathave numbershigherthanthe low



watermarkin thelogof atleast 1non-faultyreplicas.
Thelastconditionis necessaryfor safety;it ensuresthat
theorderinginformationfor requeststhatcommittedwith
numbershigherthan is still available.

Next, theprimaryselectsa requestto pre-preparein
thenew view for eachsequencenumberbetween and

(where is thesizeof thelog). For eachnumber
that wasassignedto somerequest that committed

in a previousview, the decisionprocedureselects to
pre-preparein thenew view with thesamenumber. This
ensuressafetybecauseno distinct requestcan commit
with thatnumberin thenew view. For othernumbers,the
primarymay pre-preparea requestthat wasin progress
but hadnot yet committed,or it might selecta special
null requestthat goesthroughthe protocolasa regular
requestbut whoseexecutionis ano-op.

We now argue informally that this procedurewill
selectthe correctvalue for eachsequencenumber. If
a request committedat somenon-faulty replicawith
number , it preparedatatleast 1 non-faultyreplicas
andtheview-changemessagessentby thosereplicaswill
indicatethat preparedwith number . Any setof at
least2 1view-changemessagesfor thenew view must
includeamessagefromoneof thenon-faultyreplicasthat
prepared . Therefore,the primary for the new view
will beunableto selecta differentrequestfor number
becausenootherrequestwill beabletosatisfyconditions
A1 or B (in Figure3).

The primary will alsobe ableto make the right de-
cisioneventually:conditionA1 will besatisÞedbecause
thereare2 1 non-faultyreplicasandnon-faultyrepli-
casnever preparedifferent requestsfor the sameview
andsequencenumber;A2 is alsosatisÞedsincearequest
that preparesat a non-faulty replica pre-preparesat at
least 1 non-faultyreplicas.ConditionA3 maynotbe
satisÞedinitially, but theprimarywill eventuallyreceive
therequestin aresponseto its statusmessages(discussed
in Section4.6). Whenamissingrequestarrives,thiswill
triggerthedecisionprocedureto run.

Thedecisionprocedureendswhentheprimaryhasse-
lectedarequestfor eachnumber. Thistakes 3

localstepsin theworstcasebut thenormalcaseis much
fasterbecausemostreplicasproposeidenticalvalues.Af-
terdeciding,theprimarymulticastsanew-view message
to the other replicaswith its decision. The new-view
messagehastheform NEW-VIEW 1 . Here,

containsa pair for eachentry in consistingof the
identiÞerof thesendingreplicaandthedigestof its view-
changemessage,and identiÞesthe checkpointand
requestvaluesselected.
New-viewmessageprocessing. Theprimaryupdatesits
stateto reßecttheinformationin thenew-view message.
It recordsall requestsin aspre-preparedin view 1
in its log. If it doesnothavethecheckpointwith sequence
number it alsoinitiatestheprotocolto fetchthemissing
state(seeSection4.6.2).In any casetheprimarydoesnot
acceptany prepareor commit messageswith sequence
numberlessthan or equalto and doesnot sendany
pre-preparemessagewith suchasequencenumber.

Thebackupsfor view 1collectmessagesuntil they
haveacorrectnew-view messageandacorrectmatching
view-changemessagefor eachpair in . If somereplica
changesits keys in themiddleof aview change,it hasto
discardall theview-changeprotocolmessagesit already
receivedwith theold keys. Themessageretransmission
mechanismcausesthe other replicas to re-sendthese
messagesusingthenew keys.

If a backupdid not receive oneof the view-change
messagesfor somereplicawith a pair in , theprimary
alonemaybeunabletoprovethatthemessageit received
is authenticbecauseit is not signed. The useof view-
change-ackmessagessolvesthis problem. Theprimary
only includesapairfor aview-changemessagein after
it collects2 1 matchingview-change-ackmessages
from otherreplicas.Thisensuresthatat least 1 non-
faulty replicascan vouch for the authenticityof every
view-changemessagewhosedigestis in . Therefore,if
theoriginalsenderof aview-changeisuncooperative,the
primary retransmitsthat senderÕs view-changemessage
andthenon-faultybackupsretransmittheirview-change-
acks.A backupcanacceptaview-changemessagewhose
authenticatoris incorrect if it receives view-change-
acksthatmatchthedigestandidentiÞerin .

After obtainingthenew-view messageandthematch-
ing view-changemessages,the backupscheckwhether
thesemessagessupportthedecisionsreportedby thepri-
maryby carryingout thedecisionprocedurein Figure3.
If they do not, the replicasmove immediatelyto view

2. Otherwise,they modify their stateto accountfor
thenew informationin awaysimilar to theprimary. The
only differenceis that they multicasta preparemessage
for 1 for eachrequestthey mark as pre-prepared.
Thereafter, the protocol proceedsas describedin Sec-
tion 4.2.

Thereplicasusethestatusmechanismin Section4.6
to requestretransmissionof missing requestsas well
asmissingview-change,view-changeacknowledgment,
andnew-view messages.

4.6 Obtaining Missing Information

This section describesthe mechanismsfor message
retransmissionand state transfer. The state transfer
mechanismis necessaryto bringreplicasupto datewhen
someof the messagesthey are missing were garbage
collected.

4.6.1 MessageRetransmission

We usea receiver-basedrecovery mechanismsimilar to
SRM [8]: a replica multicastssmall status messages
that summarizeits state;when other replicasreceive a
statusmessagethey retransmitmessagesthey have sent
in the pastthat is missing. Statusmessagesaresent
periodicallyandwhenthereplicadetectsthatit ismissing
information(i.e., they alsofunctionasnegativeacks).

If a replica is unableto validateastatusmessage,it
sendsits lastnew-key messageto . Otherwise, sends
messagesit sentin the pastthat maybe missing. For



example, if is in a view less than Õs, sends its
latestview-changemessage.In all cases, authenticates
messagesit retransmitswith thelatestkeys it receivedin
a new-key messagefrom . This is importantto ensure
livenesswith frequentkey changes.

Clients retransmitrequeststo replicasuntil they re-
ceive enoughreplies. They measureresponsetimesto
computethe retransmissiontimeoutandusea random-
ized exponentialbackoff if they fail to receive a reply
within thecomputedtimeout.

4.6.2 StateTransfer

A replica may learn abouta stablecheckpointbeyond
the high watermark in its log by receiving checkpoint
messagesor astheresultof aview change.In thiscase,it
usesthestatetransfermechanismto fetchmodiÞcations
to theservicestatethatit is missing.

It is important for the statetransfermechanismto
be efÞcientbecauseit is usedto bring a replica up to
dateduringrecovery, andwe performproactive recover-
iesfrequently. Thekey issuesto achieving efÞciency are
reducingthe amountof informationtransferredandre-
ducingtheburdenimposedonreplicas.Thismechanism
mustalsoensurethatthetransferredstateis correct.We
startby describingour datastructuresandthenexplain
how they areusedby thestatetransfermechanism.
Data Structur es. We usehierarchicalstatepartitions
to reducethe amountof information transferred. The
root partition correspondsto the entire service state
and each non-leaf partition is divided into equal-
sized,contiguoussub-partitions.We call leaf partitions
pages and interior partitionsmeta-data. For example,
the experimentsdescribedin Section6 wererun with a
hierarchywith four levels, equalto256,and4KB pages.

Eachreplicamaintainsonelogical copy of theparti-
tion treefor eachcheckpoint.Thecopy is createdwhen
the checkpointis taken andit is discardedwhena later
checkpointbecomesstable. The tree for a checkpoint
storesa tuple for eachmeta-datapartitionanda
tuple for eachpage.Here, is thesequence
numberof thecheckpointattheendof thelastcheckpoint
interval wherethepartitionwasmodiÞed, is thedigest
of thepartition,and is thevalueof thepage.

ThedigestsarecomputedefÞcientlyasfollows. For
a page, is obtainedby applyingthe MD5 hashfunc-
tion [27] to thestringobtainedby concatenatingthe in-
dex of the pagewithin the state,its valueof and .
For meta-data, is obtainedby applying MD5 to the
string obtainedby concatenatingthe index of the parti-
tionwithin its level, itsvalueof , andthesummoduloa
largeintegerof thedigestsof its sub-partitions.Thus,we
applyAdHash[1] ateachmeta-datalevel. Thisconstruc-
tion hasthe advantagethat the digestsfor a checkpoint
canbeobtainedefÞcientlyby updatingthedigestsfrom
thepreviouscheckpointincrementally.

The copiesof the partition tree are logical because
we usecopy-on-write so that only copiesof the tuples
modiÞedsincethecheckpointwastakenarestored.This

reducesthe spaceand time overheadsfor maintaining
thesecheckpointssigniÞcantly.
Fetching State. Thestrategy to fetchstateis to recurse
down thehierarchyto determinewhichpartitionsareout
of date. This reducesthe amountof informationabout
(bothnon-leafandleaf)partitionsthatneedstobefetched.

A replica multicasts FETCH to all
replicasto obtaininformationfor thepartitionwith index

in level of the tree. Here, is thesequencenumber
of the lastcheckpoint knows for thepartition,and is
either-1 or it speciÞesthat is seekingthevalueof the
partitionat sequencenumber from replica .

Whena replica determinesthat it needsto initiate
a statetransfer, it multicastsa fetchmessagefor theroot
partitionwith equalto its last checkpoint.Thevalue
of is non-zerowhen knows the correctdigestof the
partition informationat checkpoint , e.g.,after a view
changecompletes knows the digestof the checkpoint
thatpropagatedto thenew view but might not have it.
alsocreatesa new (logical) copy of the treeto storethe
stateit fetchesandinitializesatable in whichit stores
thenumberof thelatestcheckpointreßectedin thestate
of eachpartition in thenew tree. Initially eachentry in
thetablewill contain .

If FETCH is received by the desig-
natedreplier, , and it hasa checkpointfor sequence
number , it sendsback META-DATA , where

is a setwith a tuple for eachsub-partition
of with index , digest , and . Since
knowsthecorrectdigestfor thepartitionvalueat check-
point , it canverify thecorrectnessof thereplywithout
theneedfor voting or evenauthentication.This reduces
theburdenimposedonotherreplicas.

Theotherreplicasonly reply to the fetchmessageif
they haveastablecheckpointgreaterthan and . Their
repliesare similar to Õs except that is replacedby
the sequencenumberof their stablecheckpointandthe
messagecontainsa MAC. Theserepliesare necessary
to guaranteeprogresswhen replicashave discardeda
speciÞccheckpointrequestedby .

Replica retransmitsthe fetch message(choosinga
different eachtime) until it receivesa valid reply from
some or 1equallyfreshresponseswith thesamesub-
partitionvaluesfor thesamesequencenumber (greater
than and ). Then,it comparesits digestsfor eachsub-
partitionof with thosein thefetchedinformation;it
multicastsafetchmessagefor sub-partitionswherethere
is a difference,andsetsthevaluein to (or ) for
thesub-partitionsthatareup to date. Since learnsthe
correctdigestof eachsub-partitionat checkpoint (or

) it canusetheoptimizedprotocolto fetchthem.
The protocol recursesdown the tree until sends

fetchmessagesfor out-of-datepages.Pagesarefetched
likeotherpartitionsexceptthatmeta-datarepliescontain
thedigestandlastmodiÞcationsequencenumberfor the
pageratherthansub-partitions,andthedesignatedreplier
sendsback DATA . Here, is thepageindex and
is thepagevalue. Theprotocolimposeslittle overhead
on otherreplicas;only onereplicareplieswith the full



page and it does not even need to compute a MAC for
the message since can verify the reply using the digest
it already knows.
When obtains the new value for a page, it updates

the state of the page, its digest, the value of the last modi-
fication sequence number, and the value corresponding to
the page in . Then, the protocol goes up to its parent
and fetches another missing sibling. After fetching all
the siblings, it checks if the parent partition is consistent.
A partition is consistent up to sequence number if
is the minimum of all the sequence numbers in for
its sub-partitions, and is greater than or equal to the
maximum of the last modification sequence numbers in
its sub-partitions. If the parent partition is not consistent,
the protocol sends another fetch for the partition. Other-
wise, the protocol goes up again to its parent and fetches
missing siblings.
The protocol ends when it visits the root partition

and determines that it is consistent for some sequence
number . Then the replica can start processing requests
with sequence numbers greater than .
Since state transfer happens concurrentlywith request

execution at other replicas and other replicas are free to
garbage collect checkpoints, it may take some time for a
replica to complete the protocol, e.g., each time it fetches
a missing partition, it receives information about yet a
later modification. This is unlikely to be a problem in
practice (this intuition is confirmed by our experimental
results). Furthermore, if the replica fetching the state ever
is actually needed because others have failed, the system
will wait for it to catch up.

4.7 Discussion
Our system ensures safety and liveness for an execution
provided at most replicas become faulty within a

window of vulnerability of size 2 . The
values of and are characteristic of each execution
and unknown to the algorithm. is the maximum

key refreshment period in for a non-faulty node, and
is the maximum time between when a replica fails and
when it recovers from that fault in .
The message authentication mechanism from Sec-

tion 4.1 ensures non-faulty nodes only accept certificates
with messages generated within an interval of size at
most 2 .1 The bound on the number of faults within
ensures there are never more than faulty replicas

within any interval of size at most 2 . Therefore, safety
and liveness are provided because non-faulty nodes never
accept certificates with more than bad messages.
We have little control over the value of because
may be increased by a denial-of-service attack, but

we have good control over and the maximum time
between watchdog timeouts, , because their values
are determined by timer rates, which are quite stable.
Setting these timeout values involves a tradeoff between

1It would be except that during view changes replicasmay accept
messages that are claimed authentic by 1 replicas without directly
checking their authentication token.

security and performance: small values improve security
by reducing the window of vulnerability but degrade
performance by causing more frequent recoveries and
key changes. Section 6 analyzes this tradeoff.
The value of should be set based on , the time

it takes to recover a non-faulty replica under normal load
conditions. There is no point in recovering a replica
when its previous recovery has not yet finished; and we
stagger the recoveries so that no more than replicas
are recovering at once, since otherwise service could be
interrupted even without an attack. Therefore, we set

4 . Here, the factor 4 accounts for the
staggered recovery of 3 1 replicas at a time, and is
a safety factor to account for benign overload conditions
(i.e., no attack).
Another issue is the bound on the number of faults.

Our replication technique is not useful if there is a strong
positive correlation between the failure probabilities of
the replicas; the probability of exceeding the bound may
not be lower than the probability of a single fault in this
case. Therefore, it is important to take steps to increase
diversity. One possibility is to have diversity in the exe-
cution environment: the replicas can be administered by
different people; they can be in different geographic loca-
tions; and they can have different configurations (e.g., run
different combinations of services, or run schedulerswith
different parameters). This improves resilience to several
types of faults, for example, attacks involving physical
access to the replicas, administrator attacks or mistakes,
attacks that exploit weaknesses in other services, and
software bugs due to race conditions. Another possibil-
ity is to have software diversity; replicas can run different
operating systems and different implementations of the
service code. There are several independent implemen-
tations available for operating systems and important ser-
vices (e.g. file systems, data bases, and WWW servers).
This improves resilience to software bugs and attacks that
exploit software bugs.
Even without taking any steps to increase diversity,

our proactive recovery technique increases resilience to
nondeterministic software bugs, to software bugs due
to aging (e.g., memory leaks), and to attacks that take
more time than to succeed. It is possible to improve
security further by exploiting software diversity across
recoveries. One possibility is to restrict the service
interface at a replica after its state is found to be corrupt.
Another potential approach is to use obfuscation and
randomization techniques [7, 9] to produce a newversion
of the software each time a replica is recovered. These
techniques are not very resilient to attacks but they can
be very effective when combined with proactive recovery
because the attacker has a bounded time to break them.

5 Implementation
We implemented the algorithm as a library with a very
simple interface (see Figure 4). Some components of the
library run on clients and others at the replicas.
On the client side, the library provides a procedure



Client:
int Byz init client(char conf);
int Byz invoke(Byz req req, Byz rep rep, bool read only);

Server:
int Byz init replica(char conf, char mem, int size, UC exec);
void Byz modify(char mod, int size);

Server upcall:
int execute(Byz req req, Byz rep rep, int client);

Figure4: Thereplicationlibrary API.

to initialize the client usinga conÞgurationÞle, which
containsthepublickeysandIP addressesof thereplicas.
The library also provides a procedure,invoke, that is
called to causean operation to be executed. This
procedurecarriesout theclient sideof theprotocoland
returnstheresultwhenenoughreplicashaveresponded.

On the server side, we provide an initialization
procedurethat takes as argumentsa conÞgurationÞle
with the public keys and IP addressesof replicasand
clients,theregionof memorywheretheapplicationstate
is stored,and a procedureto executerequests. When
our systemneedsto executean operation,it makes an
upcall to the executeprocedure.This procedurecarries
out the operationasspeciÞedfor the application,using
the applicationstate. As the applicationperformsthe
operation,eachtimeit is aboutto modify theapplication
state,it calls the modify procedureto inform us of the
locationsaboutto be modiÞed. This call allows us to
maintaincheckpointsandcomputedigestsefÞcientlyas
describedin Section4.6.2.

6 PerformanceEvaluation

This sectionhastwo parts. First, it presentsresultsof
experimentsto evaluatethebeneÞtof eliminatingpublic-
key cryptographyfromthecriticalpath.Then,it presents
ananalysisof thecostof proactiverecoveries.

6.1 Experimental Setup

All experimentsranwith four replicas.Fourreplicascan
tolerateone Byzantinefault; we expect this reliability
level to sufÞce for most applications. Clients and
replicas ran on Dell Precision410 workstationswith
Linux 2.2.16-3(uniprocessor).Theseworkstationshave
a 600MHz PentiumIII processor, 512MB of memory,
anda QuantumAtlas 10K 18WLS disk. All machines
were connectedby a 100Mb/s switchedEthernetand
had3Com3C905Binterfacecards. The switchwasan
ExtremeNetworksSummit48V4.1. Theexperimentsran
onanisolatednetwork.

The interval betweencheckpoints, , was 128 re-
quests,which causesgarbagecollectionto occurseveral
times in eachexperiment. The sizeof the log, , was
256. The statepartition treehad4 levels,eachinternal
nodehad256children,andtheleaveshad4 KB.

6.2 The costof Public-KeyCryptography

To evaluatethebeneÞtof usingMACsinsteadof public
key signatures,we implementedBFT-PK. Our previous
algorithm[6] relies on the extra power of digital sig-
naturesto authenticatepre-prepare,prepare,checkpoint,
andview-changemessagesbut it canbeeasilymodiÞed
to useMACsto authenticateothermessages.To provide
afair comparison,BFT-PK is identicalto theBFT library
but it usespublic-key signaturestoauthenticatethesefour
typesof messages.Weranamicrobenchmark,andaÞle
systembenchmarkto comparethe performanceof ser-
vicesimplementedwith thetwo libraries.Therewereno
view changes,recoveriesor key changesin theseexperi-
ments.

6.2.1 Micr o-Benchmark

Themicro-benchmarkcomparestheperformanceof two
implementationsof asimpleservice:oneimplementation
usesBFT-PK andthe otherusesBFT. This servicehas
nostateandits operationshaveargumentsandresultsof
differentsizesbut they do nothing. We alsoevaluated
the performanceof NO-REP: an implementationof
the serviceusing UDP with no replication. We ran
experimentsto evaluatethe latency and throughputof
the service. The comparisonwith NO-REPshows the
worstcaseoverheadfor our library; in realservices,the
relativeoverheadwill belowerdueto computationor I/O
at theclientsandservers.

Table1 reportsthe latency to invoke an operation
whentheserviceisaccessedbyasingleclient.Theresults
wereobtainedby timing a large numberof invocations
in threeseparateruns.Wereporttheaverageof thethree
runs. Thestandarddeviationswerealwaysbelow 0.5%
of thereportedvalue.

system 0/0 0/4 4/0
BFT-PK 59368 59761 59805
BFT 431 999 1046
NO-REP 106 625 630

Table 1: Micro-benchmark: operationlatency in mi-
croseconds.Eachoperationtypeisdenotedbya/b, where
a andb arethesizesof theargumentandresultin KB.

BFT-PK hastwo signaturesin the critical path and
eachof themtakes29.4ms to compute.Thealgorithm
describedin this paper eliminatesthe need for these
signatures. As a result, BFT is between57 and 138
timesfasterthanBFT-PK.BFTÕslatency is between60%
and 307% higher than NO-REPbecauseof additional
communicationand computationoverhead. For read-
only requests,BFTusestheoptimizationdescribedin [6]
that reducestheslowdown for operations0/0 and0/4 to
93%and25%,respectively.

We alsomeasuredthe overheadof replicationat the
client. BFT increasesCPUtime relative to NO-REPby
up to a factorof 5, but theCPUtimeat theclient is only
between66and142 speroperation.BFT alsoincreases
thenumberof bytesin Ethernetpacketsthataresentor
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Figure5: Micro-benchmark:throughputin operationspersecond.

received by the client: 405%for the 0/0 operationbut
only 12%for theotheroperations.

Figure5 comparesthethroughputof thedifferentim-
plementationsof theserviceasa functionof thenumber
of clients. The client processeswereevenly distributed
over 5 client machines2 andeachclient processinvoked
operationssynchronously, i.e.,it waitedfor areplybefore
invokinga new operation.Eachpoint in thegraphis the
averageof at leastthreeindependentrunsandthe stan-
darddeviationfor all pointswasbelow 4%of thereported
value(exceptthat it wasashighas17%for thelast four
pointsin thegraphfor BFT-PK operation4/0). Thereare
no pointswith morethan15 clientsfor NO-REPopera-
tion 4/0becauseof lost requestmessages;NO-REPuses
UDPdirectlyanddoesnot retransmitrequests.

The throughputof both replicatedimplementations
increaseswith thenumberof concurrentclientsbecause
the library implementsbatching[4]. Batching inlines
severalrequestsin eachpre-preparemessageto amortize
theprotocoloverhead.BFT-PK performs5 to 11 times
worse than BFT becausesigning messagesleadsto a
highprotocoloverheadandthereis a limit onhow many
requestscanbeinlined in apre-preparemessage.

Thebottleneckin operation0/0 is theserverÕs CPU;
BFTÕs maximum throughputis 53% lower than NO-
REPÕs due to extra messagesand cryptographicoper-
ations that increasethe CPU load. The bottleneckin
operation4/0 is thenetwork; BFTÕs throughputis within
11%of NO-REPÕsbecauseBFTdoesnotconsumesignif-
icantly morenetwork bandwidthin this operation.BFT
achievesa maximumaggregatethroughputof 26 MB/s
in operation0/4 whereasNO-REPis limited by thelink
bandwidth(approximately12 MB/s). Thethroughputis
better in BFT becauseof an optimizationthat we de-
scribedin [6]: eachclientchoosesonereplicarandomly;
this replicaÕs reply includesthe 4 KB but the repliesof
theotherreplicasonly containsmalldigests.As aresult,
clientsobtainthe largerepliesin parallelfrom different
replicas.Wereferthereaderto [4] for adetailedanalysis
of theselatency andthroughputresults.

2Two client machineshad 700 MHz PIIIs but were otherwise
identicalto theothermachines.

6.2.2 File System Benchmarks

We implementedthe Byzantine-fault-tolerantNFS ser-
vice that was describedin [6]. The next set of exper-
imentscomparesthe performanceof two implementa-
tionsof thisservice:BFS,whichusesBFT, andBFS-PK,
whichusesBFT-PK.

The experimentsran the modiÞedAndrew bench-
mark [25, 15], which emulatesa softwaredevelopment
workload. It hasÞve phases:(1) createssubdirectories
recursively; (2) copiesa sourcetree; (3) examinesthe
statusof all theÞlesin the treewithout examiningtheir
data;(4) examineseverybyteof datain all theÞles;and
(5) compilesandlinks theÞles. Unfortunately, Andrew
is so small for todayÕs systemsthat it doesnot exercise
theNFSservice.Sowe increasedthesizeof thebench-
mark by a factorof asfollows: phase1 and2 create

copiesof thesourcetree,andtheotherphasesoperate
in all thesecopies. We ran a versionof Andrew with

equalto 100, Andrew100, andanotherwith equal
to 500, Andrew500. BFS builds a Þle systeminsidea
memorymappedÞle [6]. We ran Andrew100 in a Þle
systemÞle with 205MB andAndrew500 in a Þle sys-
temÞlewith 1 GB; bothbenchmarksÞll 90%of theses
Þles. Andrew100 Þtsin memoryat both the client and
thereplicasbut Andrew500doesnot.

WealsocompareBFSandtheNFSimplementationin
Linux, NFS-std.Theperformanceof NFS-stdis a good
metricof what is acceptablebecauseit is useddaily by
many users.For all conÞgurations,theactualbenchmark
coderanattheclientworkstationusingthestandardNFS
client implementationin theLinux kernelwith thesame
mount options. Themostrelevantof theseoptionsfor
the benchmarkare: UDP transport,4096-bytereadand
write buffers, allowing write-backclient caching,and
allowing attributecaching.

Tables2 and3 presentthe resultsfor theseexperi-
ments.We reportthemeanof 3 runsof thebenchmark.
Thestandarddeviation wasalwaysbelow 1% of the re-
portedaveragesexceptfor phase1 whereit wasashigh
as33%. The resultsshow that BFS-PKtakes12 times
longerthanBFSto run Andrew100and15 timeslonger
to run Andrew500. The slowdown is smallerthan the
one observed with the micro-benchmarksbecausethe



phase BFS-PK BFS NFS-std
1 25.4 0.7 0.6
2 1528.6 39.8 26.9
3 80.1 34.1 30.7
4 87.5 41.3 36.7
5 2935.1 265.4 237.1

total 4656.7 381.3 332.0

Table2: Andrew100: elapsedtime in seconds

client performsa signiÞcantamountof computationin
thisbenchmark.

Both BFS andBFS-PKusethe read-onlyoptimiza-
tion describedin [6] for readsand lookups, and as a
consequencedo not set the time-last-accessedattribute
whentheseoperationsareinvoked.Thisreducestheper-
formancedifferencebetweenBFS and BFS-PKduring
phases3 and4 wheremostoperationsareread-only.

phase BFS-PK BFS NFS-std
1 122.0 4.2 3.5
2 8080.4 204.5 139.6
3 387.5 170.2 157.4
4 496.0 262.8 232.7
5 23201.3 1561.2 1248.4

total 32287.2 2202.9 1781.6

Table3: Andrew500: elapsedtime in seconds

BFS-PKisimpracticalbutBFSÕsperformanceisclose
to NFS-std:it performsonly 15%slower in Andrew100
and24% slower in Andrew500. The performancedif-
ferencewould belower if Linux implementedNFScor-
rectly. For example,wereportedpreviously [6] thatBFS
was only 3% slower than NFS in Digital Unix, which
implementsthecorrectsemantics.TheNFSimplemen-
tationin Linux doesnotensurestabilityof modiÞeddata
andmeta-dataasrequiredby theNFSprotocol,whereas
BFSensuresstability throughreplication.

6.3 The Costof Recovery

Frequentproactive recoveriesandkey changesimprove
resilienceto faultsby reducingthewindow of vulnerabil-
ity, but they alsodegradeperformance.We ranAndrew
to determinetheminimumwindow of vulnerabilitythat
canbeachievedwithoutoverlappingrecoveries.Thenwe
conÞguredthereplicatedÞlesystemto achievethiswin-
dow, andmeasuredtheperformancedegradationrelative
to a systemwithout recoveries.

Theimplementationof theproactive recoverymech-
anismis completeexceptthatwe aresimulatingthese-
cureco-processor, theread-onlymemory, andthewatch-
dog timer in software. We arealsosimulatingfast re-
boots.TheLinuxBIOSproject[22] hasbeenexperiment-
ing with replacingtheBIOS by Linux. They claim to be
abletorebootLinux in 35s(0.1stogetthekernelrunning
and34.9 to executescriptsin /etc/rc.d) [22]. This
meansthat in a suitablyconÞguredmachinewe should
beableto rebootin lessthanasecond.Replicassimulate

a rebootby sleepingeither1 or 30 secondsandcalling
msync to invalidatethe service-statepages(this forces
readsfrom disk thenext time they areaccessed).

6.3.1 Recovery Time

Thetime to completerecoverydeterminestheminimum
window of vulnerability that can be achieved without
overlaps.Wemeasuredtherecoverytimefor Andrew100
and Andrew500 with 30s rebootsand with the period
betweenkey changes, , setto 15s.

Table4presentsabreakdownof themaximumtimeto
recoverareplicain bothbenchmarks.Sincetheprocesses
of checkingthestatefor correctnessandfetchingmissing
updatesover thenetwork to bring therecoveringreplica
up to dateare executedin parallel, Table4 presentsa
single line for both of them. The line labeledrestore
state only accountsfor readingthe log from disk the
servicestatepagesarereadfrom disk on demandwhen
they arechecked.

Andrew100 Andrew500
savestate 2.84 6.3

reboot 30.05 30.05
restorestate 0.09 0.30
estimation 0.21 0.15

sendnew-key 0.03 0.04
sendrequest 0.03 0.03

fetchandcheck 9.34 106.81
total 42.59 143.68

Table4: Andrew: recoverytime in seconds.

ThemostsigniÞcantcomponentsof therecoverytime
are the time to save the replicaÕs log and servicestate
to disk, the time to reboot,and the time to checkand
fetchstate.TheothercomponentsareinsigniÞcant.The
timeto rebootis thedominantcomponentfor Andrew100
andcheckingandfetchingstateaccountfor mostof the
recoverytime in Andrew500becausethestateis bigger.

Giventhesetimes,we settheperiodbetweenwatch-
dogtimeouts, , to3.5minutesin Andrew100andto10
minutesin Andrew500. Thesesettingscorrespondto a
minimumwindow of vulnerabilityof 4 and10.5minutes,
respectively. Wealsoruntheexperimentsfor Andrew100
with a 1srebootandthemaximumtime to completere-
covery in thiscasewas13.3s.Thisenablesa window of
vulnerabilityof 1.5minuteswith setto 1 minute.

Recovery mustbe fastto achieve a smallwindow of
vulnerability. While thecurrentrecoverytimesarelow, it
is possibleto reducethemfurther. For example,thetime
to checkthestatecanbereducedby periodicallybacking
up thestateontoa disk that is normallywrite-protected
andby usingcopy-on-writeto createcopiesof modiÞed
pageson a writable disk. This way only the modiÞed
pagesneedto be checked. If the read-onlycopy of the
stateis broughtup to datefrequently(e.g.,daily), it will
bepossibleto scaleto very largestateswhile achieving
evenlower recoverytimes.



6.3.2 Recovery Overhead

Wealsoevaluatedtheimpactof recoveryonperformance
in theexperimentalsetupdescribedin theprevioussec-
tion. Table5 shows the results. BFS-recis BFS with
proactive recoveries. The resultsshow that addingfre-
quentproactive recoveriesto BFS hasa low impacton
performance:BFS-recis 16% slower thanBFS in An-
drew100and2% slower in Andrew500. In Andrew100
with 1srebootandawindow of vulnerabilityof 1.5min-
utes,thetimetocompletethebenchmarkwas482.4s;this
is only 27%slowerthanthetimewithoutrecoverieseven
thoughevery15sonereplicastartsa recovery.

The resultsalso show that the period betweenkey
changes, , canbesmallwithoutimpactingperformance
signiÞcantly. couldbesmallerthan15sbut it should be
substantiallylargerthan3 messagedelaysundernormal
loadconditionsto provide liveness.

system Andrew100 Andrew500
BFS-rec 443.5 2257.8
BFS 381.3 2202.9
NFS-std 332.0 1781.6

Table5: Andrew: recoveryoverheadin seconds.

There are several reasonswhy recoveries have a
low impacton performance.The mostobvious is that
recoveriesare staggeredsuchthat there is never more
than one replica recovering; this allows the remaining
replicasto continueprocessingclient requests.But it is
necessaryto performa view changewhenever recovery
is appliedto the currentprimary andthe clientscannot
obtainfurther serviceuntil the view changecompletes.
Theseview changesareinexpensive becausea primary
multicastsaview-changemessagejustbeforeits recovery
startsandthiscausestheotherreplicastomovetothenext
view immediately.

7 RelatedWork
Most previous work on replicationtechniquesassumed
benignfaults,e.g.,[17, 23, 18, 19] or asynchronoussys-
tem model, e.g., [28]. Earlier Byzantine-fault-tolerant
systems[26, 16, 20], including the algorithm we de-
scribedin [6], couldguaranteesafetyonly if fewer than
1 3 of thereplicaswerefaulty duringthelifetime of the
system. This guaranteeis too weakfor long-livedsys-
tems.Oursystemimprovesthisguaranteeby recovering
replicasproactively and frequently; it can tolerateany
numberof faults if fewer than 1 3 of the replicasbe-
comefaultywithin awindow of vulnerability, whichcan
be madesmall undernormal load conditionswith low
impactonperformance.

In a previous paper[6], we describeda systemthat
toleratedByzantinefaultsin asynchronoussystemsand
performed well. This paper extends that work by
providingrecovery,astatetransfermechanism,andanew
view changemechanismthatenablesbothrecovery and
animportantoptimizationÑ theuseof MACsinsteadof
public-key cryptography.

Rampart[26] and SecureRing[16] provide group
membershipprotocolsthat can be usedto implement
recovery, butonly in thepresenceof benignfaults.These
approachescannotbeguaranteedto work in thepresence
of Byzantinefaultsfor tworeasons.First,thesystemmay
beunableto provide safetyif a replicathat is not faulty
is removedfrom thegroupto berecovered.Second,the
algorithmsrely onmessagessignedby replicasevenafter
they areremovedfrom thegroupandthereis no way to
prevent attackers from impersonatingremoved replicas
thatthey controlled.

The problemof efÞcientstatetransferhasnot been
addressedby previouswork on Byzantine-fault-tolerant
replication.We presentanefÞcientstatetransfermecha-
nismthatenablesfrequentproactiverecoverieswith low
performancedegradation.

Public-key cryptographywasthemajorperformance
bottleneckin previoussystems[26, 16] despitethe fact
that thesesystemsinclude sophisticatedtechniquesto
reducethecostof public-key cryptographyattheexpense
of securityor latency. They cannotuseMACs instead
of signaturesbecausethey rely on the extra power of
digital signaturesto work correctly:signaturesallow the
receiverof amessageto proveto othersthatthemessage
is authentic,whereasthismaybeimpossiblewith MACs.
Theview changemechanismdescribedin thispaperdoes
notrequiresignatures.It allowspublic-key cryptography
to be eliminated,except for obtainingnew secretkeys.
Thisapproachimprovesperformancebyupto two orders
of magnitudewithout loosingsecurity.

Theconceptof a systemthatcantoleratemorethan
faultsprovided no more than nodesin the system

becomefaulty in some time window was introduced
in [24]. This concept has previously been applied
in synchronoussystemsto secret-sharingschemes[13],
thresholdcryptography[14], and more recentlysecure
information storageand retrieval [10] (which provides
single-writersingle-readerreplicatedvariables).But our
algorithmis moregeneral;it allows a groupof nodesin
anasynchronoussystemto implementanarbitrarystate
machine.

8 Conclusions

Thispaperhasdescribedanew state-machinereplication
systemthatoffersboth integrity andhigh availability in
the presenceof Byzantinefaults. The new systemcan
be usedto implementreal servicesbecauseit performs
well, works in asynchronoussystemslike the Internet,
andrecoversreplicasto enablelong-livedservices.

Thesystemdescribedhereimprovesthesecurityand
robustnessagainstsoftware errorsof previous systems
by recovering replicasproactively and frequently. It
can tolerateany numberof faults provided fewer than
1 3 of the replicas becomefaulty within a window
of vulnerability. This window can be small (e.g., a
few minutes)under normal load conditionsand when
the attacker does not corrupt replicasÕcopies of the
servicestate.Additionally,oursystemprovidesintrusion



detection; it detectsdenial-of-serviceattacksaimedat
increasingthewindow anddetectsthecorruptionof the
stateof a recoveringreplica.

Recoveryfrom Byzantinefaultsis harderthanrecov-
ery from benignfaultsfor several reasons:therecovery
protocol itself needsto tolerateother Byzantine-faulty
replicas;replicasmustberecoveredproactively; andat-
tackersmustbepreventedfrom impersonatingrecovered
replicasthat they controlled. For example,the last re-
quirementpreventssignaturesin messagesfrom being
valid indeÞnitely. However, this leadsto a furtherprob-
lem,sincereplicasmaybeunabletoprovetoathirdparty
thatsomemessagethey receivedis authentic(becauseits
signatureis no longervalid). All previousstate-machine
replicationalgorithmsreliedon suchproofs. Our algo-
rithm doesnot rely on theseproofsand hasthe added
advantageof enablingthe useof symmetriccryptogra-
phy for authenticationof all protocol messages.This
eliminatestheuseof public-key cryptography, themajor
performancebottleneckin previoussystems.

The algorithm has beenimplementedas a generic
programlibrary with a simpleinterfacethatcanbeused
to provide Byzantine-fault-tolerantversionsof different
services. We used the library to implement BFS, a
replicatedNFSservice,andranexperimentstodetermine
theperformanceimpactof our techniquesby comparing
BFS with an unreplicatedNFS. The experimentsshow
that it is possibleto useour algorithmto implementreal
serviceswith performancecloseto thatof anunreplicated
service. Furthermore,they show that the window of
vulnerabilitycanbemadevery small: 1.5 to 10 minutes
with only 2%to 27%degradationin performance.
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