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ABSTRACT

Several modelshave beenrecentlyproposedor predictingthe la-
teng of endto endInternetpaths. Thesemodelstreatthe Internet
asablack-box,ignoringits internalstructure.While thesemodels
aresimple,they canoftenfail sygematically;for example themost
widely usedmodelsusemetricembeddingshat predict no benebt
to detourrouteseventhoughhalf of all Internetroutescanbenebt
from detours.

In this paper we adopta structuralapproachthat predictspath
lateny basedon measurementsf the Internet&routing topology
PoP connectity, androuting policy. We bndthat our approach
outperformsVivaldi, the mostwidely usedblack-boxmodel. Fur
thermoreunlike metricembeddingspurapproactsuccessfullyre-
dicts65% of detourroutesin theInternet. Thenumberof measure-
mentsusedin our approachis comparablewith that requiredby
blackbox techniquesbut usingtraceroutesnsteadof pings.

Categories and Subject Descriptors

C.2.3[Communication Networks]: Architectureand DesgnN
topology; C.2.5[Communication Networks]: Local and Wide-
AreaNetworksN Internet

General Terms
Algorithms, Design,ExperimentationMeasurement

Keywords

Lateng prediction,Internettopology Routemeasurements

1. INTRODUCTION

The lateny betweeninternethostsis animportantcomponent
of pathandsener selectionin mary distributedapplications.Pop-
ular Internetservicessuchas Google,Akamai, andBittorrent use
lateng estimateso directclientsto nearbypeersor replicas.Over
lay routingsystemganuselateny estimategor neighborselection
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in distributed hashtables,constructionof efocientmulticasttrees,
anddetourroutingontheInternet.

To meetthis demand several network distanceestimationtech-
niguessuchasI|DMaps, GNP, andVivaldi have beenproposed|2,
12,1, 17,9]. Thesetechniqus uselatenyy measurementom a
few vantage points to clientsto predictthe latenciesof pathsthat
arenotdirectly measuredA popularpredidion methodologyis to
embednodesin a low-dimensionalcoordinatespaceand usethe
correspondingectordistanceto predictthe lateny betweenarbi-
trary nodes.

Thesetechniquegreatthe network asan unknovn Oblackox©O
Black-boxapproachesredesirabé if they canobtaingoodaccu-
ragy using simple modelsthat abstractaway unimportantdetails
of the system.However, despitetheir compellingsimplicity, these
techniqgueshave someseriousshortcomings.For example, black
box techniquesappearpoorly suitedto prediding comple path
propertiessuchasbottleneckcapacity lossandijitter. Furthermore,
popularblack box technique basedon metricembeddngs[12, 1]
arefundamentallyincapableof predictingdetourroutes. Detours
exist whenunderlyingdistancesiolate the triangleinequalityNa
commonoccurrencen the Internettoday[15, 21].

Our positionis thatmeasuringhe Internet&topologyandmod-
eling comple routing protocolsis fundamentato accuratelypre-
dicting its endto endperformanceharacteristicsTo this end,we
develop and evaluatea structural modelof Internetrouting at the
granularityof Pointsof PresencéPoPs)we usethis modelto pre-
dict lateny andshaw thatit outperformsVivaldi, the mostwidely
usedblack box model. We brstmeasurehe network to construct
an Oatlas®f the Internet, launchingprobesfrom vantagepoints
distributedacrosgheworld. Clientsaddthemselesinto the atlas
by contrituting a small numberof traceroutesandthendownload
predictionsfor the ses of IP prebxeswith uniquerouting behar-
ior. Thisis similar to how clientsusea smallnumberof measure-
mentsto positionthemselestodayin a black box metricembed-
ding. Oncea client integratesitself to the Internetatlas,the sys-
tem canmale accuratepredictionsaboutthe client® connectiity
to otherendhosts.

Our goalis to determinea simple structuralmodelthat predicts
pathsand latencieswith high accurag. To this end, we rely on
the comprehensienesf the atlasand obsenred routing behaior
asmuchaspossible.Our basicprincipleis to exploit similarity of
routes. Our hypothesiss thatgiven a large numberof distributed
vantagepoints, the route from ary sourceto a destinatiorwill be
similar to the route to the samedestinationfrom a vantagepoint
closeto the source.To abstraciaway details,we groupgeograph-
ically proximateroutersusing a novel clusteringmethod. Infor-
mally, our methodOzoomsutContheatlasandsplicesashortpath
segmentfrom the sourcewith an obsened pathsegmentgoing to



the destinationas an estimateof the actualpath. The lateng of
the pathis thenestimatedrom measuredatenciesof constituent
segments.

A limitation of our approachis thatit requiresthe investment
of measuremergffort in generatinghe atlas. However, the trafbc
overheads small. Regeneratinghe entireatlason a daily basis,a
time periodoverwhichmostroutesarestationary13], takes4Kbps
for eachvantagepoint. Oncethe atlasis generatednew clients
needmale asfew astenmeasurement® gain its benebpts.

While we focuson lateng in this paperto provide a directcom-
parisonto previoustechniquespur long termgoalis to usestruc-
tural modelsto predicta broaderset of path properties,suchas
capacity lossrate,and available bandwidth. A subsequenpaper
exploresthis in moredetail [8]. Further we believe the trendto
increasednstrumentatiorof the Internetfavors structuralmodels.
Improvementsin Internetmeasuremenwill increasethe coverage
and quality of mapsover time, andone commondatabaseanbe
usedfor differentapplications A structuraimodelis alsoamenable
to gradualrebnement:for example, a disagreemenbetweenthe
pathlateny estimateprovided by the modelandobsenred pathla-
teng/ maytrigger further measuremertb rePnethe model. These
issuesareleft for futurework.

2. STRUCTURAL MODEL

We seekto develop a simple structuralmodel that is capable
of predictinglateny betweenan arbitrary pair of Internethosts.
As it is bothinfeasibleand unscalableo obtain bPne-grainediata
aboutthe entireInternet,the modelhasto operatewith incomplete
and coarse-graine¢hformation without compromisingits predic-
tion accuray. We seekto strike a balancebetweenscalabilityand
accuray in our approach.

2.1 Overview

Ourtechniquepredictsend-to-engathsbetweera pair of nodes
by composingpath segments, fragments of known Internetpaths.
Most of thesesggmentsare obtainedfrom an Internetatlasthatis
constructecand maintainedby a setof distributed vantagepoints.
The atlascompriseghe topologyandroundtrip latengy measure-
mentsof the Internetcore and someselectedportionsof the edge
to the vantagepoints. Whenan end-hostdesirespredictions,it lo-

catedtself within the atlasusinga smallnumberof measurements.

Thesenenv measuremen@recombinedwith the coreatlasfor path
prediction. To rel3ectasymmetryof routes,we separatelypredict
the pathin the forward and reversedirectionsand derive end-to-
endRTT usingthelateny measirement®of thesegmentdraversed
in eachdirection. Thesepredictionscanthenbe downloadedo the
clientor local senerto enablefastlookupsfor all destinations.

The basicprinciple underlyingour approachis to exploit simi-
larity of routes. Sincethe Internetpredominantlyusesdestination
basedrouting, routesfrom sourcesthat are closeby will tendto
corvergewhenheadingo thesamedestination For example when
both sourcesare co-locatedn the sameAS, early corvergenceof
routeswill occurin the caseof bothearly exit (bothtake the same
neareskxit) and late exit (both take the exit nearesthe destina-
tion). So, our hypothesisis that, given a sufecientnumberof ge-
ographicallydistributed vantagepoints, the routefrom ary source
to adestinatiorwill have asignibcanbverlapwith somepathseg-
mentto the destinatiorfrom oneof the vantagepoints. We hopeto
malke accuratepredictionsby maximizing this overlap, subjectto
theway routing protocok optimizekey routingmetricssuchas AS
pathlength,hopcounts or lateng.

Thefollowing challengesandquestionsarethe mostsignibcant:
e What portionsof the Internetshouldbe probedby the vantage

pointsto generatea sufbcientlyrich atlas? The challengeis to
ensuresufbcientcoveragewithout requiringexhaustve probing.
e Whatis thegranulaity of structuralinformationusedby the at-
las? If the atlasstorestopology at the granularity of network
interfaces,it might fail to detectthe nearnes®f two obsened
paths.If it is too coarse-grainedndcombinesoutersfrom dif-
ferentASesinto a singleentity, it might fail to capturerouting
policy.
e How dowe selectamongthe mary differentcandidate®f com-
posedpaths?
e How do we estimatethe end-to-endateny oncewe have per
formedpathprediction?
A summaryof the varioustechniquesve employ in addressing
thesechallengess listedin Tablel.

2.2 Building an Atlas

Our primarytool for building the atlasis traceroute  , which
allows usto identify theforward pathfrom the probingentity to the
destination. Traceroutealso provides us with hop-by-hopround-
trip timesfrom which onecouldinfer thelateng of pathsegments.
Asymmetryin the returnroutes,however, complicateshis infer-
ence. We alsousetametedprobesto network interfaces,someof
themwith UDP messageandsomewith ICMP messagesn order
to identify interfacesthatareco-locatedat the samerouteror atthe
samePoR sothatthey canbe clusteredogethelin the atlas.

We needgeographicallydistributed vantagepointsin order to
build the atlas. PlanetLalsenersthatarelocatedat over 300 sites
aroundthe world areolvious choicesfor our measuremerinfras-
tructure. Probescanbe issuedfrom PlanetLabnodesat a reason-
ably fast rate; a tracerouteprobeevery secondranslateso mea-
surementrafbc of about4Kbps, a modestioad on the PlanetLab
nodes We issueprobesrom the PlanetLamodedo representatie
IP addressem routableBGP prebes,choosingustonelP address
for aprepx,therebyminimizing the measuremeribad.

The PlanetLabmeasurementsanbe augmentedvith measure-
mentsfrom traceroutesenersthatoutnumbeiPlanetLamodesand
arealsomorediversein termsof administratve domains.We use
thesesenerssparingly issuinga tracerouterequestonly onceev-
ery few minutes.In spiteof thislimitation, they sene asavaluable
additionalsourceof informationaboutlocal routing policies.

Finally, we useBGPsnapshoinformationfrom Route\Miews[11]
to determinewhich routersbelongto which autonomousystems,
to infer when routescrossorganizationalboundariesand to de-
terminewhat subsetof prebes areto be probedby the vantage
points. We leave for future work determiningthe improvementin
predictionaccurag by using end-hostdatafrom sourcessuchas
DIMES [16].

2.3 Client Integration

We ervision a systemwherethe sourceissuesa small number
(e.g.,10) of traceroutgrobesn orderto integrateitself into the In-
ternetatlasconstructedy the vantagepoints. Clientsissueprobes
to represerdtive destinationsn a smallrandomlychosersubsebf
the prebxesobtainedirom BGPtables.

The client canthenissuequeriesfor lateny estimatesof arbi-
trary paths. Thesequerieswill be processedisingthe measure-
mentscontribtutedby theclientin combinatiorwith the atlasgath-
eredfrom the vantagepoints. Pathsfrom only the sourcesareas-
sumedto be available,with none from the destinations, re3ecting
the usagemodelwherea client wantsto communicatevith some
destinationthat is not necessarilyparticipatingin the infrastruc-
ture. Measurementsontrituted by a client will be usedonly to
servicequeriesfrom thatclient, in orderto make the systermrobust



Technique Description Goal Section
Traceroutes from | Pathsto all prebxes/atomsaremeasuredrom a large numberof geo- | Build routerlevel at- | Section2.2
vantagepoints graphicallydistributedvantagepoints las

Traceroutes from

clients senprebxes

Every client performstracerouteso destinationsn 10 randomlycho-

Characterize access| Section2.3
link lateng andlocal
routingbehaiour

Return TTL cluster | Routerinterfaceshatreturnsimilar TTLs to alargenumberof vantage| Cluster routers into | Section2.6

ing pointsareclusteredogether PoPs

Pathcomposition Obseredroutingsegmentdrom asourceandto adeginationarecom- | Predict end-to-end| Section 2.4
posedo predicta pathbetweerthe sourceanddestination paths and3.1

Inferenceof sggment | Latengy of anobsered routing segmentis estimatedrom thetracer | Predict end-to-end| Section 2.5

latencies outesin which the sggmentoccurs latencies and3.3

Table 1: Summary of techniques employed in our approach
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Figure 1: The route from S to D is obtained by composing a route
from S with a route to D from a vantage point close to S (V1). BGP;
and BGP» are destinations in two random prefixes to which S per-
forms traceroutes.

to misbehaing clients. Thesemeasurementwill alsobe garbage
collectedby thepredictionengineaftertheclientleavesthesystem.

2.4 Path Prediction

Figure 1 depictshow we predictthe pathfrom a sourceS to a
destinatiorD usingthefew pathsgoingoutfrom S andpathsfrom
all vantagepointsto D. We seekto determinea path from one
of our vantagepointsto D that hasa signibcantoverlapwith the
actualpathfrom S to D . We traversepathsgoingout from S until
we bndanintersection with oneof the pathsgoinginto D. The
predictedpathfrom S to D is obtainedby splicing the segment
fromStol (S — I) with thesggmentfrom| toD (I — D). In
caseno intersections found, we thenusepathsfrom our vantage
pointsto S insteadf pahsfrom S, andintersecthesewith pathsto
D. Similarly, whenpredictingthe reversepathbackfrom D, from
which no pathsarepresenin the systemwe splicepathsfrom our
vantagepointsto D with pathsto S.

The atlasgatheredby the vantagepointsincludestraceroutego
only onedestinationin eachroutableprebx.Hence whenpredict-
ing the pathbetweera pair of end-hoststhe atlasmay notinclude
pathsto either end-host. In suchcaseswe approximatethe path
betweenS andD with the pathpredictedbetweenthe repregnta-
tive end-hostsn thesameprebyesasS andD . Further we extend
this predictedpathto S if the few pathscontritutedby S intersect
with the pathsegmentsto the representatie end-hosin the same
prebxasS.

Thereareof coursemary pairsof pathseggmentghatcanbecom-
posedto predicttheend-to-endgpath. Which pathshouldonepick?
We approximatehe paththelnternetchoose$y modelinghow In-
ternetroutingworksin practice. We useBGP tablesto determine
the origin AS for eachlP addresencountere@n a pathsegment.
Eachpathsggmentis thenassigned pathlengthin AS hops,apath
lengthin IP hops,andalateny estimate Thes metricsareknown
to largely determinepathsusedin the Internet. For example,in-
terdomainrouting prefersshorterAS pathsover longeronesin the
absenceof conBictinglocally preferredpolicies,andintradomain
routingusedateng of pathswithin the AS to determineheappro-
priateexit point. In Section3, we shav how to usethesemetrics
to determinewhich combinationof path sggmentsto composeto
determingheend-to-endpath.

2.5 Latency Estimation

We estimatethe round-trip lateny by a simple techniquethat
considershepathspredictedor theforwardandreversedirections.
For the forward direction,we brstgeneratean estimatefor the de-
lay from S to | by halvingthe RTT measuredo | aspartof the
traceroutefrom S. Whenusing a path measuredrom a vantage
pointto S, we estimatethedelayfrom S to | ashalf thedifference
of the RTTs reportedby probesto S andl . We similarly estimate
thedelayfrom | to D. Thesedo not necessarilyepresenthetrue
latenciesof sggments(S — |) and(I — D) sincethe reverse
pathbackfrom ary hop obsered on a traceroutecould be asym-
metric. So, we approximatethe true lateny of a sggmentasthe
medianof all its lateny estimates.For example,if the segment
(I — D) is seenon tracerouts to D from Vi, V;, andV,, we
derive an estimatefor this sggmentfrom eachof thesetraceroutes
(thedifferencebetweerRTTs from V; to D andfrom V; to|') and
thenapproximatethe lateny alongthis segmentasthe medianof
theseestimatesSincewe typically obseve a sggmentfrom multi-
ple vantagepoints, the hopeis thatthe medianis closeto the true
lateng. We sumlatenciesover sggmentsnsteadof links to prevent
accumulatiorof errorsassociatd with the estimatefor eachlink.
The estimatedateng of the forward pathis simply the sumof the
delayestimatedor thetwo segments(S — 1), and(l — D). We
similarly estimatethe reversepath lateny. The estimatedround
trip time is the sumof the estimatedatenciesfor the forward and
reversepaths.

2.6 Clustering Routers

Our approachallows pathcompositiongo be determinedat var
ious granularities.Onecoulddeclaretwo pathsto have intersected
only if the samenetwork interfaceaddressappearon both paths,
but sucha strategy would fail to composepathsthat passthrough



distinct network interfacesco-locatedon the samerouter/PoPOnN
the other hand, declaringan intersectionif both pathstraversea
commonAS is proneto signibcantpredictionerror asit allows
for compositionof pathspassinghroughdifferentPoPswithin the
sameAS. Thus,pathsneedto composedat a level coarsergrained
thannetwork interfacesbut PnergrainedthanASes.

We determineclustersof routerinterfacesthat are similar from
arouting perspectie, e.g.,aliasednetwork interfaceaddressebe-
longingto the samerouter, routershelongingto the samePoPR and
routersthat belongto the sameAS and are also geographically
nearby To avoid incorrectly predictingtransitbetweenASes,we
only clusterroutersthat belongto the sameAS. Thereis a trade-
off betweenthe utility of clustersandtheir correctness.Increas-
ing clustersizesinitially improves predictionaccurag by detect-
ing missedintersectionsput subsequenthdegradesaccurag by
predictingnon-«istentpaths.Our clusteringalgorithmattemptsto
hit thekneeof this curve.

Our clusteringmethodologyinvolvestwo distinctstepsN alias
resolutionandintra-AS clustering.For clusteringrouterinterfaces
into routersby resolvingaliaseswe usethe source-addredsased
techniqueemployedby Mercator[4]. Next, we clusterroutersinto
PoPdy probingeachrouterfrom alargenumberof vantagepoints.
We usetheresponsd TL valueto estimatehelengthof thereverse
path,asdonein [10]. Routersin the sameAS thatare geograph-
ically nearbywill normally take similar reversepathsbackto the
vantagepoint. We associateeachrouterwith a reverse path length
vector N avectorwith asmary componentssthe numberof van-
tage points, in which the i components the length of the re-
versepath from the routerbackto the i vantagepoint. If two
pathlength vectorsare similar, in the sensethat the averageand
themaximumaof thecomponent-wiseifferencesarebelov certain
thresholdsthenthetwo correspondingoutersaregroupedogether
in the samecluster

Ofthe341,602outerinterfaceshatwe obseredin all ourtracer
outes,260,637respondedo our ICMP probesfrom atleasthalf of
the 143 PlanetLabnodesactingasvantagepoints,andthesewere
clusterednto 62,453clusters.Improvementsto our clusteringal-
gorithm using geographidnformation basedon DNS names[19,
14] arepresentedn [8].

3. EVALUATION

We usenodesin PlanetLab,and several public tracerouteand
looking glasssenersto performour measurement©ur atlascom-
prisesmeasurementto a wide rangeof destinationsmadefrom
158PlanetLamodeghatsene asour vantagepoints. We obtained
thelist of all globally routableprebxesfrom RouteViews [11] and
in eachprebx,determineda ./ addresghat respondedo probes
On 3 February2006, we performedtraceroutesrom our vantage
pointsto 87,334destinations.Our atlasalsoincludestraceroutes
performedon the sameday from 582 public tracerouteand look-
ing glasssenersto destinationsn 200 randomprebxeseach. To
evaluateour model,we usepathsmeasuredrom thesetraceroute
senersasour validationset. Whenever we usea traceroutesener
asa client, we exclude measurementmadefrom it from the at-
las. Insteadwe includewhatit would do asa typical client; a few
tracerouteso randomprebes,notincludingthetestcases.

3.1 Does our atlas include the true AS path?

We beggin by evaluatingthe feasibility of AS pathprediction.To
comparethe actualandpredictedAS paths,we debnean AS path
similarity metricthatis similar to the RSIM metricusedin [6]. We
debnethe similarity metric betweentwo AS pathsto be the ratio
of the size of the intersectionto the size of the union, of the sets
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Figure 2: Accuracy of AS path prediction with varying number of
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is in brackets.
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Figure 3: Comparison of AS path prediction accuracy across policies
used for predicting paths.

of ASesin eachof the paths;the orderingof ASsin the pathsis
not consideredThe maximumvalueof this metricis 1, whenboth
pathspassthroughexactly the samesetof ASes.

For eachsource-destinatiopair, we consideredll intersections
obtainedusingthebasictechniqueof intersectingpathsfrom/tothe
sourcewith pathsto the destinationin our atlas. We refer to the
policy that choosegqusingthe validationdataset)the intersection
suchthattheresultingpredictedpathmaximizesthe AS similarity
metric asthe optimal policy. Figure2 plotsthe distribution of the
similarity metric for this optimal policy. Availability of 10 paths
from the sourceto randomdestinatbns increaseghe fraction of
pathsfor which the optimal policy getsthe AS pathexactly right
from 63% to 84%. We found that the mamginal increasein the
ability to performAS pathpredictionwith the useof morethan10
pathsis small. So,for therestof our evaluation,we assumehatwe
have 10 pathsfrom eachsource.

3.2 Can we predict the AS path?

The previous resultdemonstratethat in mostcasesthe actual
AS pathexistsin our atlasasa combinationof pathsegments.To
Pndthis path,we needto determinea policy to chooseamongthe
setof pathsegmentsjoining the sourceand destination.We eval-
uateda handfulof policies The policiesthatworked best,bothin
termsof predictingpathsand estimatinglatencies,choosel (the
intersection)that minimizesend-to-endAS pathlengthalongthe
predictedpath. Minimizing AS pathlength approximate BGP®
default objective function, and hence,is likely to choosea policy
compliantpath. Among thosethat minimize the AS pathlength,
we considettwo policies. Thebrstchoosed suchthatthedistance
to exit the Prst-hopAS is minimized. Minimizing the distancejn



08

06 —

Path Prediction (Correct AS path) —————- ,

04 + /

Path Prediction (All Paths)

0.2 Vivaldi (All Paths) oo ||
Path Prediction (Incorrect AS path)

0 E I I I I I I I I

0 10 20 30 40 50 60 70 80 90 100

Cumulative fraction of paths

Absolute error in latency estimate (in ms)

Figure 4: Comparison of latency estimates based on our predicted
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termsof lateng, coveredby the pathwithin the brst-hopAS en-
codeghedefaultearlyexit intradomairroutingpolicy. Thesecond
picksthe | closestin RTT to the source. We refer to thesetwo
policiesas(Min AS path, early exit) and(Min AS path, min RTT).
Figure 3 plotsthe accurag with which thesepolicieshelpin Pnd-
ing the correctAS path,for the casewhenwe have 10 traceroutes
from the source.Amongthe 83% of pathsfor which the AS path
existsin our atlas,eitherpolicy predictsthe AS pathcorrectlyfor
atleast65% of paths.

Sinceour model doesnot involve useof inferred AS relation-
ships,the pathswe predictcould violate policy routing. To seeif
thisis a problem we appliedGao®AS relationshignferencealgo-
rithm [3] on AS pathsobseredin all our measurementaswell as
on AS pathsobtainedfrom the RouteViews [11] BGP dump. We
thencomputechow mary of the AS pathsin ourvalidationset,and
how mary of thepredictedAS pathsyiolatevalley-freerouting[3].
Of the42,028pathsin ourvalidationset,valley-freeroutingwasvi-
olatedin 119 of the obsened AS pathsandin 212 of the predicted
AS paths. This demonstratethat our policiesdo usually manage
to Pnd policy-compliantpaths. As notedearliet our choiceof an
intersectioncloseto the sourceminimizesthe numberof policy
decisionsour model must predict. This resultalso suggestghat
constrainingour modelto only chooseamongstpolicy-compliant
candidatepathswill notdecreasés predictive ability.

3.3 Can we estimate latencies?

We now studythe accurag of our lateng estimatesn compar
ison with that of one of the bestexisting coordinate-basedys-
tems, Vivaldi [1]. Feedingthe latenciesof all pathsin our at-
lasinto Vivaldi, we generate-dimensionaEuclideancoordinates
with heightvectorsfor all end-hostsn our validationset. Vivalidi
wasrun until its coordinatesonverged. We usethesecoordinates
to predictlatencies.The numberof measurementssedin our ap-
proachis comparablewith thatgivenasinputto Vivaldi, but uses
tracerouteinsteadof pings. Our predictionsarebasednthepaths
tracedby traceroutegrom the vantagepointsto variousprebes,
while Vivaldi® coordinatesveregeneratedrom the end-to-enda-
tenciesfor all of thesemeasuregbaths.

Figure4 compareghe lateny estimateobtainedusing Vivaldi
with the estimate®btainedusingour predided paths.Our lateng
estimatespbtainedusing 10 pathsfrom the source arebetterthan
thoseyielded by Vivaldi® coordinatesn termsof absoluteerror.
For example, 54% of our predictionsacrossall pathsare within
10 ms of actuallateng, while only 35% of Vivaldi® are. Our la-
teng/ estimatesare alo betterthanthoseof Vivaldi in termsof
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0.1 L

001 L

Fraction of paths with benefit > x

0.001 | | | | |

Benefit (Ratio of underlay latency to detour latency)

Figure 5: Benefits of choosing detours using predicted latencies. Note
that the graph has a log-scale y axis.

relative error, the metric for evaluationusedin [1].} The lateny
estimateshavn in Figure4 werethoseobtanedusingthe(Min AS
path, min RTT) policy; theaccurayg of estimate®btainedwith the
(Min AS path, early exit) policy weresimilar.

Ourapproactof estimatingateny basecn predictedpathsalso
helpsusreasonasto why an estimateis accurate/inaccuraterig-
ure 4 shows the accurag of our lateny estimatedor the cases
whenwe predictthe AS pathcorrectly andwhenwedonot. Ourla-
teng estimatesaresignibcantlymoreaccuratavhenthe predicted
AS pathis correct.

3.4 Can we predict detours?

Detectingbetterlateng detoursis one of the several applica-
tionsenabledby our approach NotethatVivaldi, by construction,
predictsno detours. To evaluatehow well our lateny estimates
presere detourswe considernly pathsmeasuredrom PlanetLab
nodes.Fromthe 158 PlanetLalnodesin our datasetwe chose35
atrandomto sere asthe sourcesn our experiment. The remain-
ing 123 PlanetLamodessene aspotentialdetournodes.For each
pathfrom the35 sourceswe computethebestlateny path,includ-
ing the directpathto the destinatiorandthe setof one-hopdetour
pathsvia ary of the 123 detournodes.We thendo the sameusing
thepredictedateng for thedirectpathto thedestination Figure5
compareghe detourbenebtgratio of underlayto detourlateng)
obtained.Our modelpredictsthe existenceof a detourfor 43% of
all pathswherea$s6% actuallyshov a benebt.Thoughwe predict
a detourwhenit doesnot exist for 10% of paths,only for 1% of
all pathsdoesthe chosendetourstretchthe lateny of the pathby
morethan30% (notshawvn in the bgure).

4. RELATED WORK

This work provides a bridge betweentwo islandsof research:
Internetmeasuremerdndinternetdistanceestimation.

Several recentmeasuremenstudiesanalyzethe effects of In-
ternetstructureand routing policy on path performance. Spring
et al. [18] usean analyticalmodelof routing to isolatedifferent
factorsthatcausea paththroughthe network to belongerthannec-
essary Our resultsare consistenwith theirsin thatmodelingthe
AS pathis importantfor accurag of lateny prediction. Spring
et al. choosea redricted subsetof the Internetto studyand use
geographigathdistanceasa baselingo analyzelateng inf3ation.
Our goalsaredifferent: we seekto bndthe simplestcomposition
of internalnetwork performancenformationandtopologythatcan
beusedto predictinternetpathlateng.

'In our experiments,the relative error distribution for Vivaldi is
consistentvith thatreportedn [1].



Internetdistanceestimationhasbeenmotivatedby applications
suchas overlay routing networks and sener selection,e.g., a re-
cent Bittorrent client, Azureus,usesVivaldi [1] to selectnearby
peers. Suchapplicationshave spurreda large body of black box
techniguedo predictlatencieswhich broadlyfall into two broad
catgories, the landmark approachandthe dimensionality reduc-
tion approach.

Landmark Approach IDMaps, one of the brsttechniqueso
predictinternetlatenciesestimateshelateny betweertwo clients
i andj asthelateny from i to its closestvantagepoint plus the
lateng fromj toits closestvantagepoint plusthelateny between
thetwo vantagepoints. Our approacttanbe seenasa generaliza-
tion of IDMaps, by usingmeasuredhformationaboutthestructure
of the network to yield bettercompositepaths. King [5] is simi-
lar to IDMaps but usesDNS senersaslandmarks.Meridian [20]
performson-demandrobingfrom a carefully chosersubsef its
landmarkdo determinethelandmarkclosesto agivendestination.
Meridianimplicitly assumesnunderlyingmetric spaceto predict
theclosestnode,andit isuncleathow to extendit to predictlateny
betweeranarbitrarypair of nodes.

Dimensionality Reduction Approach The dimensionaliy re-
ductionapproachattemptgo compactlyrepresenmeasuredaten-
ciesbetweenvantagepointsandclientsin a low dimensonal ge-
ometric space. The techniquesn this spacecan be classibedas
metric, i.e., the resultingdistancessatisfy the triangle inequality
andnonmetric.

e Metric Embeddings:GNP [12] pioneeredthe dimensionality
reductionapproachby embeddingvantagepoints and clients
in a low-dimensionaEuclideanspace.Vivaldi [1], the model
we usefor comparisonusesanon-Euclidearembeddingvhere
nodeslie on a planewith a positive height coordinateandthe
distancebetweena pair of nodesis the sum of their heights
plusthe distancealongthe plane.Earlier publisheddatashavs
that theseblackboxtechniquesoutperformboth IDMaps and
King [1, 12]. However, a seriousdravback of metric embed-
dings[7, 21] is thatthe methodis fundamentallyincapableof
detectingdetoursbecaus&uclidearandVivaldi-like distances
obey thetriangleinequality

o NonmetricApproaches:Shavitt and Tankel [17] embednodes
in ahyperboliccoordinatespaceanddemonstratémprovedac-
curagy over Euclideanembeddngs. However, the hyperbolic
coordinatesystemhasbeenshown to performpoorly compared
to Vivaldi [7], the coordinatesystemagainstwhich we evaluate
our model. More recently Mao et al. [9] proposeda dimen-
sionalityreductiontechniquébasednmatrixfactorization Ex-
plicitly accountingor theasymmetryof pathsandusng anon-
metricembeddingnakesthis approactpromising. However, it
is unclearhow to obtainone-way latenciesrom vantagepoints
to arbitrary clients; the evaluationin [9] assumesymmetric
RTTs.

S. CONCLUSION

In this paper we have presenteda simple structuralapproach
for predicting Internetpath latenciesthat outperformsblack box
techniques. Our lateny predictionsare basedon an underlying
path predicton modelthat can predict PoP-lerel pathswith high
accuray. Encouragedy the resultsobtained,we have extended
our approachto predict other path propertiessuch as bottleneck
capacityandlossrate,aspartof the iPlane system[8]. We planto
malke iPlane publicly availableasa servicein the nearfuture.
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