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Abstract have different expectations at different times. At first ana-
lysts are in arexploratorymode, trying to formulate prop-
Finite state verification is emerging as an important erties and attempting to prove them. Whether analyzing a
technology for proving properties about software. In our design or code artifact, the analyst must decide on the im-
experience, we have found that analysts have different exportant properties to be evaluated and then represent those
pectations at different times. When an analyst is in an ex- properties in the specification notation. Initially the designs
ploratory mode, initially formulating and verifying proper- or code artifacts are likely not to be consistent with a for-
ties, analyses usually find inconsistencies because of flawsnulated property because of defects in the property, defects
in the properties or in the software artifacts being ana- in the artifact, or both. Only after several attempts to for-
lyzed. Once an inconsistency is found, the analyst beginsmulate and verify a property, and to correct problems that
to operate in a fault finding mode, during which meaning- arise, is an analyst likely to obtain a result indicating that
ful counter example traces are needed to help determine thehe property is consistent with the system. Thus, an analyst
cause of the inconsistency. Eventually systems become relin an exploratory mode would expect analysis to usually re-
atively stable, but still require re-verification as evolution port an inconsistency between the property and the model.
occurs. During such periods, the analyst is operating in a Therefore during this mode, it would make sense to use a
maintenance mode and would expect re-verification to usu-reasoning engine optimized to find inconsistent results.
ally report consistent results. Although it could be thatone  after learning that analysis results are inconsistent, an
algorithm suits all three of these modes of use, the hypoth—ana|yst usually immediately moves to a debuggingaoit
esis explored here is that each would be best served by anjngingmode in which the analyst is seeking the cause of the
algorithm optimized for the expectations of the analyst. ~ nroplem. Finite state verification approaches usually pro-
vide a trace or path through the model (or the correspond-
ing path through the original software system), but these
1. Introduction paths are sometimes long and convoluted [2,9]. Compli-
cated paths make it more difficult to track down the actual
Finite state verification (FSV) is emerging as an im- cause of the inconsistency. Thus, when an analystis in fault

portant technology for proving properties about software finding mode, it makes sense to use a reasoning engine op-
systems. Although there are many approaches for doingtlmlzed tp prodgce short paths or user-guided paths that re-
FSV, most support a specification formalism for represent- Ve€al the inconsistency.
ing properties, a model for representing the software sys- A more mature software system ideally has many veri-
tem, a reasoning engine that attempts to verify if a prop- fied properties. If the system is modified, the analyst should
erty holds on all possible executions, or traces, through there-verify that the remaining relevant properties still hold. If
model, and a counter example generator that provides tracethe system has not been modified too extensively, the ana-
through the model if the model is not found to be consistent lyst should expect that most of the previously verified prop-
with the property. erties would continue to be consistent with the evolved soft-
In our experience with FSV, we have found that analysts ware system. Thus, when an analyst is in th&intenance



mode, it makes sense to use a reasoning engine optimizedeasibility constraintsalso represented as FSAs. For ex-
to produce consistent results. ample, an analyst might introduce an FSA to keep track of
Although one algorithm might suit all three types of ac- the value of a program variable. An analyst might need to
tivities, our hypothesis is that each would be best servediteratively add feasibility constraints and observe the analy-
by an algorithm optimized for the expectations of the ana- sis results several times before determining whether a prop-
lyst. We have thus been experimenting with different algo- erty is conclusive. Feasibility constraints give analysts some
rithms to determine how well they meet these expectations.control over the analysis process by letting them determine
Although the algorithms we explored are specific for the what parts of a system need to be modeled more precisely.
FLAVERS prototype [6], the general underlying concepts  FLAVERS' state propagation has worst-case complexity
can be applied to many of the other finite state verification that isO (N2 . |S|), whereN is the number of nodes in the
approaches. Thus, we believe that our results might generTFG, and|S| is the product of the number of states in the
alize to other finite state verification approaches as well. In property and the number of states in each of the feasibility
this paper we describe the algorithms we considered and theonstraints. In our experience, a large class of important

results of our experimentation. properties can be proved by using only a small set of con-
straints. Experimental results seem to indicate that the cost
2 FLAVERS of solving most problems is low order polynomial, often

sub-cubic, in the size of the system. Thus, FLAVERS has

. e the potential to scale to handle realistic software systems.
FLAVERS (FLow Analysis for VERIfication of Sys- P 4

tems) is a static analysis approach that can verify user spec- ) o
ified properties of sequential and concurrent systems. Like3. Basic definitions
all automated verification systems, FLAVERS requires an
abstract model of the computation upon which to base the  Formally, a TFG is a labeled directed gragh =
analysis. The model FLAVERS uses ?s based on annotated N, E, ninigar , ninai, S, L) whereN is a finite set of nodes,
Control Flow Graphs(CFG). Annotations are placed on  E C N x N is a set of directed edgesiital, niinal € N
nodes of the CFGs to represent events that occur during exegre initial and final nodes of the TFG respectively; is
cution of the actions associated with a node. For concurrentan alphabet of event labels associated with the TFG, and
systems, FLAVERS usesTaace Flow Grapi(TFG), which 1. N —, 5, is a function mapping nodes to their labels.
consists of a collection of CFGs with some additional inter-  Formally, an FSA is a five-tuplel” = (S,4,s, A, %)
task edges and nodes to represent the concurrency. Our exyhere S is a finite set of statesy is a finite alphabet,
periments used FLAVERS to analyze concurrent Ada pro- 5 . § « ) — S is a total transition functions € S is
grams, so some intertask edges represent intertask cCommugn unique start state, antiC S is a set of accepting states.
nication via rendezvous. The other intertask edged&g  Every property and feasibility constraint is specified as an
Immediately PrecedgMIP) edges that represent potential FsA, Each constraint, however, has an extra state known as
interleavings of events in different tasks [17]. A CFG, and theconstraint violation statev, that represents an unrecov-
thus a TFG, over-approximates the sequences of events thaéraple constraint violation and is a non-accepting state with
FLAVERS requires that a property to be checked be £ AVvERS uses a fixed point algorithm that prop-
represented asfanite State Automato(FSA). FLAVERS ' agates tuples, each representing a state in the prop-
uses an efficient state propagation algorithm to determmeer»[y and each of the constraints, through the model of

whether all potential behaviors of the system being ana-the system [20]. Suppose we wish to verify a prop-
lyzed are consistent with the property. FLAVERS will ei- gty p = (Sp,6p,s%, Ap,Sp) over a TFGG =
ther returnconclusive meaning the property being checked (N £ njia, ninal, ©, L) Using a set of constraints
holds for all possible paths through the TFG,imzonclu- Ci,...,Cx Where C; = (Sc,,0c,,5% , Ac,, Sc,,ve,)-
sive meaning FLAVERS found some path through the TFG The set of all tuples i¥” = Sp x Sc, x -+ x Sc,. A
that causes the property to be violated. FLAVERS analysesyple is anyt € 7. Define theinitial tuple as the tu-
are conservative, meaning FLAVERS will return conclu- nje 70 — (s%,5% ..., s% ). Define a transition function
sive results only when the property holds for all TFG paths. A . 7 « N 7T as follows

FLAVERS returns inconclusive results either because there

is an execution that actually violates the property or because A((8Py8Cy -1 80,)sn) = (SpySEys ooy Slck)

the property is only violated on paths through the TFG that

do not correspond to actual system executions. These savhere

called infeasible pathgesult from the imprecision of the

model, and their effects can be eliminated by introducing s = dp(sp, L(n)) andvl < i < k : sp,. = d¢, (sc,, L(n))



This transition function takes a tuple and a TFG node and Initially:
produces a new tuple by determining the effect the label on
the node has on each FSA in the tuple. In verifying a prop-
erty, we associate a set of tuples with each node. The initial {Q) if n # Ninitial

Wlist := ninitial

node starts witf™® associated with it. From here, tuples Tuplesn] = (T} if n = ninita
are propagated forward through the TFG using the transi-

tion function A to compute the tuples associated with the Main Loop:

nodes of the TFG. To verify a property, we need to consider )

every path in the TFG, making state propagation a forward- (1) while Wiist # () do

flow, any-path data flow problem [15]. (2)  nisanode removed frorV/list
State propagation eventually reaches a fixed point where(3) ~ foreachmn a successor of do
no new tuples can be associated with any nodes. At this(4) temp := Tuples[m]
point, the results of the verification can be determined.
FLAVERS is concerned with terminating program execu- ®) Tuples[m] := | Tuples[m] U A(t,m) | \Tv
tions, so only the tuples omn, are examined. The tuples . teTuples[n]
on the final node are all of the combinations of the states of (6) if T“Ples[”ﬂ # temp then
the property and the states of the constraints that occur orl’) insertm into Wiist
terminating program executions. We look for violating tu- end if
ples on the final node. &iolating tupleis one for which the done

property automaton is in a non-accepting state, representing done

a property violation, and every constraint is in an accepting

state, ensuring that all feasibility constraints are satisfied. Figure 1. Meta-Algorithm MA

More formally, a violating tuple i$ = (sp, scy,-- -, Sc,,)

whereVl < i <k : sc, € Ac, andsp ¢ Ap. If there are

violating tuples on the final node, then the property does notsaved (line 4), so the algorithm can tell if new tuples are
hold and the result is inconclusive. Otherwise, there are nolater added ton. Then every tuple om is propagated via
ways that the property can be violated, so the property holdsthe transition functiomA to m, removing any tuples that
and the result is conclusive. have a constraint in a constraint violation state (line 5)-

As noted above, each feasibility constraint has a statenally, the set of tuples om is compared to the saved set
called the constraint violation state, When propagating  (line 6). If they are not the same, then at least one tuple was
tuples, if a tuplet returned byA has any constrain®’; in added tom, andm is put on the worklist (line 7). After
its constraint violation state, themeed not be propagated processing all successors f control returns to the outer
forward. The state has only self-loop transitions, so any loop to see if the worklist is empty (line 1). When MA ter-
tuplet’ that reaches the final node as a result of repeated apminates,I'uples|nsnal, the set of tuples associated with the
plications ofA to ¢ will have C; in its constraint violation  final node, is examined. If there are violating tuples, the
state. Thus, when we examine the tuplesgr,, we will property does not hold, otherwise it does.
discardt’ since it corresponds to a infeasible path. Conse-  To create a counter example trace, we need to find a path
quently, a tuple with a constraint in its constraint violation through the TFG that starts at the initial node, ends at the fi-
state is discarded as soon as it is created.7kebe the set  nal node, and results in a property violation. More formally,

of all such tuples with constraint violations. we want a finite patuy, no, ..., n;, such thaty; = ninital ,
n; = ngna @nd there exist tuples;, ¢, ..., t; such that
Tv ={(sp,scys---,80¢,) |1 <i <k :sc, =ve,} t, = T°, ¢; is a violating tuple, and/1 < i < [ : ¢; =
A(tifl, ni).

With these formal definitions, we can provide a state
propagation algorithm to verify a properfyover a TFGG
with constraintsCy, . .., Cy. Meta-Algorithm MA, shown 4. Algorithmic ontology
in Figure 1, is the state propagation meta-algorithm. It uses

a worklistWlist to keep track of the nodes to be processed.  \ais a high level description of a general class of state

With each node: in the TFG it associates a set of tuples, propagation algorithms. Many details, such as the order in
held in Tuples[n]. The initial tuple is associated with the
initial node, which is placed on the worklist. The algorithm 'Clever bookkeeping can improve the efficiency of line 5 of MA. As
iterates until the worklist is empty. During each iteration, Presented, each tuple of nodeis propagated to node: on every loop

. . . ' iteration. In our implementation, each node keeps track of what tuples it
a noden is removed from the worklist (line 2). For each pas propagated to its successors so when line 5 is reached only new tuples

successorn of n, first the original set of tuples om is are propagated.




Initially: agated to its children. This algorithpusheguples from a
parent to its children. An alternative would be to insert a
node onto the worklist when one of its parents has at least
one new tuple to be propagated to it. This can be done
by replacing lines 3-7 in Figure 1 with lines 3-8 in Figure
2. Here, the tuples anpulled by a child from its parents

Wiist = {m | (ninitias, m) € E'}
Main Loop:

(3) temp := Tuples[n)

(4) foreachp a predecessor of do and that child then inserts its successors onto the worklist.
These two approaches would seem to yield differing perfor-
o mance characteristics.
®) Tuplesin} Tuplesn} tETuLPJeS[p} Alt.n) |\ Ty A fourth dimension entails using a different graph
done model. MA inserts nodes on a worklist and considers a
(6)  if Tuples[n] # temp then node_to have a set of tuples associated vyith it. Thus, this
@) foreachmn a successor af do algorithm works over the graphV, E), defined over the
8) insertm into Wiist node space Alternatively, we might base our work on a
done graph whose nodes are drawn fra¥hx 7, or node-tuple
end if space In this space, node-tuples are placed on the work-

list instead of nodes. In this case, verification entails find-

ing a path throughV x 7 that starts atninitai, 7°) and
Figure 2. Changes to MA for pull ends at(nna, tiol), Wheret.io is any violating tuple. If no
such path exists, the property holds. Walking through node
space is a coarsening of the view of the problem as a walk

o . . ethrough node-tuple space. As a result, there is the typical
not fully specified. These details may have important effects pace versus computation tradeoff. The number of nodes in

e e o eI e fects oo space s maler han n o upespace Bt more 1o
P . . Ppap cessing is needed for each node removed from the worklist.
performed some experiments. These experiments can b

: . . 0, information about which tuple propagated informa-
viewed as analyses of the effects of making different com-e'\AIS P'e propag

binations of choices along four dimensions of variability in tion into which other tuples is lost. As a result, counter
. 9 y examples cannot easily be constructed in node space. It
the details of MA.

One di ) tails addi iate details to I seemed clear that choosing between a node space algorithm
ne dimension entails adding appropriate delais to fines ;4 5 node-tuple space algorithm would produce important
2 and 7 of the algorithm of Figure 1. By varying this di-

mension,Wlist could be managed either as a stack or a differences in performance characteristics.
gueue. When managed as a stack the effect is a depth first .
search of the graph nodes. When managed as a queud®- The algorithms
the effect is breadth first. We expected depth first order to
improve cache performance; since recently inserted nodes Three of the dimensions in our ontology are binary,
are examined first, and are likely to still be cached. Addi- yielding 8 possible algorithms. The remaining dimension,
tionally, a depth first search explores one path deeply, andthe order of considering successors, can have many alter-
thus may find a violation quickly if it serendipitously picks natives. This yields over 16 possible algorithms, some of
nodes that lead to some violation. However, if all violations which do not make sense, however, while others have little
go through a small set of nodes that are not encounteredaffect on behavior.
on the early selected paths or these nodes get stuck on the First, none of the pull algorithms places node-tuples on
bottom of the worklist, then it may be worse than breadth the worklist. In node space, we have done a coarsening, so
first search. Moreover, breadth first search will find a short- it is possible to add a node to the worklist and have it derive
est path, whereas depth first makes no guarantees about ths new tuples from its parents. In node-tuple space, to add
length of the counter example it will find. a node-tuple to the worklist, the associated tuple must first

A second dimension entails elaborating on line 3. This be computed, hence a pull version of the algorithm does not
can alter the order successors are visited. This order may benake sense.
varied, perhaps even for each time a node is removed from Second, the order in which items are added to the work-
the worklist. Since this order affects the search order, it canlist does not greatly affect the performance of the breadth
alter the performance of our algorithms. first algorithms. Suppose two iterags andss are added to

A third dimension entails choosing between a push andthe worklist in that order. With a depth first worklist, will
a pull algorithm. In MA, when a node is removed from the be removed, and its successors will be added to the worklist.
worklist on line 2, it has at least one new tuple to be prop- As a result,s; remains trapped on the worklist until every



Finds | Push or | Search Worklist
Algorithm Paths Pull Order Contents
Push DFS No Push DFS Nodes
Push BFS No Push BFS Nodes

Pull DFS’ No Pull DFS Nodes -
Pull BFS' No Pull BFS Nodes 7

Push DFS Std | Yes Push DFS | Node-Tuples
Push DFS Rev | Yes Push DFS | Node-Tuples
Push DFSWrp | Yes Push DFS | Node-Tuples
Push BFS Yes Push BFS | Node-Tuples
A* Yes Push BFS | Node-Tuples

Figure 3. Task automata example
Table 1. Summary of algorithms

based on node-tuples, a true depth first worklist is used,
path throughs, is considered. The order of consideration of Since a node-tuple is never revisited once it is processed.
s1 andsy can make a large difference in when they are con-  Push DFS Std, Push DFS Rev, and Push DFS Wrp vary
sidered. With a breadth first orde, will be removed from only in the order in which they consider successors. Push
the worklist, followed immediately by,. The order these DFS Std uses atandardordering, where nodes are con-
two items are added to the worklist has a minimal impact sidered in the order the successor nodes occur in the TFG
on when they are removed. As a result, the order in which (intratask edges before intertask edges). Push DFS Rev uses
successor nodes are added to the worklist is only considerech reversedordering that simply reverses the order of stan-
for the depth first worklist algorithms. dard. Push DFS Wrp useswaappedordering, that attempts
Finally, in node-space, the order in which successor to add variety to the search. Suppose a nadeasm suc-
nodes are added to the worklist does not greatly affect thecessors. The successors are returned in the same order as
performance of the depth first algorithms. Since a node isstandard, except thi time we encounter a node, we re-
not inserted onto the worklist if it is already on the work- turn thek modm successor first, then th& + 1) modm
list, the worklist is bounded in size. Thus, items do not get successor, and so on.
trapped on the worklist as easily. Additionally, the effect of ~ The next algorithm, Push BFS is similar to Push DFS Std
all new tuples is considered when a node is removed fromexcept Push BFS uses a breadth first worklist. We found that
the worklist. For example, with push algorithms, several breadth first search often required more time to find a path
tuples may be propagated to successors when a node is rehan depth first search, but returned shortest paths, which
moved from the worklist. This helps drive the algorithm can be important in fault finding mode.
forward and helps prevent tuples from being ignored for a  Breadith first search uses no information about the prob-
long time. lem when searching. Ainformed searchsuch as A,
Table 1 shows the algorithms that we considered. which makes use of problem specific information, might do
The first two of these algorithms, Push DR&$d Push  better. A search uses a heuristic that estimates the cost
BFS are almost exactly the algorithm shown in Figure 1. from a node in the search space to a goal node. Items on
They insert nodes onto the worklist and push tuples from athe worklist are ordered by the sum of this heuristic esti-
parent to its children. As noted above, nodes already on themate and the cost to reach them from the initial node. This
worklist are not added to it again. This optimization puts an sum is an estimate of the total cost of the shortest path that
upper bound on the worklist size, but changes the behaviorgoes through a node. If the heuristi@idmissible meaning
from strict depth first or breadth first. We use DR&d it never overestimates the cost to a goal node, thénsA
BFS to represent this small modification. guaranteed to find a shortest path [5]. Since the worklist is
The next two algorithms, Pull DE&nd Pull BFS are ordered by the estimate of the cost, the worklist must be a
analogous to Push DF&nd Push BFSexcept a node pulls  priority queue.
its tuples down from its parents. These first four algorithms  To make use of A search, a heuristic is needed to esti-
all walk through node space. As previously discussed, thismate cost. Our heuristic is based ugask automatdea-
coarsening makes constructing a counter example more difssibility constraints, which are generated automatically by
ficult, so none of these four algorithms produces counter ex-FLAVERS and are used to represent the legal flow through
amples. The remaining algorithms all search through node-a single task. Consider the TFG fragment in Figure 3. Sup-
tuple space and find counter examples if they exist. pose nodes 1, 2, and 3 are adjacent nodes in one task, and
The next three algorithms in Table 1 all use a depth first node 4 is in another task. The solid arrows represent in-
worklist and insert node-tuples onto it. With a worklist tratask flow, while the dashed edges are MIP edges, repre-
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Figure 4. Inconclusive problems Figure 5. Inconclusive averages

Algarithm

senting possible intertask flows. In this fragment, one pos-50 t0 6,200 _Iines of code. ) .
sible path is - 4 — 3, which is not feasible since it skips All experiments were run on a Sun Enterprise 3500 with

node 2. A task automaton can prevent this by ensuring thattWo 336 MHz processors and 2 GB of memory, running So-
nodes within a given task are visited in a legal order. It does 12715 2.6. The FLAVERS toolset is implemented in Java; we
this by keeping track of the last node visited in a task, so "an OUr experiments using the Sun JDK version 1.1.7.

a task automaton has one state for every node in the task. SPace limitations prevent our providing complete data
As a result, we can use a task automaton to determine thé'er®: Instead, for each algorithm, we show the N problems
minimum number of nodes within a task that need to be tra- With longest running timés In addition, since these prob-
versed to reach the final node of the TFG. Summing this €MS vary widely in their cost, showing the actual running
estimate for each task automaton in a tuple, yields an esti-ime or path length is not very useful. Instead, we normal-
mate of the number of TFG nodes to be traversed before thd2€d Problem times by dividing the actual measured time
final node of the TEG can be reacRedince this heuris-  ©f @ll the algorithms by the average time for that problem.

tic never overestimates the cost to reach a goal state, it is’2th lengths were normalized by dividing by the length of

admissible and an Asearch using this heuristic will find a the shortest path.

shortest path. We call this algorithriA
6.1. Exploratory mode

6. Experimental results Recall that in exploratory mode we seek an algorithm
that has the best performance over inconclusive problems.
To evaluate our algorithms, we used a suite of Ada pro-  Figure 4 shows the running times for the nine algorithms
grams, mostly drawn from the literature, that we had pre- over six of the largest inconclusive problems. The number
viously collected for testing FLAVERS. These included the below the problem name is the average running time, in sec-
Chiron user interface development system [8], several vari-onds, of the nine algorithms on that problem.
ants on the dining philosophers problem, a simulation of In Figure 4, it is easy to see that there is a large varia-
a gas station [10], a memory management system [7], andtion in the running times among the different algorithms on
some communications protocols [19]. Many of these prob- the same problem. While there appears to be minor varia-
lems are arbitrarily scalable by adding instances of exist-tion on the largest of these, the Chiron example, the range
ing tasks. Additionally, many of the properties required of times on this problem was from 88 to 128 minutes. So
constraints to be conclusively verified, so we derived many although the normalization to make the data fit on the plot
of the inconclusive problems by removing constraints from hides this difference, there is almost a fifty percent change
conclusive problems. This yielded a test suite of 220 prob- in the running time. These variations are also seen in Fig-
lems: 109 conclusive, 111 inconclusive. These Ada pro- ure 5 which shows the averages over the 15 problems that
gram had between 1 and 25 tasks and ranged in size fronran longer than 10 seconds for each algorithm. The vertical
lines show the range of running times for a given algorithm.

2The actual implementation is more complicated than this, because of
intertask nodes that are used to explicitly represent an Ada rendezvous. 3Sometimes this set contained the same property checked on different
These nodes belong to multiple tasks and they must not be multiply sized problems. We eliminated the duplicates by removing the smaller
counted in the estimate, resulting in a heuristic that is not admissible. sizes since they behaved similar to the larger problems in all cases.




| Algonthms | t | P(T > t) | o ‘ 400,00

Push DFS Std| Push DFS Wrp| 1.76 0.05 0.03 o
Push DFS Rev| Push DFS Wrp| 2.00 0.03 0.06 a0000
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ferent algorithms is easy to explain. With a conclusive prob- gasosre. % s Lo 10072 72

lem, state propagation explores every derivable node-tuple Problem

to ensure that there is no path through the TFG over which Figure 6. Path lengths

the property is violated. With inconclusive problems, once a
violating tuple is found, the property is known to be incon-
clusive and the algorithm can stop. Over the inconclusive ~ The data in Figure 6 shows that the Push DFS algorithms
problems, chance plays a large factor in determining how have a large variance in the length of their counter exam-
large a subset of the reachable node-tuple space an algoPles. We would not expect these algorithms to find short
rithm explores, leading to a wide variation in performance. paths since they can make no guarantees about the lengths
From Figures 4 and 5 it can be seen that of the nine of the paths they will find. It appears that Push DFS Wrp al-
algorithms, the ones that deal with node-tuple space per-gorithm, however, tends to find shorter paths than the other
form better than those that deal with node space. Of thetwo. This is probably because it considers the children of
five node-tuple space algorithms, the Push DFS algorithmsa node in a different order each time it visits that node. As
performed better than either Push BFS dr. An particu- a result, it is not going to loop over the same set of nodes
lar, it appears that Push DFS Wrp has the best performancéepeatedly, creating a long path that does not make much
among the Push DFS algorithms. To confirm this, we per- progress towards the goal. Because of the large variance in
formed matched pairs t-tests comparing the two other Pushpath lengths and the small number of problems in our test
DFS algorithms to Push DFS Wirp. For these t-tests our null Set, however, we could not come to any statistically signif-
hypothesis is that Push DFS Wrp is not faster than the othericant conclusions to show that Push DFS Wrp was the best
algorithm and the alternative hypothesis is that it is faster. Push DFS algorithm in terms of path length.
The results of these tests are shown on the first two rows Thus, one might assume that the Push DFS Wrp algo-
of Table 2. Since the likelihood of these t-values is small, rithm is the best algorithm to use for finding inconclusive
less than or equal to 5%, we can reject the null hypothe-results and creating counter examples. If there can only be
sis and say that Push DFS Wrp has the best performancé@ne algorithm associated with FLAVERS, this indeed might
on the inconclusive problems. Thus, we advocate using thebe the case. On average, however, Push DFS Wrp found
Push DFS Wrp algorithm while in exploratory mode since paths that were 5.88 times longer than the shortest path.

it tends to returns inconclusive results the quickest. Since analyst time is probably of more concern than com-
puting time, having a short path is probably worth the addi-
6.2. Fault finding mode tional computation time of first finding an inconsistency, us-

ing the Push DFS Wrp algorithm, and then finding a short-

In fault fmdmg mode, some of the properties are incon- €st path, using a shortest path algorithm. Of the two shortest
clusive and the analyst needs to determine the cause so thBath algorithms we considered, Push BFS aridthere is
fault can be corrected. This task can be aided by the countestatistical evidence that"Ais faster as shown in Table 2.
examples produced by the verification tool. Having a path is Even though A runs on average 3.87 times slower than
not as important as having a useful path. In our experiment,Push DFS Wrp, we feel that getting significantly shorter
we use path length as the metric for the usefulness. paths is worth this extra time investment.

Figure 6 shows path length data for the six problems
from Figure 4, normalized against the length of the short- 6.3. Maintenance mode
est path, which is shown below the problem name in this
figure. This figure omits data for the node-space algorithms  Eventually, the analyst should be in a maintenance mode
since they do not return counter examples, afidAd Push  reproving properties for systems that have evolved. In this
BFS since they both find shortest paths. mode, we are interested in algorithms that have the best per-



W Pull DFS' OPull BFS' 8 Push DFS’ BPush BFS' @ Push DFS Std BIPush DFS Rev BPush DFS Wrp [Push BFS BA® | Algorltth | t | P(T 2 t) ‘ o ‘
PullDFS | PushBFS | 8.79 0.00 0.02
Pull BFS | Push BFS | 5.59 0.00 0.00
Push DFS | Push BFS | 3.38 0.00 0.00

Table 3. t-tests for conclusive problems

Normalized Time

on each of its parents. In the push algorithms, each node
only needs to keep track of tuples it has propagated to the
children. The more complicated bookkeeping of the pull al-
= L LEL =) gorithms probably accounts for the performance difference.
o Additionally, the BFSs performed better than the DISSIn
smes | wem examining the behavior of the two worklists, we discovered
) ) that once a node was inserted onto the worklist, on average
Figure 7. Conclusive problems it remained there longer with a BF&lgorithm than with a
DFS algorithm. This means that a node has more time to
“accumulate work” and, thus, more work is done each time
a node is removed from the worklist with a BRSgorithm,
so these algorithms have fewer worklist operations.
It appears that Push BFSs the best algorithm on
the conclusive problems. To confirm this, we performed
matched pair t-tests comparing Push BESthe other al-
gorithms that put nodes on the worklist. For each pair of
algorithms, we tested the null hypothesis that Push’BFS
is not faster, to the alternative hypothesis that it is faster.
The results of these tests, shown in Table 3, allow us to ac-
cept our hypothesis that Push BFSthe best of these four
O e rare renors  pemars rembrsm s ramons | raners algorithms and would be our choice for doing analysis in

Wrp

Algarthm maintenance mode.

Normalized Time

Figure 8. Conclusive averages 6.4. Threats to validity

formance on conclusive problems. While we did a careful study of these nine algorithms
Figure 7 shows the running times for the algorithms over over the suite of test problems, there are serious threats to
six of the largest conclusive problems and Figure 8 showsthe validity of this research. First, although our test suite
the averages over the 41 conclusive problems that ran longemcluded 220 different problems, many are derived from a
than 10 seconds for each algorithm. small base set and most were developed to evaluate verifi-
In these two figures, we see that there is less variancecation systems. As a result, they may not reflect the types
among the different algorithms than among the inconclu- of problems that will occur in real world industrial prob-
sive problems. Since these problems are conclusive, all oflems. The Chiron user interface system, on the other hand,
the algorithms must consider all reachable node-tuples ands not a contrived problem. Since the performance of our
they all do approximately the same amount of work. The al- algorithms on Chiron was similar to the performance on the
gorithms that place nodes on the worklist all perform better other problems, we have reason to believe that we will see
than those that use node-tuples. Since the node-space alg@omparable performance on real world problems.
rithms maintain less detall, it is understandable that they  Another issue is the metric we used for judging the use-
require less time. The Aalgorithm had the worst time fulness of the path for the fault finding mode. For our study,
performance, since the operations on the priority queue arewe used the length of the path as a measure of usefulness.
O (logn) compared ta@) (1) for the other algorithms. While it is clear that long paths will be of limited use in
Of the four algorithms that place nodes on the worklist, it finding a fault, it is not clear that shortest paths will be the
appears that the pushes performed better than the pulls. Thenost useful. Unfortunately, we do not have any better met-
pushes probably performed better because they had a simric for measuring the usefulness of a path, although we feel
pler implementation. In the pull algorithms, each node is that other metrics need to be developed and investigated.
responsible for remembering which tuples it has processed Finally, we have some concern over the validity of our



inconclusive data. The majority of our inconclusive prob- and SPIN was made in [2] with comparable results.

lems do not contain any faults. They are inconclusive due Chan et al showed that different algorithms can effect the
to the removal of some feasibility constraints that were usedperformance of symbolic model checking [4]. They mod-
to obtain conclusive results. Our intuition was that these in- ified SMV so that it could search either forwards or back-
conclusive problems have many paths through the TFG thatwards. In their experiments on a software system, the back-
would result in a violating tuple. We would expect that for wards search worked better. Others, however, have reported
a real program with a real fault, that this percentage would that forward search works better on hardware systems [13].
be low. That is only a limited number of paths would ex- In our work, we do a direct comparison of algorithms to
ercise the fault. For a given problem, we wanted to deter- determine which is most useful at which point in time.

mine the percentage of paths through the TFG that lead to

a violating tuple. Since there can be an infinite number of 8. Conclusions

paths through a TFG, we restricted our interest to only sim-
ple paths with no repeating node-tuples. If this percentage
is high, then it could indicate that our Push DFS searches

erformed well because many paths lead to violations. Un- o .
P yp mode, fault finding mode, and maintenance mode. Of

fortunately, counting the number of paths is a #P-complete ) i st f d
problem, making the problem at least as hard as satisfia—foursi'hm prac |ce,ban analys Imaydmove rom ar][?/ mtothe
bility [21]. To get a sense of this percentage, however, we 0 anotner or even be In Several modes concurrently at the

enumerated all the paths of a small example that contains>ame for the same system. We believe, however, that for a

a real fault but has less than 40 node-tuples. There is 1given property, an analyst has a good sense of what the cur-

simple violating path and there are 27 simple non-violating ren(tj mode IS’I ar;d hafdcg)rrssp:)ndlngdegpecta}loni.hIn eat<_:h
paths. However, in a set of 10,000 random walks through mo Z?n ana%/fh would be te'? Served by an aigorithm opti-
this space, none of the non-violating paths was found. ThisM2€d to meet tnese expectations.

is because the 1 violating path was less than half the Iengthf When 'T e)_(plorat(t))lly modeP, thﬁ gDoFasllzvto get fa;zt tr)esur:ts
of the shortest non-violating path, and as a result the algo- or Inconclusive problems. Fus rp would be the

rithm was more likely to find the short violating path. On algorithm of choice here because it was the fastest algo-

another example, with around 3,000 node-tuples, we Couldrithm on average on our test suite. In fault finding mode,
not enumerate all the paths due to a lack of computing re-inconclusive results are still expected, but the counter ex-
sources. Surprisingly, however, the first 3,000,000 paths"jlmIOIeS should be short. In our experiments, raturned

found were all non-violating. Clearly, more work needs to

the shortest paths in the shortest time. Finally, in mainte-
be done to evaluate this threat. Since one experiment found'a"nce mode, conclusive results are expected. The algorithm
lots of violating paths and the second found none, it is hard

that performed best on conclusive problems was Push.BFS
to see what conclusions can be drawn.

We believe that there are three different modes that an
analyst goes through while studying a system, exploratory

Thus, it appears that different algorithms are best suited for
each of these three modes.

We believe that having a separate exploratory and fault
7. Related work finding mode is important. In our experimentation, we have

often found that the correct specification of properties is a

Much work has been done in comparing different difficult problem. In exploratory mode, faults with prop-
data flow algorithms, especially algorithms for perform- erty specification can sometimes be detected. We believe
ing points-to analysis [11, 14]. The problem of comparing that using an algorithm that can identify faults quickly can
verification-based algorithms or of finding counter exam- aid the correction of property specification errors. Using a
ples through a data flow analysis problem does not seem tanore expensive shortest path algorithm to find a path for
have been studied. an incorrect property is wasted time. More experimentation

Some work has been done on counter example generis needed, though, to determine what information is most
ation for testing [1, 3]. In [9], model checking is used to useful to users in detecting incorrectly specified properties.
create counter examples for the inverse of a property. This Even though our experiments were done using
returns traces that are paths over which the property holdsFLAVERS on Ada programs, we believe our results
These traces are then used to select tests for the systenhave broader applicability. For example, we would expect
In this work, two different model checkers, SMV [16] and similar performance results for programs written in other
SPIN [12] were used to create several counter examples folanguages [18]. Additionally, we believe our results
each property. For this study, SMV, which uses a BFS al- have broader applicability to other finite state verification
gorithm, generated a large set of short traces, while SPIN,approaches. Two studies [2,9] reported results that are
which uses a DFS algorithm, took less time and generated aconsistent with our results. From this, we expect that
small set of long traces. A more direct comparison of SMV other verification tools will have similar performance



profiles based on the type of search they use. Designers
of these tools might want to consider providing users with
alternative algorithms so they can make a choice based on [°]
their expectations.

We plan to continue this work and conduct experiments
over a wider range of problems and algorithms. In partic-

ular, the problem of counter example selection requires ad-

ditional investigation. While the Aalgorithm was an im-
provement over Push BFS, other heuristics should be con- [7]
sidered. A examined the state of task automata, but per-

haps the state of the property or other feasibility constraints [

should be used to further improve performance. Although
path length is an important metric, we suspect that more g
powerful and interesting metrics are needed in this area.
For example, the analyst might want to have some input in

the path selection process, perhaps by providing hints as to
what portions of the system should be explored or avoided.

We believe that feasibility constraints could be used to sup- [10]
port this guidance and plan to investigate this issue further.
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