Checking & Spot-Checking the

Correctness of Priority Queues
Matthew Chu & Sampath Kannan (UPemahdrew McGregor (UCSD)

>~

.'~‘ ’ , -‘< ™ - - ~J o >
).\-\ N RS ASALAS - SSL z _—
R P NN SR e, S RS S

o
I S




Memory Checking




Memory Checking

¥ Your resourcdslot of cheap unreliable memory
and a little expensive reliable memory.




Memory Checking

¥ Your resourcdslot of cheap unreliable memory

and a
¥ Your c

ittle expensive reliable memory.

nalleng€an you make use of the cheap

memory? Want to identify (but not correct) any
errors introduced by a malicious adversary.




Memory Checking

¥ Your resourcdslot of cheap unreliable memory
and a little expensive reliable memory.

¥ Your challeng€an you make use of the cheap
memory? Want to identify (but not correct) any
errors introduced by a malicious adversary.

¥ Related Work:
Program Checking [Blum, Kannan O¢
Memory Checking [Blum et al. 09
Checking linked Data Structures!  [Amato, Loui O9.
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¥ Priority Queue: |
Supports a sequence of andextract-min(

Is OcorrectO if each extract-min returns the
smallest value inserted and not extracted.

¥ Interaction Sequergee, ..., gnwhere g is either

If the user inserts at stept

(u,tif the user extract-minOs at steandPQ
claimsuy, inserted at timaQis the min.

¥ Exampldnsert 5, Insert 4, Extract-min, Insert 7
would correspond to the sequencé, 1), ,
(4,2) , ... If thePQwas correct.
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The Checking Problem

¥ InputA sequence, @, ..., g with n andn
extract-mins

¥ Goalfall the stream with high probability If it i<
not correct and pass otherwise.

¥ ConstraintThe interaction sequence is observe
as a stream and has limited space.

¥ We are interested imofRinecheckers that identif
errors by the end of the interaction sequence.
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¥ Checkers:

A randomized, off3ine, @(n log n)-space
checker that identiPes errors with prob. 1/

Any randomized, ofRRine checker of a Ocerta
typeO required (! n) space.

Online or deterministic require$ (n) space.
¥ Spot-Checker:

A randomized, of3ine, @ log? n)-space spot-
checker that identibPes a priority queue that
QGx-farO from correct with prob. 1-1/
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Hashing

¥ Thm (Naor & Naor€an construct a hash functidn
on lengthn strings such that

Pria(x) = h(y)] <o 1t xZ y.
It uses O(Ign) random bits and can be constructe

In O(lgn) space even If the characters of each st
are revealed in an arbitrary order.

¥ What it means for us:

_et x be (u,t) if uwas inserted at time
_etw be (ut) If an extract returns (,t)
Hence can easily che€Kt {(u,)}={(u,)}
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Checking Results

¥ ThmA randomized, of3ine, ®(n Ig n)-space
checker that identiPes errors with prob. 1-1/n.

¥ ThmAny randomized online checker that is
correct with prob. 3/4 requires' (n/lgn) space.

¥ ThmAny deterministic ofRine checker requires
" (n) space.

¥ Outline why" (I n) space looks necessary for
randomized, off3ine checkers...
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Algorithm Outline

¥ Splitsequence intd n-lengthEpoc

¥ |dentifyerrors within present epoc

¥ Maintairlower-bound on contents

A
Value

o

??7?

o

NS

N iImmediately

of past epochs.

Epoch-1 Epoch-2 Epoch-3 Epoch-4 Epoch-5 Epoch-6

>




Algorithm Detall

k in [2Vn], let £f(k)=0
i=1 to 2vn:
Let Buffer be empty

For j in Epoch-i={(i-1)Vn+1,...,iVn}:

If ci= , add ci to B

If ci=(u,t):
If t in Epoch-k (k<i) and f(k)>ci then FAIL!
If t in Epoch-1i and c;i > min Buffer then FAIL!

Remove c; from Buffer (if present)

For k<i, let f(k)=max(f(k),ci)

Let f(1i)=min Buffer
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Proof of Correctness

¥ We may assum€landC2are satisbed.

¥ Consider error:ar=(u;ta) andcss=(v,s9 such that
(uta)<(v,s9 andta<sb<tb:

b
oU e
ta sb tb

¥ Let ta andsbbe in Epoch-and Epoch+esp.

¥ Case 1If i=j then v>min Buffer and hence we fa
at timesb(or before.)

¥ Case 2If i<j thenf(i)$ (v,sh and hence we fail ai
time tb (or before.)




Online or Deterministic”

¥ ThmAny online checker that is correct with
prob. 3/4 requires' (n/lgn) space.

¥ ThmAny of3ine deterministic checker requires
" (n) space.
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( 7
Ols the lengthprebx ofx andy equal?

LemmaNlNeeds" (n/lgn) bits transmitte

[Chakrabarti, Cormode, McGregor O

Alice — _—

~lengthn MEMORY STATE OF ALGORITHM _lengthn
binary stringx | bl_nary stringy
¥ Assume there exists &spaceonline & indexiin [n]

checker that works withprob. 3/4.

¥ Checker fails aftef4+y,)) iff prebxes equal
¥ Thm:S= (nlIgn)
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¥ Thm A randomized, ofRBine, @¢ I¢? n)-space
spot-checker that fails a PQ queue that#d&O
from correct w.h.p.

¥ Consider interaction sequenag, ... , g, and
perm.% of [2n]. DePne new Interaction sequer
dy, ..., 6h Where

Cho(i) = If 6=
Oogiy = (U,20(])) If 6= (u,))

¥ Say Interaction sequence, ..., sais#far if no
permutation with less tha#in rearrangements
results In a correct interaction sequence.
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Revealing Tuples

¥ Say(u,ta is arevealinif there exists
Cst=(v,s9>(u,tg andap=(u,tg such thatta<sb<tb

| )

ouU e
ta sb tb

¥ ThmAn interaction sequence that isfar from

peing correct has at leash revealing tuples.

¥ Proof:

Find Prst incorrect extract-min, says—=(V,Sa.

Since this isnOt minimum element, there exi
andap=(u,ta such thatta<sb<tb.

Movingtb to sbreduces # of revealing tuples
Continue until sequence Is correct.
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Correctness

¥ Thm A randomized, ofRine, @ I¢g? n)-space
spot-checker that fails a PQ queue that#g@O

from correct w.h.p.
¥ Proaf

Samples Gf!lg? n) insertions. Call thes&

W.h.p. there exists a revealing tugletg) iIn S
Monitor elements between the insertion and
extraction of each element I8

Wil identify cs=(v,s9>(u,tg andcw,=(u,tg such
that ta<sb<tb.




Summary

¥ Checkers:

A randomized, of3ine, @®(n log n)-space
checker that identiPes errors with prob. 11/

Any randomized, of8ine checker of a Ocerta
typeO requires (! n) space.

Online or deterministic require$ (n) space.
¥ Spot-Checker:

A randomized, of3ine, @& Ig? n)-space spot-
checker that identiPes a priority gueue that
Ox-farO from correct with prob. 1-i/

¥ ... and thatOs how you mind you P.Q.Os!




