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Abstract. A mix is a communication proxy that attempts to hide the
correspondence between its incoming and outgoing messages.Timing
attacks are a signi�can t challenge for mix-based systems that wish to
support interactiv e, low-latency applications. However, the potency of
theseattacks has not beenstudied carefully. In this paper, we investigate
timing analysis attacks on low-latency mix systemsand clarify the threat
they pose.We proposea novel technique, defensive dropping, to thwart
timing attacks. Through simulations and analysis, we show that defensive
dropping can be e�ectiv e against attackers who employ timing analysis.

1 In tro duction

A mix [6] is a communication proxy that attempts to hide the correspondence
between its incoming and outgoing messages.Routing communication through
a chain of mixes is a powerful tool for providing unlinkabilit y of sendersand
receivers despite observation of the network by a global eavesdropper and the
corruption of many mix servers on the path. A mix can use a variety of tech-
niquesfor hiding the relationships betweenits incoming and outgoing messages.
In particular, it will typically transform them cryptographically, delay them,
reorder them, and emit additional \dumm y" messagesin its output. The e�ec-
tiv enessof these techniques have beencarefully studied (e.g., [4,12,18,15,13]),
but mainly for high-latency systems,e.g., anonymous email or voting applica-
tions that do not require e�cien t processing.In practice, such systemsmay take
hours to deliver a messageto its intended destination.

Usersdesireanonymit y for more interactive applications, such asweb brows-
ing, online chat, and �le-sharing, all of which require a low-latency connection.A
number of low-latency mix-basedprotocols for unlinkable communications have
beenproposed,including ISDN-Mixes [14],Onion Routing [16],Tarzan [10],Web
Mixes [3], and Freedom[2]. Unfortunately , there are a number of known attacks
on thesesystemsthat take advantageof weaknessesin mix-basedprotocolswhen
they are usedfor low-latency applications [19,2,20].
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The attack we considerhere is timing analysis, wherean attacker studies the
timings of messagesmoving through the system to �nd correlations. This kind
of analysis might make it possiblefor two attacker mixes (i.e., mixes owned or
compromisedby the attacker) to determine that they are on the samecommuni-
cation path. In somesystems,this allows thesetwo attacker mixes to match the
senderwith her destination. Unfortunately , it is not known precisely how vul-
nerable these systemsare in practice and whether an attacker can successfully
use timing analysis for these types of attacks. For example, someresearch has
assumedthat timing analysisis possiblewhen dummy messagesare not used[20,
21,19], though this has not beencarefully examined.

In this paper, we signi�can tly clarify the threat posed to low-latency mix
systemsby timing attacks through detailed simulations and analysis. We show
that timing attacks are a seriousthreat and are easyto exploit by a well-placed
attacker. We alsomeasurethe e�ectiv enessof previously proposeddefensessuch
as cover tra�c and the impact of path length on the attack. Finally, we intro-
duce a new variation of cover tra�c that better defendsagainst the attacks we
consider,and demonstrate this through our analysis. Our results are basedpri-
marily on simulations of a set of attacking mixes that attempt to perform timing
attacks in a realistic network setting.

We begin by providing background on low-latency mix-based systemsand
known attacks against them in Section 2. We present our system and attacker
model in Section 3. In Section 4, we discussthe possibletiming attacks against
such systemsand possibledefenses.We present a simulation study in Section 5
in which we test the e�ectiv enessof attacks and defenses.Section 6 gives the
results of this study. We discussthe meaningof theseresults in light of di�eren t
typesof systemsin Section 7 and we concludein Section 8.

2 Background

A number of low-latency mix-based systemshave been proposed,but systems
vary widely in their attention to timing attacks of the form we consider here.
Somesystems,notably Onion Routing [19] and the secondversion of the Free-
dom [2] system, o�er no special provisions to prevent timing analysis. In such
systems,if the �rst and last mixes on a path are compromised,e�ectiv e timing
analysis may allow the attacker to link the senderand receiver identities [19].
When both the �rst and last mixes are chosenrandomly with replacement from
the set of all mixes, the probabilit y of attacker successis given as c2

n 2 , where c is
the number of attacker-owned mixes and n is the total number of mixes.

Both Tarzan [10] and the original Freedomsystem[2] useconstant-rate cover
tra�c between pairs of mixes, sending tra�c only between covered links. This
defensemakes it very di�cult for an eavesdropper to perform timing analysis,
since the 
o ws on each link are independent. In Freedom, however, the attack
is still possible for an eavesdropper, since there is no cover tra�c between the
initiator and the �rst mix on the path, and between the last mix and the re-
sponder, the �nal destination of the initator's messages.This exposed tra�c,
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Fig. 1. A path P I with an initiator I (leftmost) communicating with a responder
(righ tmost). M I

1 and M I
h , the �rst and last mixes on the path originating at I , are

controlled by attackers.

along with the exposedtra�c leaving the path, can be linked via timing anal-
ysis. Additionally , both systemsare still vulnerable to timing analysis between
attacker-controlled mixes. The mixes can distinguish between cover tra�c and
real tra�c and will only considerthe latter for timing analysis.This nulli�es the
e�ect of this form of cover tra�c when attacker mixes are considered.

Web-Mixes[3], ISDN-Mixes [14], and Pipenet [7] all usea constant-rate cover
tra�c along the length of the path, i.e., by sendingmessagesat a constant rate
through each path. In these systems, it is unclear whether timing analysis is
possible, since each initiator appears to send a constant rate of tra�c at all
times. An Onion Routing proposal for partial-path cover tra�c is an extension
of this idea [19]. In this case,the cover tra�c only extends over a pre�x of the
path. Mixes that appear later in the path do not receive the cover tra�c and
only seethe initiator tra�c. Thus, an attacker mix in the covered pre�x seesa
very di�eren t tra�c pattern than an attacker mix in the uncovered su�x. It is
thus conceivable that the two mixes should �nd timing analysis more di�cult.

3 System Mo del

Recall that our goal is to understand the threat posedby timing analysisattacks.
In this section, we develop a framework for studying di�eren t analysis methods
and defensesagainst them. We begin by presenting a systemand attacker model.
In the next section, we usethis model to analyzeattacks and defenses.

Figure 1 illustrates an initiator's path in a mix system.We focuson a particu-
lar initiator I , who usesa path, P I , of mixes in the system.The path P I consists
of a sequenceof h mixes that starts with M I

1 and ends with M I
h . Although in

many protocols the paths of each initiator can vary, to avoid cumbersomenota-
tion and without lossof generality, we let h denotethe last mix in that particular
path; our results do not assumea �xed or known path length. M I

1 receivespack-
ets from the initiator I , and M I

h sendspackets to the appropriate responders.We
assumethat each link betweentwo mixes typically carries packets from multiple
initiators, and that for each packet received, a mix can identify the path P I

to which the packet corresponds. This is common among low-latency mix sys-
tems, wherewhen a path P I is �rst established,every mix server on P I is given
a symmetric encryption key that it shareswith I , and with which it decrypts
(encrypts) packets traversingP I in the forward (respectively, reverse)direction.
We assumethat M I

h recognizesthat it is the last mix on the path P I . We also
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assumethat mix M I
1 recognizesthat it is the �rst mix on the path P I and thus

that I is, in fact, the initiator.
Though not shown in Figure 1, in our model we assumethere are many paths

through the systemWe are interested in the casewherean attacker controls M I
1

and M J
h on two paths P I and P J that are not necessarilydistinct. The attacker's

goal is to determine whether I = J . If I = J and the attacker ascertainsthis,
then it learns the respondersto which I is communicating.

For these scenarios,we focus on the adversary's use of timing analysis to
determine whether I = J . Packets that I sendsalong P I run on a general-
purpose network between the initiator I and M I

1 , and between each pair M I
k

and M I
k+1 . On this stretch of network there are dropped packets and variable

transmission delays. Sincethesedrops and delays a�ect packet behavior as seen
further along the path, they can form a basison which the attacker at M I

1 and
M J

h , for example, can infer that I = J . Indeed, the attacker may employ active
attacks that modify the timings of packetsemitted from M I

1 or intentionally drop
packets at M I

1 , to seeif theseperturbations are re
ected at M J
h . For simplicit y,

we generallyassumethat the attacker hasno additional information to guide his
analysis, i.e., that there is no a priori information as to whether I = J .

4 Timing A ttac ks and Defenses

In this section, we describe the kinds of methods that an attacker in our model
can useto successfullyperform timing analysis.Additionally , we discussdefenses
that can be usedin the faceof thesekinds of attacks. In particular, we intro duce
a new type of cover tra�c to guard against timing attacks.

4.1 Timing Analysis A ttac ks

The essenceof a timing attack is to �nd a correlation between the timings of
packets seenby M I

1 and those seen by an end point M J
h . The stronger this

correlation, the more likely I = J and M J
h is actually M I

h . Attacker success
also dependson the relative correlations between the timings at which distinct
initiators I and J emit packets. That is, if M I

1 and M J
1 happen to seeexactly

the sametimings of packets, then it is not be possibleto determine whether the
packet stream seenat M J

h is a match for M I
1 or M J

1 .
To study the timing correlations, the most intuitiv e random variable for the

attacker is the di�erence, � i , betweenthe arrival time of a packet i and the arrival
time of its successorpacket. If the two attacker mixes are on the samepath P I ,
there should be a correlation between the � i values seenat the two mixes; for
example, if � i is relatively large at M I

1 , then the � i at M I
h is more likely to be

larger than average.The correlation doesnot needto be strong, as long as it is
stronger than the correlations that would occur between M I

1 and M J
h , for two

di�eren t initiators I and J .
Unfortunately , this random variable is highly sensitive to dropped packets. A

dropped packet that occurs betweenM I
1 and M I

h will causelater timings to be
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o� by one. As a result, the correlation will be calculated betweenpackets that
are not matched|an otherwiseperfect correlation will appear to be a mismatch.

Therefore, we extract a new random variable from the data that is lesssensi-
tiv e to packet drops. We usenonoverlapping and adjacent windows of time with
a �xed duration W . Within instancek of this window, mix M maintains a count
X I

k of the number of packet arrivals on each path, P I , in which M participates.
Our analysis then works by cross correlating X I

k and X J
k at the two di�eren t

mixes.
To enhancethe timing analysis, the attacker can employ a more active ap-

proach. Speci�cally , the attacker can drop packets at M I
1 intentionally . These

drops and the gaps they create will propagate to M I
h and should enhancethe

correlation between the two mixes. Additionally , a careful placement of packet
drops can e�ectiv ely reducethe correlation betweenM I

1 and M J
1 for I 6= J .

4.2 The Defenses

A known defenseagainst timing attacks is to usea constant rate of cover tra�c
along the length of the entire path [14,7]. This defenseis useful, since it dra-
matically lowers the correlations betweenM I

1 and M I
h . The loweredcorrelations

may seemunexpected, since both nodes will now seeapproximately the same
number of packets at all times. The di�erence is that the variations in packet
delays must now be correlated: a long delay between two packets at M I

1 must
match a longer-than-averagedelay betweenthe sametwo packets at M I

h for the
correlation to increase.If the magnitude of variation betweenM I

1 and M I
h dom-

inates the magnitude of variation between I and M I
1 , this matching will often

fail, reducing the correlation betweenthe two streams.
This approach facesseriousproblems,however, when there aredroppedpack-

ets beforeor at M I
1 . Dropped packets provide holesin the tra�c, i.e., gapswhere

there should have beena packet, but noneappeared.With only a few such holes,
the correlation should increasefor M I

1 and M I
h , while the correlation between

M J
1 and M I

h should decrease.Packet drops can happen due to network events
on the link between the initiator and M I

1 , or the attacker can have M I
1 drop

thesepackets intentionally .
We now intro duce a new defenseagainst timing analysis, called defensive

dropping. With defensive dropping, the initiator constructs someof the dummy
packets such that an intermediate mix M I

m , 1 � m � h, is instructed to drop
the packet. To achieve this, we only needone bit inside the encryption layer for
M I

m . If M I
m is an honest participant, it will drop the dummy packet rather than

sendingit to the next mix (there will only be a random string to passon anyway,
but an attacker might try to resendan older packet). If these defensive drops
are randomly placed with a su�cien tly large frequency, the correlation between
the �rst attacker and the last attacker will be reduced.

Defensivedropping is a generalizationof \partial-path cover tra�c," in which
all of the cover tra�c is dropped at a designated intermediate mix [19]. To
further generalize,we note that the dropping neednot be entrusted to a single
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mix. Rather, multiple intermediate mixes can collectively drop a set of packets.
We discussand analyzedefensive dropping in depth in Section 7.

5 Simulation Metho dology

We determined the e�ectiv enessof timing analysis and various defensesusing a
simulation of network scenarios.We isolated timing analysisfrom path selection,
a priori information, and any other aspectsof a real attack on the anonymit y and
unlinkabilit y of initiators in a system. To achieve this, the simulations modeled
only the casewhen an attacker controls both the �rst and the last mix in the
path | this is the key position in a timing attack.

Wesimulated two basicscenariosof mixes:onebasedon high-resourceservers;
and a secondbasedon low-resourcepeers. In the server scenario,each mix is a
dedicated server for the system, with a reliable low-latency link to the Inter-
net. This meansthat the links betweeneach mix are more reliable with low to
moderate latencies,as described below. In the peer-basedscenario,each mix is
also a generalpurposecomputer that may have an unreliable or slow link to the
Internet. Thus, the links betweenmixes have more variable delays and are less
reliable on averagein a peer-basedsetting.

The simulation selecteda drop rate for each link using an exponential distri-
bution around an averagevalue. We modeled the drop rate on the link between
the initiator and �rst mix di�eren tly than those on the links between mixes.
The link betweenthe initiator and the �rst mix exhibits a drop rate, called the
early drop rate (edr), with averageeither 1% or 5%. In the server scenario,the
averageinter-mix drop rate (imdr) is either 0%, meaning that there are no drops
on the link, or 1%. For the imdr in the peer-basedscenario,we useeither 1% or
5% percent as the averagedrop rate. The lower imdr in the server casere
ects
good network conditions as can usually be seenon the Internet Tra�c Report
(http://www.in ternettra�crep ort.com). For many test points on the Internet,
there is typically a drop rate of 0%, with occasionaljumps to about 1%. Some
test points seemuch worse network performance,with maximal drop rates ap-
proaching 25%. Sincethesehigh rates are rare, we allow them only as unusually
high selectionsfrom the exponential distribution using a lower averagedrop rate.

For the peer-basedscenario, the averagedelay on a link is selectedusing a
distribution from a study of Gnutella peers [17]. The median delay from this
distribution is about 112ms, but the 98th percentile is close to 3.1 seconds,
so there is substantial delay variation. For the server scenario,we select a less
variable averagedelay, using a uniform distribution between0msand 1ms(\lo w"
delay) or between0ms and 100ms(\high" delay). Given an averagedelay for a
link, the actual per-packet delays are selectedusing an exponential distribution
with that delay as the mean. This is consistent with results from Bolot [5].

In addition to edr, imdr, and delays, the simulation also accounts for the
length of the initiator's path and the initiator's communication rates. The path
length can either be 5 or 8 or selectedfrom a uniform distribution betweenthese
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values.Larger path lengths are more di�cult to use,sincepackets must have a
�xed length [6].

Generating initiator tra�c requires a model of initiator behavior. For this
purpose,we employ one of four models for initiator behavior:

{ HomeIP : The Berkeley HomeIP tra�c study [11] has yielded a collection
of tracesof 18 days worth of HTTP tra�c from usersconnecting to the Web
through a Berkeleymodem pool in 1996.From this study, we determined the
distribution of times betweeneach user request. To generatetimes between
initiator requestsduring our simulation, wegenerateuniformly random num-
bers and usethose to select from the one million points in the distribution.

{ Random : We found that the HomeIP-basedtra�c model generatedrather
sparsetra�c patterns. Although this is representativ e of many users'brows-
ing behavior due to think times, we also wanted to consider a more active
initiator model. To this end, we ran tests with tra�c generatedusing an ex-
ponentially distributed delay between packets, with a 100msaverage.This
models an active initiator without any long lags betweenpackets.

{ Constan t : For other tests, we model initiators with that employ constant
rate path cover tra�c. This tra�c generator is straightforward: the initiator
emits messagesalong the path at a constant rate of �v e packets per second,
corresponding to sending dummy messageswhen it does not have a real
messageto send. (Equivalently , the Random tra�c model may be thought
of asa method of generatingsomewhatrandom cover tra�c along the path.)

{ Defensiv e Dropping : Defensive Dropping is similar to Constant, as the
initiator sendsa constant rate of cover tra�c. The di�erence is that packets
are randomly selectedto be dropped. The rate of packets from the initiator
remains at �v e packets per second,with a chosendrop rate of 50 percent.

Given a set of valuesfor all the di�eren t parameters,we simulate the initia-
tor's tra�c along the length of her path and have the attacker save the timings
of packets received at the �rst and last mixes. We generate10,000such simula-
tions. We then simulate the timing analysis by running a crosscorrelation test
on the timing data taken from the two mixes. We test mixes on the samepath
as well as mixes from di�eren t paths.

The statistical correlation test we choseworks by taking adjacent windows of
duration W . Each mix counts the number of packets X k it receivesper path in
the k-th window. We then cross-correlatethe sequencef xk g of valuesobserved
for a path at onemix, with the sequencef x0

k g observed for a path at a di�eren t
mix. Speci�cally , the crosscorrelation at delay d is de�ned to be

r (d) =

P
i

�
(x i � � )

�
x0

i + d � � 0
��

q P
i (x i � � )2

q P
i

�
x0

i + d � � 0
� 2

where � is the mean of f xk g and � 0 is the mean of f x0
k g. We performed tests

with W = 10 secondsand d = 0; aswe will show, theseyielded useful results for
the workloads we explored.
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imdr 0% 1% 5%
tra�c delay low high low high gnutella gnutella
pattern edr
HomeIP 1% 0.00000.00030.00070.0008 0.0026 0.0061

5% 0.00010.00050.00080.0010 0.0039 0.0070
Random 1% 0.00000.00000.00000.0000 0.0002 0.0003

5% 0.00000.00000.00000.0000 0.0004 0.0005
Constant 1% 0.00110.03460.03500.0814 0.1372 0.2141

5% 0.00020.00790.01080.0336 0.0557 0.1014
Defensive Dropping 1% 0.19250.24240.20220.2506 0.2875 0.3117

5% 0.09300.12330.10040.1289 0.1550 0.1830

Table 1. Equal error rates for simulations with path lengths between5 and 8, inclusive.
The rows represent the initiator tra�c model and drop rate before reaching the �rst
mix (edr). The columns represent the delay characteristics and drop rates (imdr) on
each link between the �rst mix and the last mix. SeeSection 5 for details.

We say that we calculated r (0; I ; J ) if we usedvalues f xk g from packets on
P I as seenby M I

1 and used values f x0
k g from packets on P J as seenby M J

h .
We infer that the values f xk g and f x0

k g indicate the samepath (the attackers
believe that I = J ) if jr (0; I ; J )j > t for somethreshold, t. For any chosent, we
calculate the rate of false positives: the fraction of pairs (I ; J ) such that I 6= J
but jr (0; I ; J )j > t. We alsocompute the falsenegatives: the fraction of initiators
I for which jr (0; I ; I )j � t .

6 Evaluation Results

Decreasingthe threshold, t, raisesthe falsepositive rate and decreasesthe false
negative rate. Therefore, an indication of the quality of a timing attack is the
equal error rate, obtained as the false positive and negative rates once t is ad-
justed to make them equal. The lower the equal error rate, the more accurate
the test is.

Representativ e equal error rate results are shown in Table 1. For all of these
data points, the initiator's path length is selectedat random between5 and 8,
inclusive. Not represented are data for �xed path lengths of 5 and 8; lower path
lengths led to lower equal error rates overall.

Results presented in Table 1 show that the timing analysis tests are very
e�ectiv e over a wide rangeof network parameterswhen there is not constant rate
cover tra�c. With the HomeIP tra�c, the equal error rate never rises to 1%.
Such strong results for attackers could be expected, since initiators often have
long gaps between messages.These gaps will seldom match from one initiator
to another.

Perhaps more surprising is the very low error rates for the attack for the
Random tra�c 
o ws (exponentially distributed interpacket delays with average
delay of 100ms).One might expect that the lack of signi�can t gaps in the data
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would make the analysis more di�cult for the attacker. In general, however,
the gaps still dominate variation in the delay. This makes correlation between
unrelated streamsunlikely, while maintaining much of the correlation along the
samepath.

When constant rate cover tra�c is used, the e�ectiv enessof timing analysis
depends on the network parameters. When the network has few drops and low
latency variation between the mixes, the attacker continues to do well. When
imdr = 0% and the inter-mix delay is lessthan 1ms, meaning that the variation
in the delay is alsolow, the timing analysishad an equalerror rates of 0.0011and
0.0002,for edr = 1% and edr = 5%, respectively. Larger delays and higher drop
rates lead to higher error rates for the attacker. For example, with imdr = 1%
drop rate and delays between 0ms and 100ms between mixes, the error rates
become0.0814for edr = 1% and 0.0336for imdr = 5%.

6.1 E�ects of Net work Parameters

To better comparehow e�ectiv e timing analysis tests are with di�eren t network
parameters, we can use the rates of false negatives and false positives to get a
Receiver Operator Characteristic (ROC) curve (seehttp://www.cmh.edu/stats/
ask/ro c.asp).Let fp denotethe falsepositive rate and fn denotethe falsenegative
rate. Then fp is the x-axis of a ROC curve and 1 � fn is the y-axis. A useful
measureof the quality of a particular test is the area under the curve (AUC).
A good test will have an AUC closeto 1, while poor tests will have an AUC as
low as 0.5. We do not present AUC values. The relative value of each test will
be apparent from viewing their curveson the samegraph; curvesthat are closer
to the upper left-hand corner are better. We only give ROC curvesfor constant
rate cover tra�c, with and without defensive dropping, as the other casesare
generally too closeto the axesto see.

Wecanseefrom the ROC curvesin Figure 2 how the correlation testsperform
with varying network conditions. The bottommost lines in Figures 2(a{b) show
that the test is least accurate with imdr = 5% and the relatively large delays
taken from the Gnutella tra�c study. imdr appears to be the most signi�can t
parameter, and as the imdr lowers to 1% and then 0% on average, the ROC
curve gets much closer to the upper left hand corner. Delay also impacts the
error rates, but to a lesserextent. Low delays result in fewer errors by the test
and a ROC curve closer to the upper-left-hand corner.

In Figure 2(c), we seehow the correlation tests are a�ected by edr. edr's
e�ect varies inversely to that of imdr. With edr = 5%, the area under the ROC
curve is relatively closeto one. Note that the axesonly go down on the y-axis
to 0.75and right on the x-axis to 0.25.For the sameimdr, correlation tests with
edr = 1% have signi�can tly higher error.

Figure 2(d) graphs the relationship between path length an successof the
attackers. Not surprisingly, longer paths decreasethe attackers successas there
is more chancefor the network to intro duce variabilit y in streamsof packets.

We can comparethe useof defensive dropping with constant rate cover tra�c
in Figures 2(e{f ). It is clear that in both models, the defensive dropping ROC
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curvesare much further from the upper-left-hand corner than the curvesbased
on tests without defensive dropping. It makesa much larger di�erence than the
imdr. From Figures 2(a{b), we know that imdr is an important factor in how well
thesetests do. Sincedefensive dropping has a much larger impact than imdr, we
know that it doesmuch better than typical variations in network conditions for
confusing the attacker.

7 Discussion

Given that we have isolated the timing analysis apart from the systemsand at-
tacks, we now discussthe implications of our results. We �rst note that, rather
than in isolation along a single path, timing analysis would occur in a system
with many paths from many initiators. This createsboth opportunities and dif-
�culties for an attacker. We begin by showing how the attacker's e�ectiv eness
is reduced by prior probabilities. We then show how, when paths or network
conditions change, and when initiators make repeated or long-lasting connec-
tions, an attacker can bene�t. We then describe other ways an attacker can
improve his chancesof linking the initiator to the responder. We also examine
someimportant systemsconsiderations.

7.1 Prior Probabilities

One of the key di�culties an attacker must face is that the odds of a correct
identi�cation vary inversely with the number of initiators. Suppose that, for
a given set of network parameters and system conditions, the attacker would
have a 1% false positive rate and a 1% false negative rate. Although thesemay
seemlike favorable error rates for the attacker, there can be a high incidence
of false positives when the number of initiators grows above 100. The attacker
must account for the prior probabilit y that the initiator being observed is the
initiator of interest, I .

More formally, let us say that event I � J , for two initiators I and J , occurs
when the attacker's test says that packets receivedat M I

1 and M J
h are correlated.

Assumethat the falsepositive rate, fp = Pr(I � J jI 6= J ), and the falsenegative
rate, fn = Pr(I 6� J jI = J ), are both known. We can therefore obtain:

Pr(I � J ) = Pr(I � J jI = J ) Pr(I = J ) + Pr(I � J jI 6= J ) Pr(I 6= J )

= (1 � fn) Pr(I = J ) + fp(1 � Pr(I = J ))

= (1 � fn � fp) Pr( I = J ) + fp

Which leadsus to obtain:

Pr(I = J jI � J ) = (Pr (I = J ^ I � J ))=Pr(I � J )

= (Pr (I � J jI = J ) Pr(I = J ))=Pr(I � J )

= ((1 � fn) Pr(I = J ))=((1 � fn � fp) Pr(I = J ) + fp)
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SupposePr(I = J ) = 1=n, e.g., the network has n initiators and the adversary
has no additional information about who are likely correspondents. Then, with
fn = fp = 0:01, we get Pr(I = J jI � J ) = (:99)=(:99+ :01(n � 1)). With only
n = 10 initiators, the probabilit y of I = J given I � J is about 91:7%. As n
rises to 100 initiators, this probabilit y falls to only 50%. With n = 1000, it is
just over 9%.

Contrast this to the caseof Pr(I = J ) = 0:09, as the adversary might obtain
additional information about the application, or by the derivation above in a
previous examination of a di�eren t path for the sameinitiator I (if it is known
that the initiator will contact the sameresponder repeatedly). Then, with n =
1000, the probabilit y of I = J given I � J is about 90:7%.

The lessonsfrom this analysis are as follows. First, when the number of
initiators is large, the attacker's test must be very accurate to correctly identify
the initiator, if the attacker has no additional information about the a priori
probabilit y of an initiator and responder interacting (i.e., if Pr(I = J ) = 1=n).
In this case,defensive dropping appearsto be an e�ectiv e strategy in stopping a
timing analysis test in a large system.By signi�can tly increasingthe error rates
for the attacker (seeTable 1), defensive dropping makesa timing analysis that
was otherwise useful much less informativ e for the attacker. Second,a priori
information, i.e., when Pr(I = J ) > 1=n, can be very helpful to the attacker in
large systems.

7.2 Lowering the Error Rates

The attackers cannot e�ectiv ely determine the best level of correlation with
which to identify the initiator unlessthey can observe the parametersof the net-
work. One approach would be to createfake users,generallyan easytask [9], and
each such user F can generatetra�c through paths that include attacker mixes
as M F

1 and M F
h . This can be done concurrently with the attack, as the attack

data may be stored until the attackersare ready to analyzeit. The attacker can
compare the correlations from tra�c on the samepath and tra�c on di�eren t
paths, as with our simulations, and determine the best correlation level to use.

In mix server systems,especially cascademixes [6], the attacker has an ad-
ditional advantage of being able to compare possible initiators' tra�c data to
�nd the best match for a data set taken at M I

h for someunknown I . With a
mix cascadein which n usersparticipate, the attacker can guessthat the mix
with the tra�c timings that best correlate to the timings taken from a stream
of interest at M I

h is M I
1 . This can lower the error rate for the attacker: while a

number of streams may have relatively high correlations with the timing data
at M I

h , it may be that M I
1 will typically have the highest such correlation.

7.3 A ttac ker Dropping

Defensive dropping may also be thwarted by an attacker that actively drops
packets. When an attacker controls the �rst mix on the path, he may drop
su�cien t packets to raise the correlation level betweenthe �rst and last mixes.
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With enough such drops, the attacker will be able to raise his successrates.
When defensive dropping is in place, however, the incidence of attacker drops
must be higher than with constant rate cover tra�c. Any given drop might be
due to the defensive dropping rather than the active dropping. This meansthat
the rate of drops seenby the packet dropping mix (or mixes) will be higher than
it would otherwise be. What is unclear is whether such an increasewould be
enoughto be detected by an honest intermediate mix.

In general, detection of mixes that drop too many packets is a problem of
reputation and incentiv esfor good performance[8,1] and is beyond the scope of
this paper. We note, however, that stopping active timing attacks requires very
robust reputation mechanismsthat allow usersto avoid placing unreliable mixes
at the beginning of their paths. In addition, it is important that a user have a
reliable link to the Internet so that the �rst mix does not receive a stream of
tra�c with many holesto exploit for correlation with the last mix on the path.

7.4 TCP Bet ween Mixes

In our model, we have assumedthat each messagetravels on unreliable links
between mixes. This allows for dropped packets that have been important in
most of the attacks we have described. When TCP is used between each mix,
each packet is reliably delivered despite the presenceof drops. The e�ect this
has on the attacks depends on the packet rates from the initiator and on the
latency betweenthe initiator and the �rst mix.

For example,supposethat the initiator sends10 packets per secondand that
the latency to the �rst mix averages50 ms (100 ms RTT). A dropped packet will
causea timeout for the initiator, who must resendthe packet. The new packet
will be resent in approximately 100 ms in the averagecase,long enough for an
estimated RTT to trigger a timeout. One additional packet will be sent by the
initiator, but there will still be a gap of 100 ms, which is equivalent to a packet
loss for timing analysis.

This e�ect, however, is sensitive to timing. When fewer packets are sent per
secondand the latency is su�cien tly low, such e�ects can be masked by rapid
retransmissions. However, an attacker can still actively delay packets, and a
watchful honest mix later in the path will not know whether such delays were
due to drops and high retransmission delays before the �rst mix or due to the
�rst mix itself.

7.5 The Return Path

Timing attacks can be just ase�ectiv e and dangerouson the path from M I
h back

to I as on the forward path. Much of what we have said applies to the reverse
path, but there are somekey di�erences. One di�erence is that I must rely on
M I

h to provide cover tra�c (unlessthe responder is a peer using an anonymous
reversepath). This, of course,can be a problem if the M I

h is dishonest.However,
due to the reverselayeredencryption, any mix beforeM I

1 can generatethe cover
tra�c and it can still be e�ectiv e.
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Becausemany applications, such as multimedia viewing and �le downloads,
require more data from the responder than from the initiator, there is a sig-
ni�can t performance problem. Constant rate cover tra�c can quickly become
prohibitiv e, requiring a signi�can t fraction of the bandwidth of each mix. For
such applications, stopping timing attacks may be unattainable with acceptable
costs.

When cover tra�c remains possible,defensive dropping is no longer an op-
tion, as a dishonestM I

h will know the timings of the drops. The last mix should
not provide the full amount of cover tra�c, instead letting each intermediate mix
add someconstant rate cover tra�c in the reversepattern of defensive dropping.
This helps keepthe correlation betweenM I

h and M I
1 low.

8 Conclusions

Timing analysis against users of anonymous communications systems can be
e�ectiv e in a wide variety of network and systemconditions, and therefore poses
a signi�can t challengeto the designerof such systems.

We presented a study of both timing analysis attacks and defensesagainst
such attacks. We have shown that, under certain assumptions,the conventional
use of cover tra�c is not e�ectiv e against timing attacks. Furthermore, inten-
tional packet dropping inducedby attacker-controlled mixescannullify the e�ect
of cover tra�c altogether. We proposeda new cover tra�c technique, defensive
dropping, to obstruct timing analysis. Our results show that end-to-end cover
tra�c augmented with defensive dropping is a viable and e�ectiv e method to
defendagainst timing analysis in low-latency systems.
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