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ABSTRACT
Multihoming hastraditionallybeenemployedby stubnetworksto
enhancethereliability of their network connectivity. With thead-
ventof commercial“intelligent routecontrol” products,stubsnow
leveragemultihoming to improve performance.Although multi-
homingis widely usedfor reliability and,increasinglyfor perfor-
mance,not muchis known aboutthe tangiblebene�ts that multi-
homingcanoffer, or how thesebene�ts canbefully exploited. In
thispaper, weaim to quantifytheextentto whichmultihomednet-
workscanleverageperformanceandreliability bene�ts from con-
nectionsto multiple providers.We usedatacollectedfrom servers
belongingto the Akamai contentdistribution network to evaluate
performancebene�ts from two distinct perspectivesof multihom-
ing: high-volumecontent-providerswhich transmitlargevolumes
of datato many distributedclients,andenterpriseswhich primar-
ily receive data from the network. In both cases,we �nd that
multihoming can improve performancesigni�cantly and that not
choosingthe right setof providerscould result in a performance
penaltyas high as 40%. We also �nd evidenceof diminishing
returnsin performancewhen more than four providers are con-
sideredfor multihoming. In addition,usinga large collectionof
measurements,we provide ananalysisof thereliability bene�tsof
multihoming. Finally, we provide guidelineson how multihomed
networks canchooseISPs,anddiscusspracticalstrategiesof us-
ing multipleupstreamconnectionsto achieveoptimalperformance
bene�ts.

Categoriesand SubjectDescriptors
C.2[Computer SystemsOrganization]: Computer-Communication
Networks; C.2.1 [Computer-Communication Networks]: Net-
work ArchitectureandDesign

GeneralTerms
Measurement,Performance

1. INTRODUCTION
Largeenterprisesandcontentproviders,who dependon the In-

ternetto operatetheir businesses,requirea high level of reliabil-
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ity from their network connections.Increasingly, theselargecon-
sumersandproducersof networkdataareturningtomultihomingas
a techniqueto achieve resilienceto serviceinterruptions[4]. Mul-
tihoming is de�ned simply as a customer(or ISP) network hav-
ing morethanoneexternallink, eitherto a singleISP, or to differ-
ent providers[12]. The customertypically hasits own public AS
number, andadvertisesits addresspre�xesvia all of its upstream
providersusingBGP[14].

While multihoming to multiple providers is motivatedprimar-
ily by a needfor link-level andprovider-level fault tolerance,the
advent andexpectedgrowth of “intelligent routecontrol” devices
andservicespromisesto allow subscribersto leveragemultihoming
for morethanjust increasedresilience[9, 13]. For example,per-
formanceto differentpartsof thenetwork mayvary dependingon
which upstreamprovider is used.In suchsituations,carefulroute
selectioncansigni�cantly improve performance.Evenavailability
canbe managedto someextent by choosingISPsthat have suf�-
ciently diverseconnectivity to destinationsof interest. In this pa-
per, our primarygoalis to quantifytheextentto which subscribers
canleverageconnectionsto multiplenetwork providersto improve
performance.Wealsoprovideastudyof thereliability bene�ts.

Wecharacterizeperformancein termsof thespeedandef�ciency
with which wide-areatransfersoccur. Conceptually, our approach
is to considera network subscriberin a major metropolitanarea,
andevaluatethe relative bene�ts of choosingupstreamproviders
from severalavailableoptions.Weareinterestedin theperspective
of both high-volumeWeb sitesanddatacenters,which are inter-
estedin attaininggoodperformanceto many partsof thenetwork,
andalsoenterprisesubscribers,who aremoreinterestedin receiv-
ing datafrom variouscontentproviders.We focuson thecommon
casein whichthesubscriberhaslittle or nocontroloverend-to-end
paths,but ratheronly which ISPsprovide �rst-hop connectivity to
theInternet.

Our studydraws empiricalobservationsfrom measurementdata
setscollectedat serversandmonitoringnodesdeployed by Aka-
mai, a large contentdistribution serviceprovider. Theseservers
andmonitorsareattachedto adiversesetof ISPs(mostnodescon-
nectedto a singleprovider), with multiple Akamaiserverslocated
in eachof themajormetropolitanareasthatwe analyze.Thenet-
work performancedatacollectedat theseAkamainodesallows us
to compareperformanceacrossprovidersfrom theperspectivesof
enterprisesor contentprovidersin differentmetropolitanareas.We
analyzeperformanceprimarily in termsof observed network la-
tency astheAkamaiserversandmonitorsfetchobjectsfrom cus-
tomerWebserversor otherAkamaiservers.

Our analysisis basedlargely on the notion of k-multihoming
in which we quantify the bestperformanceachieved whena sub-
scriberis multihomedto k availableprovidersin a givencity. We
establishabaselinein whichweassumethatit is possiblefor asub-



scriberto employ all k providersandswitchto thebestperforming
provider at eachinstant.By evaluatingtheperformanceask is in-
creased,weprovidesomeinsightinto theincrementalperformance
bene�t whenaddingproviders. To assessthe impactof the cho-
sensetof providers,we alsocomparetheperformanceof theopti-
malmultihomingsolutionto random(andworst-case)selectionsof
ISPs.In addition,wequantifytheusageof eachISPin theoptimal
k-multihomingsolutionsto understandhow traf�c shouldbe dis-
tributedamongthek upstreamprovidersto achievethebestperfor-
mance.We show that, on average,performancecanbe improved
considerablyby multihoming for both the enterpriseandcontent
provider perspectives. For example,even in a 2-multihomingso-
lution, averageperformancewasimproved by 25% for 3 out of 4
metroareaswe study. We also�nd strongevidenceof diminishing
incrementalperformancebene�tsasmoreprovidersareadded.We
observe that increasingbeyondk = 4 provideslittle addedperfor-
mance.Comparingtheoptimalmultihomingsolutionto a random
choiceof k providers(for k � 4), we �nd that randomselection
degradesperformance15%on average,andasmuchas40%. This
suggeststhat a carefulchoiceof providersis key to achieving the
full performancebene�tsof multihoming.

Although our main focus is on performancebene�ts, we also
evaluatetheavailability improvementsdueto multihoming.Using
a largesetof traceroutemeasurements,we performananalysisof
how muchbene�t multihomingcanprovide in termsof pathdiver-
sity acrosscandidateprovidersin a given location. Oneimportant
aspectwe do not consideris how to usemultiple providersin such
a way asto optimizebandwidthcosts.EachISPcontracttypically
hasits own pricing structureandbandwidthcommitments,which
mayresultin oneprovider link beingmoreexpensivedependingon
thetime-of-dayor traf�c level. Thesedifferencescanbeexploited
to reduceoverall bandwidthcosts,however we leave the problem
of understandingthe cost-performancetrade-offs of multihoming
asfuture work, andinsteadcon�ne our studyto performanceand
reliability bene�ts.

In thenext section,we furthermotivateour work with two case
studiesthatdemonstratetemporaldifferencesin performanceacross
network providersin speci�c situations.Thesestudiesarechosen
to representbothenterpriseanddatacenterperspectives.Sections3
and4 presentthe performancebene�t analysisin detail andSec-
tion 5 follows with a descriptionand initial resultsfrom the re-
liability analysis.Section6 evaluatessomepracticalmultihoming
scenariosandalsodiscussesstrategiesfor choosingproviderswhen
multihoming.Werelateourwork to previouswork in Section7 and
summarizethepaperin Section8.

2. MULTIHOMING FOR PERFORMANCE:
TWO CASE STUDIES

In this sectionwe presenttwo relatively small setsof measure-
ment data that illustrate the potential for performanceimprove-
mentsdueto multihoming. Theseempiricalresultsprovide some
evidencethatperformancedifferencesbetweenISPsexist andthat
relativeperformancechangesover time.

2.1 Data Center Multihoming
We �rst consideran exampleof threecommercialdatacenters

eachmultihomedto two tier-1 ISPs.ThesesiteshosttheWebsite
of IBM Corporation,andreceive HTTP requestsfrom clientsdis-
tributedall over theworld. Thehostingcenteris con�guredwith a
datacollectionmodulethatpassively collectsdelayestimatesover
eachof thecenter'sprovider links asclientsfetchadesignatedem-
beddedobjectfrom theWebsite.Theestimatesarethenaggregated
by IP addresspre�x, accordingto theBGPtablesat thesite.

Delay estimatesarebasedon handshake round-trip time (hrtt),
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Figure1: Relativeperformancefor 2-multihomed data centers

de�ned as the time betweenreceiving the �rst TCP SYN packet
from the client to opena connectionto the objectserver, andthe
timeatwhich the�nal TCPACK is receivedto completethethree-
wayhandshake. Thedatacollectionmodulekeepsaweightedmov-
ing averageof hrtt on a per-pre�x basis,andreportsthis average
hourly for the 500 mostactive pre�xes(asdeterminedby request
ratefor theobjectsusedfor measurements).TheWebsite is mir-
roredacrossthe threedatacenters,locatedin theU.S. in theEast
coast,theMidwest,andWestregions.Clientsaredirectedto each
location using an IP-level load balancingmechanism,such that
thereis little overlap in the client pre�xesappearingat the sites.
All threedatacentersare multihomedto the sametwo network
providers.In Figure1,weshow theaveragerelativedelayobserved
over thelinks for a 7-dayportionof a tracetakenin January2003.
Thegraphsplot theratioof thehrtt observedonISP1 to thehrtt on
ISP2, averagedover all client pre�xes. Hence,whenthecurve is
above 1, ISP2 providesbetteraveragedelay. Also, sincewe have
an estimateof the requestratefrom eachclient pre�x, we weight
theaverageby therequestratein orderto emphasizeperformance
differencesfor thosepre�xesthatgeneratemoretraf�c. Thegraphs
show theweightedaverageratio computedfor eachhourly sample
from thecollectionmodule.

As illustratedin Figure1, eachdatacenterhasanopportunityto
capitalizeon performancedifferencesif it is able to dynamically
directtraf�c over its provider links. For example,boththeEastand
Westdatacentersshow multi-hourperiodswhereoneof the ISPs
providesbetteraveragedelay than the other. The Midwest trace
shows that ISP2 is bettermostof thetime, thoughtherearesome
periodswhentheaverageperformanceis verysimilar.

2.2 Enterprise Multihoming
Our next casestudy considersthe perspective of an enterprise

wishingto optimizeits multihomedconnectivity to applicationser-
vice providersor Web-basedservices.At �rst glance,it would ap-
peardif�cult for anenterpriseto control theroutingor delivery of
datafrom a content-provider to theenterprisesite. Onepossibility
is for theenterpriseto controlroutingannouncementsto its differ-
entproviders.Thisapproachhasanumberof drawbacks,however,
includingcoarsecontrolandslow responseby routingto changes.
Another possibility is to useaddressrangesallocatedfrom each
provider. Eachtransferto the enterprisecould usea destination
addressfrom the best-performingISP for the correspondingdata
source. This addressusecould be controlledthroughthe useof
network addresstranslation(NAT) techniquesand clever useof



10-29 12:00
10-30 00:00

10-30 12:00
10-31 00:00

10-31 12:00
11-01 00:00

11-01 12:00
11-02 00:00

11-02 12:00
1400

1600

1800

2000

2200

2400

2600

2800

3000

R
es

po
ns

e 
tim

e 
(m

s)

ISP 1
ISP 2
ISP 3
ISP 4
ISP 5

10-04 00:00
10-04 12:00

10-05 00:00
10-05 12:00

10-06 00:00
10-06 12:00

10-07 00:00
10-07 12:00

500

750

1000

1250

1500

1750

2000

2250

2500

R
es

po
ns

e 
tim

e 
(m

s)

ISP 2
ISP 6
ISP 5
ISP 7

(a)LosAngeles,CA (b) WashingtonDC

Figure2: Performanceacrossclient ISPs

DNS. For example,for �o ws initiated from the enterprise,a NAT
box coulddynamicallychosethebestISPandalterthecontentsof
packets appropriately. Similarly, for �o ws establishedto the en-
terprise,the DNS could return the addressthat provides the best
performanceto the connectinghost. We considerandexampleof
this scenariowith responsetime measurementsfrom KeynoteSys-
temsagentswhich arewidely distributedandconnectedprimarily
to Tier-1 ISPs(typically with a 10 Mbps link in theU.S.) [6]. By
choosingmajor cities in which thereare several Keynote agents
attachedto differentISPs,we canobserve ISPperformancediffer-
encesfrom theperspectiveof clientslocatedin eachcity.

The agentswere con�gured to measurethe time to retrieve a
completeWebpagefrom adedicatedoff-the-shelfcacheappliance
locatedin a commercialhostingcenterin theMidwest. Thepage
is aninstanceof theindex pagefrom a productionsportsWebsite
with 29 embeddedobjectsanda total sizeof 104 KB. The cache
wasusedonly for thesemeasurements– it did not serve any pro-
duction traf�c, and hencewas unloaded. The contenthad suf�-
ciently long expiration timessuchthat the cacherarely neededto
fetch any object from the origin server. The Keynoteagentsdid
not useHTTP/1.1persistentconnections,which likely in�ates the
absoluteresponsetimes. Comparisonsacrossagentsarestill use-
ful, however, asthey behave uniformly andarecon�gured identi-
cally. Sincetheclientsarehomogeneousandwell-connected,and
thecacheis similarly well-connectedandunloaded,we arguethat
observeddifferencesareprimarily dueto network effects.

Eachagentrequestedthepageevery hourduringa periodstart-
ing in late August throughmid-December2001. In Figure2, we
show snapshotsof continuoustraces(i.e., with no agenterrors)
from WashingtonD.C. andLos Angeles,CA. Eachcity hassev-
eraldeployedagents,with someoverlapbetweenthespeci�c ISPs.
Thegraphsshow thatrelyingononeISPis proneto prolongedper-
formancedegradation.For example,nearthebeginningof thetrace
in Figure2(a),theperformanceacrosseachISPis signi�cantly dif-
ferent(by approximately200ms)with ISP5 thebestandISP1 the
worst. After October30,however, theperformanceshiftsdramati-
cally andanew performanceorderingis established.In Figure2(b)
ISP6 providessimilaror slightly betterperformancethanISP5 for
mostof the trace. For several hoursbetweennoonandmidnight
on October5, however, responsetime on ISP 6 suffers a severe
andpersistentdegradation.Similarly, while ISP7 appearsto pro-
vide thebestperformanceovermostof thetrace,for a few samples
betweennoonandmidnighton October6, it shows theworstper-
formanceamongall ISPs.

2.3 Moti vation for a BroaderStudy
Thesecasestudiesarenotnecessarilyrepresentativeof whatper-

formancegainscanbegenerallyachievedby multihomingto mul-

tiple providers. Nevertheless,both the datacenterandenterprise
scenariossuggestthatjudiciouslychoosingandusingmultiplenet-
work providerscanprovide improvednetwork performance.These
observationsprovide additionalmotivation for the broaderstudy
presentedin theremainderof thepaper.

In our study, we usea large setof measurementsto performa
more comprehensive analysisof multihomingbene�ts. Threeof
the datasetswerecollectedfrom serversandperformancemoni-
torsbelongingto theAkamaicontentdistribution network (CDN).
We employ thesedatasetsto evaluatetheperformancebene�ts of
multihoming.Thefourth datasetwascollectedusingtheKeynote
infrastructure(describedabove). Weusethisdatasetto performan
analysisof thereliability bene�ts.

In Sections3 and4, we describethe Akamai datausedfor an-
alyzingperformancebene�tsalongwith resultsfrom our analysis.
Section5 describesthe dataandmetricsusedfor analyzingrelia-
bility bene�tsof multihomingandtheresultsof ourevaluation.

3. ENTERPRISE PERSPECTIVE
The performancebene�t of multihomingat an enterpriseis re-

�ected in the download performanceof requestsfrom the enter-
priseto destinationsof interest,for exampleimportantor popular
Websites.Intuitively, thebest-casescenariofor anenterpriseis to
be ableto useits multiple network connectionsto achieve nearly
optimalperformancefor a largefractionof its Webrequests.

perf monitor

metro area

ISP 1 ISP 2

selected content providers

P1 P80

CDN servers
metro area

ISP 1

all origin servers

ISP 2 ISP 3 ISP K

(a)A 1 dataset (b) H 1 dataset

Figure 3: Measurementdata sets: In (a) Akamai performance
monitors in a given city are connectedto differ ent ISPs and
download 10KB objectsat 6-minute intervals fr om servers be-
longing to 80 content providers. In (b) Akamai servers con-
nectedto differ ent ISPsin the samecity download objectsfr om
all customerorigin serversin order to servethem to clients. For
this data set, tur naround times are averaged over each hour
acrossretrievals fr om all origin servers.
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In our analysisof enterprisemultihoming,we usetwo distinct
setsof data,A 1 andH 1 (describedbelow), collectedfrom servers
andmonitoringnodesdeployedby Akamai. An importantfeature
of this datais that the collection points are connectedto a large
variety of ISPs. Moreover, therearemultiple metropolitanareas
in whichanumberof collectionpointsarelocated,eachconnected
to a differentISP. We usemonitoringnodesandAkamaiserversin
a singlemetroareaconnectedto different ISPsasstand-insfor a
multihomedenterprise.
Data Set A 1 : This dataset comprisesstatisticscollectedby 27
geographicallydistributedAkamaimonitoringnodes.Oneor two
nodesarelocatedin major cities in the U.S.,with multiple nodes
in thesamecity attachedto differentupstreamprovider networks,
asshown in Figure3(a). Every 6 minutes,on average,thesenodes
downloaddesignatedobjectsdirectly from a largenumberof con-
tentprovidersthatareAkamaicustomers.Foreachattempteddown-
load,theperformancemonitorlogsanumberof statistics,including
the HTTP responsecode,turnaroundtime for the request(if suc-
cessful),thesizeof theobjectdownloaded,thetotal responsetime,
and any errors(if unsuccessful).We focus, in particular, on the
turnaroundtime, which is de�ned asthetime betweenthetransfer
of thelastbyteof therequestfrom theAkamainodeandthereceipt
of the �rst byteof theresponsefrom theorigin server. Hence,the
turnaroundtime offersa reasonableestimateof network delay. We
collectedthesestatisticsat all 27 performancemonitorsfor down-
loadsmadefrom about80 customercontentproviders. The data
wascollectedbetweenThursday, 23r d January, 2003andSunday,
26th January, 2003(inclusive). Of the80contentproviders,20are
the top customersof Akamai; that is, thosefor which theAkamai
network servesthelargestnumberof bytes.
Data Set H 1 : For eachAkamai server in a given city, this data
set containsthe averageturnaroundtimes for requestsmadeby
Akamai servers back to the origin contentprovider servers (Fig-
ure 3(b)). Theserequestsaretypically initiated whenan Akamai
serverdoesnothaveavalid objectcachedandhasto retrieveit from
theorigin server. Theseturnaroundtimesareaveragedevery hour
acrossall the requestssentto every origin contentprovider. We
collectedthis datafor eachhourover two � ve-dayperiods:Mon-
day, 6th January2003to Friday, 10th January2003andMonday,
13th January2003to Friday, 17th January, 2003(bothinclusive).

Asmentionedabove,ourprimaryperformancemetricis theturnaround
time, which indicatesroughly the delay on the underlyingpath
to the Web server. Sincethe customercontentproviders of the
CDN are large Web servers, we expect their servers to be well-
provisioned,andthereforetheobservedturnaroundtime shouldbe
constitutedmainlyof network delaywith almostnodelaydueto the

Webserver itself. Note that this delay, andits variation,is oneof
thecrucialfactorsdeterminingtheperformanceof downloadsfrom
thecontentprovider (sincetheTCPthroughputis dependentonthe
observedround-triptimeof theunderlyingpath).A morecomplete
metricwouldhavebeentheabsolutethroughputfor thetransfer, or
its combinationwith the turnaroundtime. Although we did have
thedownloadtimesfor objectsin datasetA 1 , theobjectsweretyp-
ically ontheorderof 10KB andhencethedownloadtimesmaynot
be indicative of the long-termTCP throughput(or typical down-
loadspeed)on thepath. Nevertheless,the turnaroundtime metric
accuratelycapturestheperformanceof smalldownloads(< 10KB)
andalsocapturesthekey componentdeterminingtheperformance
of largerdownloads.

3.1 PerformanceBene�ts: 2­Multihoming
Toquantifytheperformancebene�tsof enterprise2-multihoming,

we usethedatasetA 1 . We comparetheperformanceachievedby
usingthe bestprovider link for eachdownload,relative to that of
usinga singleprovider for all downloads. We averagethis ratio
over downloadsfrom all of the contentprovidersand report this
normalizedperformancemetric. We alsomustbecarefulto com-
pareonly thosetransactionsfor which bothperformancemonitors
successfullydownloadedtheobjectat roughly thesametime. We
selectcitiesin theU.S.with 2 performancemonitors,giving usfour
locations:Atlanta,Chicago,DallasandNew York. Therestof the
citieshaveonly oneperformancemonitor. Themonitornodes,each
connectedto differentupstreamproviderscanbeusedto measure
thebene�tsof 2-multihomingemploying therespectiveproviders.

More formally, thecomputationmaybeexpressedas:

NX =

P
i;t (M X (Pi ; t )=M best (Pi ; t ))

N umv alid(Pi ; t )

whereNX is theperformanceof usingISPX , relativeto2-multihoming.
M X (Pi ; t ) denotesthevalueof theturnaroundtimefor thetransfer
initiatedat timet by themonitornodeattachedto ISPX to retrieve
anobjectfrom contentprovider Pi . Similarly, M best (Pi ; t ) is the
bestvalue(acrossbothISPs)of thetheturnaroundtimefor a trans-
fer to thesamecity at time t from contentproviderPi . Thesumin
the numeratoris over all Pi ; t pairssuchthat therewasa transfer
loggedat time t to contentprovider Pi via both the providersA
andB . N umv alid(Pi ; t ) is a functionthatsimplycountsthetotal
numberof suchPi ; t pairs.Noticethattheoptimalvalueof N X is
1 andthisoccurswheneveroneof thetwo ISPsis consistentlybet-
ter thantheother. If NX > 1, thenNX � 1 denotesthemaximum
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improvementin performancepossiblefrom multihoming to both
theISPs(i.e., from 2-multihoming),comparedto theperformance
seenwhile usingISPX alone.

We quantizethe time stampson eachdownload in A 1 to inte-
gerscorrespondingto thenumberof minuteselapsedfrom a �x ed
point. Sincethe monitorsdownloadobjectsat roughly 6 minute
intervals,weroundthetimestampto amultipleof 6 thatis atmost
3 (minutes)away from the true time stamp. If thereare two or
moredownloads(in caseswherethishappened,therewereatmost
2 downloads)from thesamemonitor to thesamecontentprovider
mappingto thesameroundedtime-stamp,wepick onerandomly.

Theresultsfor theperformancebene�ts from 2-multihomingat
eachof the four cities areshown in Figure4(a), which indicates
thevalueof NX for eachISPX . Eachof thetwo ISPsin thefour
citiesweretier-1 providers(i.e,verylargenationalcarriers)[15]. In
all four cities,2-multihomingclearly offers performancebene�ts,
albeit to varying degrees. For example,Chicago's ISP1provides
nearlyoptimal performanceby itself (N I S P 1 = 1:09). However,
in eachof theotherthreecities,theminimumperformancebene�t
from 2-multihomingis at least25%on average.Figure4(b) illus-
tratestheabsoluteperformanceimprovementfor themedian,10th,
and90thpercentileturnaroundtime. Notethat2-multihominguni-
formly improvesthe maximumturnaroundtimes,but haslessef-
fect on themedianandminimumperformance.Also, theextentof
the absoluteimprovementvariesacrosscities. Figure4(c) shows
thefractionof time whenoneof thetwo ISPsprovidesbetterper-
formancethanthe other. Exceptin ChicagowhereI SP1 is used
almost90%of thetime,boththeISPsin theothercitiesareput to
usefor roughlyequalamountsof time in theoptimalschedule.

3.2 Enterprise k­Multihoming, k > 2
So far, we have only consideredmultihomingto two upstream

providers.ThedatasetA 1 doesnotpermitustoanalyzek-multihoming
for k > 2, sincethereare at most two monitor nodesper city.
However, wecan�nd alower-boundonthemaximumperformance
bene�t from k-multihomingfor k > 2 from thedatasetH 1 asde-
scribedbelow.

Recall that the H 1 dataset includesturnaroundtimesrecorded
eachhour, averagedacrossrequestsfrom a given CDN server to
all customercontentproviders. As a result,we cannotanalyzethe
casewherethe enterprisechoosesthe bestlink for transferson a
per-destinationbasis.Theperformancebene�t, in thiscase,is com-
putedbasedon a coarserform of multihoming, in which a given
provider is usedfor all transfersto andfrom theenterprise,regard-
lessof the destination. We refer to this asnaivek-multihoming.
Thisis in contrastto theanalysisabovefor 2-multihomingin which
theenterpriseis ableto pick thebestprovider for eachdestination
at eachtime instant(we call this true k-multihoming). Themaxi-
mumperformancebene�t from truek-multihomingis boundfrom
below by naivek-multihoming.

We computethe performancebene�ts from naive multihoming
in amannersimilar to the2-multihomingcase:

NO Pk =

P
t (H TO Pk (t)=HTbest (t))

N umv alid(t)

whereNO Pk is theperformanceof usingthek-multihomingoption
OPk in a givencity, relative to theperformanceof usingall avail-
able ISPs. H TO Pk (t) denotesthe bestaverageturnaroundtime
performanceamongthek ISPsin thesetOPk athourt. H Tbest (t)
is thebestaverageturnaroundtime performanceat hour t over all
the availablecarriers. The sumin the numeratoris taken over all
hourst for which all thek ISPshave theaverageturnaroundtime
statisticsloggedin thedatasetH 1 . N umv alid(t) countsthenum-
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Figure 7: Relative utilization of ISPs: For the cities of Bostonand New York, respectively, the graphs show the fraction of time the
ISPsin the naivek-multihoming solutionsat the city areutilized in the optimal schedule.

berof suchinstancest (for a very small fractionof thehours,the
averageturnaroundtimedatawasunavailablefor certainnetworks).

In Figure5(a)weplot theperformancemetricN O P1 for eachISP
in the city againstits rank (The ISP with rank 1 is the bestin the
city). Thegraphshows the �rst weekof data;thesecondweekis
very similar. Noticethatin someof thecities,therearea few ISPs
(sometimesjustoneISP)thatgivesigni�cantly betterperformance
thanthe others. For example,the bestISP in Seattleprovidesat
least7 timesbetterperformanceasany other ISP. Therearealso
citiesin whichmany ISPsprovidesimilarperformance.

From Figure5(a) it is apparentthat, in somecities, therewere
in excessof 50 providers (e.g., San Francisco). Evaluating all
the

� 50
k

�
options for k-multihoming to determinethe bestnaive

k-multihoming option is computationallyexpensive. We reduce
the amountof computationby evaluatingk-multihomingoptions
againsttheperformanceof upto 20topprovidersin eachcity (cho-
senbasedon their 1-multihomingperformance).This hasa neg-
ligible impacton our results,asour analysisshowed that the per-
formanceof thetop 20 ISPsis virtually indistinguishablefrom the
performanceusingall availableISPsin the city (theseresultsare
omitted).

In Figure5(b),weshow themaximumperformancebene�tsfrom
naive k-multihomingfor the �rst weekof datain H 1 (again, the
secondweekresultsaresimilar). Noticethatk > 1 providessignif-
icantly betterperformancethan1-multihomingin most locations.
For a few cities, however, the performancebene�t is not assub-
stantialdueto a singleISPproviding thebestperformancealmost
all the time (e.g.,Los Angeles). Also, beyond k = 4 the bene�t
from naivek-multihomingis only marginally betterthanatsmaller
valuesof k for mostcities.

ISP Rank 1-multihoming k -multihoming
performance performance

ISP1 1 1.72 1.72
ISP2 2 1.93 1.33
ISP3 9 2.61 1.17
ISP4 3 2.05 1.09
ISP5 4 2.29 1.07
ISP6 19 3.16 1.04
ISP7 17 3.03 1.03
ISP8 13 2.93 1.03

Table 1: Ranks of the ISPs in the k-multihoming solutions at
New York, k � 8, in the order in which they are added,along
with the incrementalperformanceimpr ovement.

Figures6(a)-(c)show the absoluteimprovementsdueto multi-
homingin the10thpercentile,median,and90thpercentileturnaround

times.In mostcities,k-multihomingimprovesthemaximumturnaround
time performanceup to k � 4. However, mostof the lines in (a)
and(b) are fairly �at, which indicatesthat the medianandmini-
mumturnaroundtimesarenot reducedmuchask is increased.To
summarize,enterprisemultihomingoffersthegreatestperformance
bene�ts to high-latency transfers.

Table1showstheorderin whichISPsgetaddedto thek-multihoming
solutionin New York for increasingvaluesof k. For eachISP, we
alsoshow its 1-multihomingrankandperformance.Noticethatthe
bestk-multihomingsolutiondoesnot necessarilycomprisethe k
best1-multihomingoptions(e.g.,thethird ISPhasarankof 9 based
on its 1-multihomingperformance).Rather, ISPsareaddedbased
on their contribution to theoverall k-multihomingperformance.

We alsoconsiderhow often eachof the providers is employed
in the optimal schedulefor enterprisemultihoming. In particu-
lar, we areinterestedin whethera provider's contribution towards
performanceimprovementis proportionalto the frequency with
which it is usedin theoptimalschedule.Theresultsfor two cities,
BostonandNew York, areillustratedin Figure7. Theresultsshow
clearlythatthatthecontribution to performanceis notproportional
to the usage. For example,the 6th ISP in New York is usedfor
a signi�cant fraction of time in the 6-multihomingsolution(Fig-
ure7(b)). However, themarginal bene�t of addingthis ISPto the
5-multihomingsolutionwaslessthan0.02(Figure5(b)). It is also
possiblethatan ISPbelongingto thebestk-multihomingsolution
is utilized for a very small fraction of time in the optimal sched-
ule, but, whenever used,contributessigni�cantly to improving the
overall performance.For example,ISP1is usedfor smallerfrac-
tion of time thanISP2for the bestnaive 2-multihomingsolution
in Boston(Figure7(a)). However, thecontribution of ISP1to the
overall bene�t dueto 2-multihomingis clearly larger thanthat of
ISP2.

City # ISPs
Chicago 5

LosAngeles 6
New York 8

SanFrancisco 9
WashingtonD.C. 6

CDN servers

metro areas

(a) ISPsin eachcity (b) Datacollection
Figure 8: A 2 data collection: Number of ISPs per city are in
(a). Akamai servers (“clients”) in (b) download objects fr om
designatedservers in 5 cities,eachconnectedto a differ ent up-
streamISP (“multihomed Webservers”).
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Figure 9: Web server multihoming: Figure (a) plots the 1-multihoming performance of ISPs vs. their rank. Figure (b) shows the
diminishing returns fr om Webserver multihoming.
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Figure 10: Absolute bene�ts fr om Web server multihoming: The thr ee�gur esplot the 10th percentile,median,and 90th percentile
download time for k-multihoming options. Note that the y-axesareon differ ent scales.

4. WEB SERVER PERSPECTIVE
From a Web server's point-of-view, the performancebene�ts

from multihoming should be re�ected in the end-to-endperfor-
manceof the requestsit serves to a large numberof widely dis-
tributedclients. With this goal in mind, we collecta new dataset
A 2 to understandthebene�tsof multihoming.
Data Set A 2 : In � ve cities – Chicago,Los Angeles,New York,
SanFranciscoandWashingtonD. C. – we selectAkamai servers
attachedto distinctupstreamcarriers.Theserversin eachcity col-
lectively act asstand-insfor a multihomedWeb server operating
in thatcity. We selectAkamaiserversin variousU.S.cities,other
thantheabove � ve to serveasdistributedWebclients.Weperform
periodicWeb transfersfrom eachserver in the � ve cities to each
“client,” asillustratedin Figure8(b).

The numberof Akamai servers in the � ve cities (re�ecting the
numberof ISPswe testfor Web server multihoming)is tabulated
in Figure8(a),totaling34. Thenumberof serversin theotherU.S.
citieswas40. 1 For eachWebserver stand-in,all of theremaining
servers(40 + 33 = 73 in total) actasstand-insfor clientsdown-
loadingthesame50KB JPEGobjectfrom theserver (Figure8(b)).
Thedownloadsoccurat regular6 minuteintervals. All theservers
collectstatisticsfor thesedownloads,identicalto thosecollectedby
themonitornodesin thedatasetA 1 (describedin Section3). As
before,we focuson the turnaroundtimesfor thedownloads.Our
resultsarebasedon datacollectedbetween4th June2003and8th

June2003.

1Usingmoreserverswasprecludedby Akamai'scontractualagree-
mentswith therespective carriers;sincewe performactive down-
loads,we had to be careful not to violate thesecontractualcon-
straints.

4.1 PerformanceBene�ts
To understandperformancebene�tsof Webservermultihoming,

we adopta similar methodologyaswith enterprisemultihoming.
For eachdownload, we comparethe client-perceived turnaround
time achievedby usingthebestprovider amongall thoseavailable
in thecity, with thatof usingthebestprovider in a candidatemul-
tihomingoption. We averagethis ratio over transfersto all clients,
andreporttheminimumnormalizedperformancemetric(themin-
imum is takenover all candidateoptions).As before,we compare
only thosetransactionsfor which therewasa successfultransfer
overall ISPsat roughlythesametime.

Formally, M best (A i ; t ) denotesthebestvalueof theturnaround
time for a transferto client A i (i = 1; : : : ; 73) at time t, across
all availablecarriersin a city. For a k-multihomingoption OPk ,
let M O Pk (A i ; t ) bethebestturnaroundtimeacrossjust theISPsin
thesetOPk . We computetheperformancebene�t from theoption
OPk asfollows:

NO Pk =

P
i;t (M O Pk (A i ; t )=M best (A i ; t ))

N umv alid(t)

The sum is over thosetimes t when transfersoccur from all the
ISPsin thecity to client A i . N umv alid(t) is thenumberof such
time instances.

In Figure9(a), we show the normalized1-multihomingperfor-
manceof eachISPasa functionof its rank. Theperformancepro-
vided by the ISPsin a given city is quite different(except in San
Francisco,wherethetop� veISPsexhibit virtually identicalperfor-
mance).However, no singleISP providesideal,or close-to-ideal,
performancein any city. In Figure9(b), we plot the normalized
bene�ts from Webservermultihomingasa functionof thenumber
of providers.Again,similar to thecaseof enterprises,multihoming
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Figure 11: Sub-optimal choices:Graph (a) shows the average performanceacrossall k-multihoming options. Graph (b) shows the
performanceof the worst k-multihoming option. In both graphs, the y-axis is relative to the optimal k-multihoming solution.
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Figure 12: ISP usagein Web server multihoming: The graphs show relative fractions of time the ISPs in the best k-multihoming
solutionsareutilized in two cities.

signi�cantly improvesaverageperformance.We alsoseethat the
marginalbene�t is smallbeyond4 upstreamproviders.

Figure10 shows thevaluesof the10th percentile,median,and
90th percentileturnaroundtimes for the bestk-multihomingop-
tions. For mostof the cities, we seethat the improvementin the
10th percentileandmedianis morepronouncedcomparedto the
90th percentile(in contrastto theenterprisemultihomingscenario
in Figure6 in which the highestturnaroundtimeswereimproved
themost).In summary, Webservermultihomingdoesnotnecessar-
ily improveonly thehigh latency downloads;low-latency transfers
couldalsobene�t.

In Figure11,we illustratetheimpactof choosinga sub-optimal
setof providersfor ak-multihomingsolution.Thevalueson they-
axis in thesegraphsarerelative to theperformanceof theoptimal
solutionshown in Figure9. For k � 4, theaverageperformanceof
k-multihomingis atleast15%worsethanthatof theoptimalchoice
andcouldevenbeasbadas40%(e.g.,k = 2 in Chicago).Thedif-
ferencebetweenoptimal andrandomchoicesof ISPsis small for
k > 4. In Figure11(b)we show theperformanceof theworst k-
multihomingoption. A poor choiceof upstreamproviderscould
result in performancethat is at leasttwice asbadas the optimal
choice. Therefore,while multihomingoffers potentialfor signi�-
cantperformancebene�ts,it is crucialto carefullychoosetheright
setof upstreamproviders.

Finally, Figure12 shows thefrequency at which theISPsin the
bestk-multihomingsolutionareutilizedfor twosamplecities:New
York andSanFrancisco.As with theenterpriseperspective,wesee
thateventhoughanISPis beusedfor a signi�cant fractionof the
time in theoptimalsolution,it mayoffer only marginally superior
performance(e.g.ISP5 in New York).

5. RELIABILITY
Multihoming enhancesthe reliability of stubnetworksby help-

ing themstayconnectedto the Internetduring wide-arearouting
failures.However, theextra reliability offeredby multihomingde-
pends,to a largeextent,on theredundancy or diversity introduced
by multihomingin theunderlyingnetwork paths.For example,if a
multihomednetwork choosesupstreamproviderswhich routetraf-
�c to distantpeersvia pathswith signi�cant overlap,a failure in
the overlappingportionsis likely to disconnectthe network from
many destinations.Our focusin this sectionis to understandthe
reliability bene�ts of multihomingby quantifyingthe diversity in
network pathsthatmultihomingprovides.

To analyzethereliability bene�tsof multihoming,weuseadata
setcalledT1 , whichcontainstraceroutemeasurementsfrom asetof
50 geographicallydiversenodesdeployedby KeynoteSystemsto
selectAkamaiserverslocatedin threecities: Chicago,New York,
and SanFrancisco. The Keynote nodesare locatedin 27 differ-
ent cities, with two Keynote nodesper city, eachsingly-homed
to different tier-1 providers. Thus, they representthe perspective
of well-connectedendpoints(e.g.,largeenterprisesconnectedto a
major PoP)ratherthan individual end-users.We chooseAkamai
serversthatareeachsingly-homedto the twenty top ISPsserving
eachcity (in termsof performance).Therefore,the datasetT1 is
a collectionof 3000traceroutes(50 � 3 � 20). Notethatthis data
setonly providesinformationabouttheIP-level connectivity of the
network, andhencedoesnot give an indicationaboutlower-level
physical redundancy (e.g.,cables,�ber trunks,etc.). As such,the
reliability measurementsfrom this datadescribesrobustnessto IP-
level failures(e.g.,routing,routercon�guration,congestion/traf�c
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�ooding, etc.),andnot to hardwarefailures(e.g.,power outages,
�ber cuts,MPLS failure,etc.).

5.1 Quantifying the Reliability Bene�ts
Ourbasicapproachin evaluatingthereliability bene�tsof multi-

homingis to combinepathsfrom eachKeynotenodeto eachof the
Akamaiserversin agivencity. Thecombinedpathsresultin a tree
rootedataKeynotenode,with leavesthatareAkamaiserversin the
samecity, andconnectedto differentISPs.TheAkamaiserversare
stand-insfor a multihomednetwork andtheKeynotenodesrepre-
senttypicaldestinationswith which themultihomednetwork com-
municates.

WedenotethetwentyselectedAkamaiserversin acity asS1 ; : : : ; S20 ,
andOPk = Sj 1 ; : : : ; Sj k is a k-multihomingoption(wherek �
20) consistingof a subsetof theseservers. The tree,Ti;k , is the
union of pathsfrom a Keynote node,K i , to eachof the servers
Sj 1 ; : : : ; Sj k . E i;k is the total numberof edgesin the treeTi;k .
Pi;k denotesthe sumof the hop-countsof the individual k paths
that constitutethe tree Ti;k . Thus, from thesede�nitions, E i; 20

is thenumberof edgesin the tree,Ti; 20 , rootedat K i with all 20
Akamaiserversin thecity asleaves.

Our analysisof diversity due to multihoming is basedon two
metrics:

� R 1 (OPk ) = 1
50

P
i

E i;k
E i; 20

: R 1(OPk ) is proportionalto
thefractionof edgesin treeTi; 20 thatalsobelongto treeTi;k ,
averagedover treesrootedatall Keynotenodesi . So,for ex-
ample,in Figure13(a)thetreeinducedby the2-multihoming
solutionwith ISPsS1 andS2 (dashedlines) shares4 links
with thetreefor all 20ISPsin thecity. Intuitively, R 1(OPk )
estimateshow muchof thetotal redundancy providedby all
20ISPsin acity canbeachievedby usingjustthek providers
in thesetOPk .

� R 2 (OPk ) = 1
50

P
i

P i;k � E i;k
E i;k

: R 2(OPk ) isproportional
to theexpectedfractionof edgesin treeTi;k thatareshared
by two or morepathsin the tree. Therefore,R 2(OPk ) es-
timatestheexpectedfractionof overlapin end-to-endpaths
resultingfrom choosingOPk . As anexample,Figure13(b)
showstwo pathsfrom K , eachwith hop-count3, thusPi;k =
6. The numberof edgesin the tree is 5, and R 2 is com-
putedasshown. Figure13(c)showstheeffectof havingmore
sharededgesin asimilar topology.

Notefrom theabovede�nitions thathighervaluesof R 1 andlower
valuesof R 2 arepreferable.

R 1 is primarily dependenton the initial choiceof ISPs(the 20
ISPsin our case). If most of the chosenISPshave a signi�cant
overlapin thepathsto andfrom arbitrarypointsin theInternet,then

mostk-multihomingoptionswill have high valuesfor R 1 , despite
providing only modestpathdiversity. However, this is effectively
capturedby R 2 which would give a valuecloseto 1 if thereis a
signi�cant overlapin theunderlyingpaths.

R 2 hasan unfavorablebias against greaternumbersof ISPs.
That is, addingany provider to a k-multihomingsolutionto give
a (k + 1)-multihomingsolutionmayresultin an inferior valueof
R 2 . This is becausethe(k + 1)-stproviderwill likely haveanon-
zerointersectionin thenetwork pathswith theremainingproviders
(compareFigures13(b)and(d), for example).

Both the metricsR 1 andR 2 have an undesirablebiasin favor
of long paths.For two k-multihomingoptionsOP1 andOP2 with
thesamenumberof sharedhopsin thetreesrootedat someK i , if
the pathsdueto OP2 arelongerthanthosedueto OP1 , this will
result in OP1 having inferior valuesfor both R 1 and R 2 . This
is evident for R 2 in comparingFigures13(b) and(e). Although
we presentresultsfor R 1 andR 2 independently, they shouldbe
evaluatedin combinationwhenconsideringthereliability bene�ts
of amultihomingoption.

5.2 Reliability Bene�ts of Multihoming
Wecomputethemostreliablek-multihomingoptionsin thethree

citiesaccordingto theabove two metrics.Theresultsfor thethree
cities are shown in Figure 14. To avoid having to factor in the
biasesof themetricsinto our analysis,we restrictour observations
to thecomparisonof theoptimal k-multihomingsolutionto other
sub-optimalsolutions,namelyISP choicesthat give averageand
worstdiversityaccordingto ourmetrics.

Comparingtheoptimalk-multihomingsolutiontoarandomchoice,
we seethat thereis a clearperformancebene�t for all valuesof k
at eachof the threecities. Accordingto eithermetric, theoptimal
solution offers at least25% improvementover a randomchoice.
Thedifferencebetweentheoptimalchoiceof providersanda poor
choiceof providersis evenmorepronounced,with theoptimalso-
lution beingroughly50%betteraccordingto metricR 2 and30%
betteraccordingto R 1 . Thegraphsdemonstratea clearadvantage
from multihoming.However, they alsounderscoretheimportance
of choosingagoodsetof upstreamproviders.

Notice that the above analysisof multihomingappliesroughly
to both the enterpriseandWeb server perspectives. In the former
case,theKeynotenodes,with their deploymentin majorcitiesand
connectivity to largeproviders,serve asstand-insfor popularWeb
servers from which a typical enterprisemight receive mostof its
data. In the latter perspective, the pathsto Akamai servers from
Keynotenodesrepresentsasampleof typicalpathstakenin theIn-
ternetto reachpopularWebservers.This is becausealargenumber
of pathsusuallytraversethroughlarge,nationalISPsbeforereach-
ing thedestination.Our traceroutescapturethelatterpartof these
paths,from thelargeInternetcarriersto theultimatedestinations.
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Figure 14: Path diversity bene�ts: Figures (a), (b) and (c) show the valuesof the metric R 1 for the optimal, worst and average
multihoming for the thr eecities. Figures(d), (e)and (f) show the correspondingresultsfor R 2 .

Ourcurrentdatasetlimit ourstudyof network reliability to eval-
uatingonedirectionof network communication.However, reliable
bi-directionalconnectivity is necessaryfor usefulcommunications.
Collectionof the necessarymeasurementdataandanalysisof bi-
directionalconnectivity is futurework.

6. DISCUSSION
In the previous sections,we highlightedthe maximumbene�ts

from multihomingin eachmetropolitanareathatwe measured.In
this section,we brie�y exploresomerelatedissues,includinghow
to selectan ISP or setof ISPs,and the impactof morepractical
routeselectionstrategies. We alsodiscusssomeof the limitations
of ourmethodology.

6.1 Practical Issues
From a performanceperspective, we evaluatedan almostopti-

mal form of control over datatraf�c – networks could decideto
changeroutesfrequentlyandwereableto choosetheoptimal ISP
for eachtransfer. In practice,however, networksmustchoosesome
reasonabletime granularityon which to make routingchangesand
usecurrentandpastobservationsto guidetheir decisions.In this
section,we brie�y explore the implicationsof this morerealistic
scenario.

We assumethat a network regularly monitorsthe performance
of transfersusingall of its chosenk ISPs.Thesemeasurementsare
usedto drive theISPselectionat time intervalsof, say, T minutes
usingan exponentially-weightedaverageof the performanceover
eachISPfor a givendestination2. Recentsamplesof performance
aregivenmoreweightcomparedto oldersamples.At theendof ev-
eryT minutes,thenetwork choosestheISPwith thebestweighted

2 If performanceat time t k was st k and the previous perfor-
mancesamplewas from time t k � 1 , then the weightedaverage
performanceat time t k is: Avgt k = (1 � e� ( t k � t k � 1 ) =� )st k +
e� ( t k � t k � 1 ) =� Avgt k � 1 where� > 0 is aconstant.
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Figure15: Implementation of 2-multihoming at an enterprise:.
The graphs correspondto two values of the time interval at
which routeselectiondecisionsaremade– 6 and 30minutes.

performancefor transfersto thedestination.Althoughthenetwork
haschosena singleISP for thegivendestinationfor this time pe-
riod, weassumethatit continuesto monitortheperformanceof all
k ISPsover thenext period.This is in generala challengingprob-
lem. Somecommonapproachesincludeactive probingfrom en-
terprisesto known endpointsof interest(e.g.,branchof�ces, part-
ners,etc.), or usingdesignatedobjectsto measuredelaysat Web
sites(e.g.,asdescribedin Section2.1). Using this morerealistic
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Figure 16: k-multihoming at a Web server: The thr eegraphs show the impact of attaching increasinglyhigher importance to stale
data for routeselection.

routeselectionalgorithm,werevisit the2-multihomingexperiment
of Section3 andthek-multihomingexperimentof Section4. Fig-
ure15showstheimpactof changingthetimeperiodlength,T , and
the weight given to recentsamples,� , on the bene�t from enter-
prisemultihoming.Thethreegraphsshow that,irrespective of the
lengthof T , attachinghigherweightsto morerecentsamples(i.e.,
smallervaluesof � ) offers a distinct performanceadvantage. In
fact,comparingwith Figure4(a),we seethat thatbeyond � = 3,
the performanceis sometimesworsethansimply usingthe better
of the two ISPsin thecity, indicatingthatstaleinformationcould
leadto selectingsub-optimalroutes.

In Figure 16, we show the result of using a T = 30-minute
timeinterval for routeselectionin ak-multihomingWeb-server for
� = 1; 5; 10. The performanceimprovementis the highest(and
signi�cant) when� = 1. However, even usingall providers,the
performanceis substantiallyworsethanoptimal.At � = 5, thisal-
gorithmoffersonly a marginal performanceimprovementasmore
ISPsareadded.However when� is evenhigher, theperformance
actuallydegradeswith the numberof providers. In this case,the
network often makes incorrectdecisionon which ISP to usedue
to increasedrelianceon older data. Theseobservationsshow that
usingtimely andaccurateperformancesamplesis key to extracting
performancebene�ts.

6.2 ChoosingISPs
Oneof the goalsof this work wasto provide guidanceto sub-

scriberson how to chooseISPsin a multi-provider multihoming
scenario.Like any optimization,satisfyingboththereliability and
performancegoalsof a customersimultaneouslycanbe dif�cult.
Also,wehavelargelyignoredeconomicconsiderations,whichplay
animportantrole in ISPselection.In addition,wehavenotconsid-
eredhow providersmight respondto customersmultihoming for
performancereasons,for examplebychangingtheircoststructures.
Despitetheselimitations,we believe thatour �ndings canbeused
to helpguidea reasonableISPselectionstrategy asfollows.

We have describedvariousmetricsto evaluatethepathdiversity
providedby a setof ISPs.Althoughwe have not provideda map-
ping of this metric to realworld reliability, we believe thatsucha
mappingmight bepossible.First,a customercouldusethesemet-
rics to roughly identify how many ISPsarelikely to beneededto
meettheir reliability requirements.Thiswoulddeterminek in ak-
multihomingscenario.Second,thecustomercouldusethemetrics
asa simplescreeningmechanismto eliminatethek-ISPcombina-
tionsthatfall below aparticularreliability threshold.

Giventheremainingavailablecombinationsof ISPs,acustomer
needsto identify the set that provides the bestperformance.As
shown in Section3.2,simply choosingthesetwith thek bestindi-
vidually performingISPsis not suf�cient – theISPsmustbeeval-
uatedin how they complementeachother.

7. RELATED WORK
BGP'spolicy-drivenrouting,with its inef�ciencies andtheneed

for mechanismsto countertheseinef�ciencies, continueto capture
theattentionof networking researchers.Severalstudieshave iden-
ti�ed andmeasuredthe de�cienciesof relying on BGP routesin
theInternet[10, 16]. Thesestudieshave shown thatpolicy-routing
largely exacerbatesdelaysand, consequently, end-to-endperfor-
mancein theInternet.

Taking cue from thesestudies,researchershave comeup with
several interestingways to circumvent theseproblems. Most of
theseproposeroutingpacketsalonganoverlaynetwork,effectively
bypassingBGProuting [1, 11]. Thesestudiesproposetechniques
to chooseoverlayroutes,andshow that thesealternatepathsoffer
signi�cant improvementsin bandwidth,loss,anddelay. In contrast,
our focusis on quantifyingtheperformanceimprovementachiev-
ablewith anoptimizeduseof existing BGPpaths,wherestubnet-
works canchooseamongdifferent ISP links to reacha particular
destinationbut haveno furthercontrolon therestof thepath.

This issuehasbeenaddressedin partby “intelligent routecon-
trol” solutionsmarketedby companiessuchas RouteScience[9]
and Sockeye [13]. Thesecommercialproductsallow enterprises
anddatacenterstodynamicallyselectamongtheirupstreamproviders
for optimalperformance.However, it is unclearasto how thesetof
providersshouldbechosen.In addition,to thebestof our knowl-
edgetherehasbeenno studythatobjectively quanti�es theimpact
thatsuchproductscanhaveonobservedperformance.

The issueof pathdiversity, andits applicationsandprevalence
in the Internet,hasbeensimilarly well-studied.Thereareseveral
solutionsfor streamingmediathatexploit thediversityof wide-area
paths[3, 7, 2]. In theseschemes,mediastreamsareencodedinto
multiplecomplimentarydescriptionsandtransmittedoverprovably
diversepaths,for exampleleveragingCDN serversto attaindiverse
paths.

Preliminarythoughtsaboutthespeci�c issueof measuringprovider
pathdiversity appearin [8]. Basedon measurementsfrom a sin-
gle PoPin SanJose,andpathsthroughfour differentprovidersto
about8500end-points,the authorsshow that the observed diver-
sity largely dependson the view point (in this caseSanJose)and
alsoon theprobedend-points.More recentwork studiesdiversity
within the Sprint network by measuringpathsbetweenPoPs,and
observes that 90% of the PoPpairs have 4 or more link-disjoint
pathsbetweenthem[17]. This work alsoexaminesInternet-wide
diversityusingdatafrom CAIDA [5], andconcludesthatexploiting
thehigh level of inter-AS pathdiversityrequiresthatstubnetworks
aremultihomed.

Ourapproachcomplementstheseeffortsby focusingonthepath
diversity enabledthroughmultihoming. Our measurementscon-
centrateoncapturingthediversitycharacteristicsof signi�cant por-
tionsof representative Internetpathsoriginatingin tier-1 provider



networks,anddestinedfor multiplenetworksin severalmajorcities.
In addition,wede�ne two intuitivemetricsthat,webelieve,capture
key desiderataof pathdiversityto a reasonableextent.

8. SUMMARY
Multihomingto severalnetwork carriersprovidesawayfor large

enterprisesandcontentprovidersto improve theresilienceof their
network connectivity to failuresandoutages.Recently, therehas
beenincreasinginterestin leveragingmultihomingto improvenet-
workperformanceaswell, bychoosingthebestperformingprovider
link for transfersto variousdestinations.In thispaper, wequantify
the maximumextent to which multihomingto multiple providers
improvesaverageperformance.We analyzevariationsof optimal
k-multihomingstrategiesfrom bothenterpriseandcontentprovider
perspectives,in which thebestavailableISPis usedfor datatrans-
fers at eachinstant. Our performanceanalysisis basedon three
large datasetsconsistingof measurementstaken at servers and
monitoring nodesin the Akamai CDN. Thesenodesare widely
distributedandallow us to evaluateperformanceacrossa variety
of ISPsin severalmajormetropolitanareas.

From the enterpriseperspective, we observe an averageperfor-
manceimprovementof 25%or morefor 2-multihomingin threeof
the four largemetropolitanareasconsidered.We alsoanalyzethe
bene�ts of multihoming to more than2 providers,and �nd little
incrementalimprovementbeyond 4 providers. Interestingly, with
increasingk (beyond4 providers),eachnew ISPaddedis usedfor
a signi�cant fraction of time to achieve the optimal performance,
despiteits marginal contribution towardimproving performance.

We observe similar trendswhenconsideringmultihomingbene-
�ts from thecontentprovider perspective. Again, theperformance
bene�t of multihoming is signi�cant, but the improvementsare
very small beyond 4 providersin all 10 cities measured.We also
�nd that the optimal multihomingsolutionwhenk � 4 exceeds
theperformanceof a randomselectionof providersby anaverage
of 15% andby asmuchas40%. Our �ndings clearlysuggestthat
while multihomingofferssubstantialperformancebene�ts,a care-
ful choiceof upstreamprovidersis crucial.

In an evaluationof reliability bene�ts dueto multihoming,we
quantifytheIP-levelpathdiversitywith measurementsfromawidely
distributedsetof well-connectednodesto hostsconnectedto about
20 differentISPsin eachof 3 majorcities. We evaluatereliability
of a given k-multihomingsolutionwith two metrics: i) the frac-
tion of thetotal pathdiversitycapturedby thesolution,andii) the
degreeof overlapin the paths. Theseinitial resultsshow that the
optimalk-multihomingsolution(with respectto eachmetric)pro-
videsa roughly 25% improvementover a randomchoice. Again,
weseethatrealizingreliability bene�tsfrom multihomingrequires
acarefulchoiceof providers.

Finally, we considermore practicalmultihoming scenariosin
which routing decisionsare madeon a coarsertime-scale,using
pastobservationsto guidelink selection.We alsodescribea strat-
egyusingourperformanceandreliability metricstochooseproviders
in a k-multihomingscenariowhenthereis a trade-off betweenre-
liability andperformance.
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